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Running Code is King at IETF 99 in Prague
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. DNS, HTTP 2.0, NETVC, OpenDaylight, ONOS,
VPP/FD.io, RiOT, SFC, TLS 1.3, WebRTC, YANG/
NETCONF/RESTCONF
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B Best New Work - HTTP error code 451

B Best University Work - Interface to Network
Security Functions (I2NSF) Framework

B “NEAT"est Work - NEAT/TAPS
B Best Interop Work — QUIC Interop

B Best Continuing Work - SCHC implementation and
test SCTP

B Best Name - Waiting for go-dots

B Best Overall - SDN Apps for management of
microwave radio link via IETF YANG Data Model
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B Best New Work - HTTP error code 451
« J0O—3(s)EL D5 ZIED HTTP Status Code
. 451%&3E 9 WordpressT S5+ > %1E2
« A51ZRIRI DI ST T STA =D

Bringing censorship into the light

$ node index.js ——mode reddit http://redditlist.com/nsfw

{ :"2017-07-16T11:45:41.2732", :"block-crawler", :"0.1",
{1 o :451, :"Unavailable For
Legal Reasons", s { :"blocked-by", 45 "“}}

/ @ This content has be: x

& > C () | & Secure | https://dkg.fifthhorseman.net/http451-example/dangerous.htm w @

Blocked

Sorry, we have been legally prohibited f

Censorship Reporter

Report | This webpage appears to have been censored!
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B Best Interop Work — QUIC Interop
« First Implementation (OB & 1&fcitER

client | | sernver — Ming
Minq

Mozquic Quicly Quant ngtcp2 NGINX+ngtcp2 mvist

Mozquic
Quicly
Quant
ngtcp2
mvfst
Legend:
sotest e [NONBGRE oo A
To Test: H = Handshake
D = Stream Data (encrypted)
C = Close

Plus 1 new issue for the Working Group and many
editorial clarifications

14



IETF/\w OV > - HANMN S DRSS

m MILE
« Managed Incident Lightweight Exchange (MILE)
DEZXRZITD
v NICT: SfefEEK, faARARKREK

B Best Name - Waiting for go-dots
- DDoS Open Threat Signaling(DOTS) MDE&E%1T
D
v IhEMRESH L ES A RBHE K
« J\WAYVICENDET. PoCHFELIZY T 0SS
EUTARRAL. IRMTHE

» JORET. RABMR—LEZVZIZL -

‘ h
\NTTCommunications Floga”RC.Tah?aerQf



IETF)\whHY> - TF

B KIEAICHESNZ BRI TTET —REROBaH
B5N3
. ZR—REFRENTNBIH, BOEDES

b




[ETFO9@ 7=/ \
DOTS BaEIReES

NT T Communications ﬁ:?gal IR(e:IITa.b’I’eaSreE:ees:

ik 17




dots WG

DDoS Open Threat Signaling (dots)

5237 : 2015-06
Chairs: Roman Danyliw(CERT) E

Tobias Gondrom (OWASP, Huawei) | &<
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Interim Meeting — 6/8

B DOTS WGTI(Z. IETF=—5 o >2J D14 ArijlCEml Interim
Meeting % /it
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« RFIXZ FOBEENCDREITED

B Virtual Interim Meeting 6/8
 Usecase Discussion

« Requirements Discussion
v' Homenet Usecase DR \DiE
« Architecture Discussion
v NILFIR— ARBEDE R
« Service Discovery
v CPETEDLDICDOTS Serverz D5 H
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Design Team Meeting - 7/18
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DDoS Open Threat Signaling (DOTS) WG Agenda

THURSDAY, July 20, 2017
15:50-17:50, Afternoon Session II
Berlin/Brussels

Co-Chairs: Roman Danyliw and Tobias Gondrom

1. Note well, logistics and introduction (chairs, 5
min)
2. Use Case Discussion (15 min)
- draft-ietf-dots-use-cases-07 (Roland Dobbins, 10 minutes)
- Use case discussion (5 min)
3. Requirements Discussion (15 min)
- draft-ietf-dots-requirements-06 (Robert Moskowitz, 10 minutes)
- Requirements discussion (5 min)
4. Architecture Discussion (25 min)
- draft-ietf-dots-architecture-04 (Nik Teague, 10 min)
- draft-boucadair-dots-multihoming-01 (Mohamed Boucadair, 10 min)
- Additional architecture discussion (5 min)
5. Protocol Drafts (55 min)

- IETF 99 Hackathon Activity (Kaname Nishizuka, 10 min)

- draft-ietf-dots-signal-channel-02 (Nik Teague, 20 min)

- draft-ietf-dots-data-channel-02 (Nik Teague, 15 min)

- draft-boucadair-dots-server-discovery-02 (Mohamed Boucadair, 5 min) [IPartner I
- draft-francois-dots-ipv6-signal-option-02 (Jer?me Fran?ois, 5 min)
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Go implementation of DOTS

DOTS WG
2017.07.20

Kaname Nishizuka
(NTTCommunications)



We opened the code !!

e https://github.com/nttdots

O This organization Pull requests Issues Marketplace Gist

nttdots

Repositories People 6 Teams 0 Projects 0 Settings
Type: All Language: All ~ Customize pinned repositories
Top languages
go-dots
go implementation of DOTS(DDoS Open Threat Signaling) | ® Go

https://datatracker.ietf.org/wg/dots/about/

@ Go Updated 2 hours ago
People 6>

go-dtls ﬂ *

go-dtls is gnu tls wrapper for dtls

L

@ Go Updated a day ago



What was developed in hackathon

* made the code easy to be deployed in various
environments

— made docker-compose files for each services
— refined configuration part

e clarified the documents
— for newcomers to this field



Demos and Interests

* made a demonstration of one user scenario
— on a portable docker environment
— triggering “blackhole routing” from victim side

e attracted 4 people and showed them demo



We do demo on Bits-n-Bites

 Today: 19:15-21:15
* Prosim, visit us on the site.



T

Demo: Go implementation of DOTS

Demo scenario:

Enabling DDoS Protection in an upstream network by DOTS protocol

DOTS is:
* DDoS Open Threat Signaling
* Automation and Standardization of signaling for DDoS

protection
e “ask for help!” from a victim to an upstream provider

- inter-organization / including authN and authXin

III

spec

What you can see in this demo:

A DOTS client sends a mitigation request to a DOTS server
over DOTS signal channel.

« The DOTS server receives and validates the request, then
starts mitigation by kicking a blocker

* Inthis demo, the blocker is a gobgp server which triggers

“blackhole routing” in a service operator's network
target

Signal Channel

DOTS

Client Server

Data Channel
_/

1. send mitigation request 2. validate request

https://github.com/
nttdots/go-dots

Data Channel

-------------- R —
| DOTS | | DOTS |
e oo oaaoee + S +
| CoAP | | RESTCONF |
e + T O cooooooo0o00 +
| TLS | DTLS | | TLS |
e + S +
| TCP | UbP | | TCP |
s + Procoosoooaconos +
| IP | | IP |
D oooooooooo0o0 + e +

Mitigation Request Model

module: ietf-dots-signal
+--rw mitigation-scope
+--rw scope* [mitigation-id]
+--rw mitigation-id
+--rw target-ip* inet:ip-address
+--rw target-prefix* inet:ip-prefix
+--rw target-port-range* [lower-port upper-port]
inet:port-number
inet:port-number
uint8
inet:domain-name

int32

| +--rw lower-port

| +--rw upper-port
+--rw target-protocol*
+--rw fqdn*

+--rw uri¥* inet:uri
+--rw alias* string
+--rw lifetime? int32

Service Provider’s Network

AN

gobgp
Y

3.enable blackhole routing

4. Stop DDoS Attack




Lessons Learned(1/3)

1. Need more description on specification of
mutual authentication

— (D)TLS based-on client certificate

* tend to use self-signed certification (in lab)

* how can we bind the (D)TLS channel and customer
(mitigation scope)

e CN(or SNI) should be used? (it's not clearly
documented)

— what else for mutual authentication



Lessons Learned(2/3)

2. Still searching for good RESTCONF library

— As an alternative, CoOAP/DTLS can be used for data
channel

— but we want to implement it on RESTCONF, if we
can.



Lessons Learned(3/3)

3. Zero heartbeat mode should be allowed

As a starting point of implementation in lab

Also there are several usecases (as discussed in
the last IETF meeting)

“MUST” in REQ.SIG-003 should be relaxed?



JANA considerations

* need assignment for default port number

— 4646/udp for signal channel (from draft-
mortensen-dots-over-udp)

— 4647 for data channel?



implementation specific problems

e Traffic data collection

— traffic information should be returned from DOTS
servers
* incoming traffic / blocked traffic / passed traffic
— need additional software component to collect those
data from network equipment or mitigation boxes
* very implementation specific but required

e Partially valid request

— When a mitigation request includes valid scope and
invalid scope at the same time, what is the
appropriate behavior?

* reject all? / pass valid request only?



Next Step

* As an 0SS,

— adopt to the various deployment scenario

— keep going on the implementation of WG drafts
and make feedback to the spec

« your feedback is welcome®©



DOTS is getting popular!

 We'd like to do interoperability testing at the
next hackathon in IETF100

— signal channel interop will be the 15t step
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v' Arbor, Cisco, Huawei, Verisign, Checkpoint
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« boucadair-dots-server-discovery
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B ipv6 signal option(New)
« draft-francois-dots-ipv6-signal-option
« WGRZ I MMBRISEDH T, IPVEIREDTF v > RILZIRE
(81(& Hop-by-hop AT 3> DR BZIRR)
o BHURRIGOVLNDERNERL)

41



~NAIVA ~—

B 2017FEAAIRIROWGCTF 17 LADST A NI—)LZHIET
e Ti2DMilestoneldEBFicNTLVRWLWA. 11BN —45wv

[CERESNTLD
Milestones
Date ¢ Milestone
Dec 2017 Data channel document as proposed standard to WGLC
Dec 2017 Signal channel document as proposed standard to WGLC
Sep 2017 Architecture document to WGLC

draft-ietf-dots-architecture

Jul 2017 Use case document to WGLC

draft-ietf-dots-use-cases

Jul 2017 Requirements document to WGLC
draft-ietf-dots-requirements

BWGT7 A5 Al github (CTEIE: https://qgithub.com/dotswg er I
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