M

-, SACM,

DOTS (

BAR KEH
BRI AKZE / NICT
daisu—mi@nc.u—tokyo.ac.jp
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 MILE: Managed Incident Lightweight Exchange
« AUV TUMEHRDIEEILZITORFC5070DHERET

« SACM: Security Automation and Continuous Monitoring
« TURRAUMDEIR E B BIRIE XIS

e DOTS: DD0oS Open Threat Signaling
« DDOSXRICERES DIFEHRD T F1)T



DOTS / DDoS Open Threat
Signaling



DOTS / DDoS Open Threat Signaling

 H H#

« 2015/3/24 15:20-17:20

S

® o3k

* R. Housley, R. Danyliw
£t

« https://www.ietf.org/proceedings/92/minutes/minutes—92-dots
« SINE

« ¥9150 A

« https://www.ietf.org/proceedings/92/bluesheets/bluesheets—92—-dots—01.pdf




RAEDKROT—3%4

CxBEARDERE)

DOTS MHEHHI

« ZHMBNRIZEIMLTLISDDoSK SREZE R L AEIEL.

—

CALNAIIGTBEZTEZFLLD

% ]

You appear to be running

an open SNMP server at IP
address XXX XX XXX.XX

that participated in an attack
against a customer of ours,
generating large UDP responses
to spoofed queries, with those
responses becoming fragmented
because of their size.
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 Open Threat Signhaling using RPC APl over HTTPS and IPFIX

o [IPFIX Information Elements for inspecting network security
ISSUES

 Panel Discussion



Open Threat Signaling using RPC AP
over HTTPS and IPFIX (1)

4=
« CPE device®>Service ProviderfBl CSOS #ESHEFIXRLNTT AV?
« RAIL. Bandwidth ZEDIEH
o« NS RAAR—KERPC APl over HTTPSASIPFIX over UDP

T T T
Access Token  Pre—shared nonce geR:L:j{:sc’;th;g(ljey}.:/{/{host}:{port}/ocs/api/cloudinfo | Template n | FieldCunt=8 |
Key AR F "device_ip""<device ip>", 11l Access Token | Fieldlength=n |
Time AR M BAIR R }"Ioad_factor1": "<alias>", e key | FieldLength=n |
TyEe HROTES Response Body: | L C N N LTI
Description BE(FEXAM) "access_token":"<Access-Token>", 1] Type | Field Length = n |

"export_host":"<ip>“ bt —t——+—+— :.: bttt —t——+—+— :.: bttt ———+—+—
Counter pps, bps '—::_F_F |1] Description | Field Length = n |
Scope EITIR R [1] Scope | Field Length = n |
SOS SOSEwhk

Thresholds % of max



Open Threat Signaling using RPC AP
over HTTPS and IPFIX (2)

« CPE device MZ 4O R BEZTRIT S EN IR
o Threshold [FARL—ARIZ&->TRDHSB

o IPFIXIZHEERMEAFULIWL ., FEHoN N -DiEwHET HADITRLY
o N, FELFELMEZ(TTULSEIZIPFIX over UDPTHAYE—EZ (TENAZD M ?
« 1=12L SOS "I =IZHDHIEITRLY

- EESTBTIT(ETA
e RFC5013: The Dublin Core Metadata Element Set
« RFC6046: Transport of Real—-time Inter—network Defense (RID) Messages

« RFC7011: Specification of the IP Flow Information Export (IPFIX) Protocol
for the Exchange of Flow Information



IPFIX Information Elements for
Inspecting network security issues

=1
o IPFIX TENSMMETIEHRZIEOLELLD

« HTTPDF5HE (CC, Challenge Collapsar)
« BEDNTYMIRAZBMN, HTTP 2xx% D status A—KH\1EZ 5

* Fragment
« Fragment Overlap & EDEIH TSI AUREL TN D H

« ICMP echo/echo reply®iEE
« LE®D ping T 1 pps A, EDXIGEAZ—/INILTHOLTETLNSDH

- MEHBEHRZEZ TDIOGHEFRZI NIL DDoS BEEUIFH



Panel [Z&kAEERES

¢« INART—I|ZESTD DOTS

(1) BELAHBNIERV A —DHEHT HRAAT—IZE->THbeneficial
DDoS V) a—avIdHdh ., ZTOHREHLRIZIZEA DA H D
BRALI=A TR IENHE
BX 8 T. "deployable” HiEEEMNROHLND
HAN—ZBBRADCEELESIE. BRIEFEHET

L
LL

(2)
(3)
(4)
(5)

« —HDRREIZ(WGELT®D)SCOPE



SACM / Security Automation
and Continuous Monitoring



SACM

- HEF
« 2015/3/23 9:00-11:30, 3/27 9:30-11:30
 D. Romascanu, A. Montville

=2 =5
N
« https://www.ietf.org/proceedings/92/minutes/minutes—92—-sacm




SACM® B

« TURRAVEDIRRE (=537 ) Z&AIL. LRON) LR E L TEHE
29 O-ODIFEEEZAFLED

s T—XTOFV. [ BHMETIL. EGTEEEF M, AEMERTEEDHT RFC
29 H5RAH

Controller

Customer Provider
/ Posture Assessment / Posture Assessment
Information Consumer i Information Provider




SACMMD N

Session 1: (2015/03/23) Session 2: (2015/03/27)

« SACM Use Cases * Requirements

« SACM Information Model « Architecture

« SACM Architecture * Information Model
« SACM Requirements  Liaisons and SACM
« SACM Terminology

« SACM Scope

Considerations



SACM D EZEFZTFDENA]

s WGLCHAEH-TULVAEZ TR
« SACM Use Case

s WGLCZB I FZTK
« SACM Requirements 2015/5
- DataModel [ZDULVTI& Operations DI 3VEFEE
« SACM Architecture 2015/7
« SACM Information Model 2015/11
« SACM Terminology (RE?)

- FEEfEER. SEIIERIEZT O TS,



MILE / Managed Incident
Lightwelght Exchange



MILE / Managed Incident Lightweight
Exchange

- HEF
« 2015/3/25 9:10-11:30
* A. Melniko, T. Takahashi

=2 =5
N
e https://www.ietf.org/proceedings/92/minutes/minutes—92-mile

- SNE
.« #3930 A

« https://www.ietf.org/proceedings/92/bluesheets/bluesheets—92-mile—01.pdf
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» IODEF (RFC5070) M#aEHhRZEZELELELD

« HEEETLIR DELE
« RFC5070: IODEF MEZ (2007/12)
« RFC5901: IODEF W74y 5tk (2010/07)
- RFC6685: IODEF M XML MR RIZEMD IANA IZ&5EZ(2012/07)
- RFC7203: IODEF D& &rI7%HLER (2014/04)

« |IODEFIZEET AEEDLHBIZOWWTOMREZLHFELLD



MILED A2

 The Incident Object Description Exchange Format v2
« RFC5070-bis&MEIEN D IODEF DERET

« MILE Implementation Report and its related activities
e BARAMNBYELTLAS. IODEFDEE(IZEHT H5H—RA

 Resource—0Oriented Lightweight Indicator Exchange
« RESTHzRKIZ&% IODEF OARBDRHIZDINTDIRET

 |ODEF Usage Guidance
o |IODEFDFEWNVAIZEETAHARSAY
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Mile Implementation Report IZE A&
(IETF89)

- RERER S
* IODEFEERRZDAV Y TURUR—F L RT LITHAH AN TH =

o BERDELVEIRENFEELT-
« |IODEFDIA—T VD AESIZFOMIRE
« |IODEFOZDIEBIZfAIZ AN TULLND MBI ERE



5475 D EE

#!/usr/bin/perl
use XML::Pastor;
my $file = shift;

my Spastor = XML::Pastor->new();

Spastor->generate (
mode =>'offline',
style => 'single',
schema=>$file,
class prefix=>'IODEF::',

destination=>'./",);

LYy

=R IZRE 9 SR RE

# perl xsd-generate.pl rfc5070.xsd

Pastor : Unexpected element 'any'
in schema!

<sequence >

<any namespace="##any"
processContents="1lax"
minOccurs="0"
maxOccurs="unbounded" />

</sequence>

Code generator Result for RFC5070.xsd

XML::Pastor (perl) Error
RXSD (ruby) Error
PyXB (python) OK
JAXB (Java) Error
Codesynthesis XSD (c++) OK
XSD.exe (c#) OK

21
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2473') D EEAE R [ERE

« T—OTF 50 DEREA

N T ?r—\\]
’ ) ‘ J — J

XSDEL) T Z54 XL TXML XMLZEXSDIZEZ#:

daisu-mi / IODEF-codegen

+ HSRE DRAR

3 cammi A beanct o
EDEEM
E m m W brarch masses = |QDEF-codegen |

mmmmmmmmmm
” - e
. Added README md aga
s — o
T Adriar =
o Wik -
W pthon h e
o - -
-

github.corh/daisu—mi/IODEF—codlérg

]

en



12O TUMD AR RE

« JPCERT/CCEIODEFDAL LTV RS EEDELY

Categories used in JPCERT “type” attributes @ Impact
Class
Phishing site social-engineering
Web defacement file 7
Malware propagation file 7 admin ?
Scan recon
DoS/DDoS dos
Control systems ext— type?




T
7.
S

AN
=
S
3
%&
o
ri-IIII
"I

e NOY
o A—)LH—/\_WebH—/\ -

c EHOEREEFOBHEIL?
« Proxy Server : <NodeRole category="www?"/>
« Web Mailer: <NodeRole category="www?mail?"/>

o« ERAR

client, server-internal, server-public, www, mail,
messaging, streaming, voice, file, ftp, p2p, name,
directory, credential, print, application, database,
infra, log, ext-value

24
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~ ~ — N

ST A

=2l

BERIRA LD AT RETE

fﬁ?ﬁfffﬁgﬁi(z)ﬁﬁﬁgi

<Incident ID=“1">
<DetectTime>2013-09-11T04-57-00+09:00</DetectTime>

<Incident ID=“2">
<DetectTime>2013-09-11T05-02-34+09:00</DetectTime>

<Incident ID=“3">
<DetectTime>2013-09-11T05-09-124+09:00</DetectTime>

25



26

MILE Implementation Report (1)

« EX DN
« N -
« A—TUY—RELE
« ZOIMDELE
- MEDHEEF
. $XH48

 Kathleen Moriarty KMo =AM G| EZHEL
« CMU @ Chris InaciokENHEREZEHE



MILE Implementation Report (2)

P AU —DRE s F—TUV—ADEE
« Deep Secure « EMC/RSA RID Agent
* [IncMan Suite, DFLADbsS  NICT IODEF-SCI
« Surevine Proof of Concept implementation
- MANTIS Cyber-Intelligence » CERT Polska (NASK) n6

Management Framework
« Threat Central, HP (%)

27
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MILE Implementation Report (3)

+ TN ERLE
+ NATO

« Collaborative Incident Management System

« Cyber Coalition 2013 FIZ&4E

« Request Tracker DTS5 4L TEE

o Ayt—TUDA—JLIZIODEFXENHTIN. RMR WA ESN DA

- B ET HFEE
o AirCERT
« JPCERT/CC ISDAS
 eCSIRT.net
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MILE Implementation Report (4)

» REJTIAME
+ XSO BAVN—F BHR DA

* lodeflib (Python)

 http://www.decalage.info/python/iodeflib
« NATO O Philippe Lagadec M ELEE

« p5-XML-IODEF (Perl)
 http://search.cpan.org/~saxjazman/XML-IODEF-0.11/
« REN-ISAC M Wes Young KA ELE




RFC5070-Dbis

« [ETFOOTOFELERE
c AUTUNDDFENEIA
e Impact@typeZBElEd 5

* IncidentCategory (THF+RACA N IZ BB EIZERLG DA TUOMDIEIEZZEINT

HioD

« Systemimpact (FBEEIRERK) 2. VATLADHEEZZNTELS

+ IETFOI COELER
* Extending Attributes

CxIRRERFSNDILEITET)

<NodeRole category= “ext-value”

<NodeRole category= “ext-value”
ext-category= “extension value” >

ext—-category= “extension value” > ::

IANA Registry “IODEFv2->NodeRole-category”




