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« SFC-WGI&., H—E R BERIZ EET AN ANGIFEL T, T—3TL—2 2B
H—E ABREIZHFEDIERF CTIEGT 50D T7—FTIOF &I T 5,
« AYRATA—TYREZDFEWNADERDRILIZITHNT=,

& SFC-WG D {4 OSFCOBE
WG# : Service Function Chaining (sfc) Sregware | [ Sfeaware ) Sreuggvere
FR/EAREA: Routing Area (B&F5: rtg) l
& : Jim Guichard (Cisco)
Thomas Narten (IBM) o =g Vel
e : _ o INTYRDEEA
AREAT 1L %% : Alia Atlas (Juniper) [ SFZ-,\J‘\}@;&EJL% ] ——
SMAE: 200&LLE : )
Agenda V ’
- SFC Encapsulation UE " eepm—— Interne
- SFC Architecture -
- SFC Interoperability & Open Source . SFC’\“J};'!°'(:£’5<$§ == . packet Flow
QSFC-WGd)Zb':)J—)b PR 2| 4] UE :User Equipment
2013 2014 R 2015
I : I
Defining SFC Problem Defining SFC architecture & Fpecifying the Generic SFC
G Statement & Use cases Control/Management plane I Header Encapsulation
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SFC-WG draftEjj[q]

B
€ RFC

® Problem Statement
« RFC7498 (2015.4.13%17)

® WGT7ATL

® Use Cases
* LTF3ERDRZTDWET AT LIEENTEY. S5long-lived-flowMRFCIED T A —)LH
- DC Use Cases
- Long Lived Flow Use Cases
- Use Case Mobility

® SFC Architecture
¢ RFCIEDSAPO—ILZEINTEY . RFCEITONIEAEITH

® SFC Encapsulation (NSH)
« SAICWGT7 AT L1t
« REATT7YIT—MZBETIHEHY
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SFC-WG Agenda _\

« SFC Encapsulation

- Network Service Headers (Paul Quinn)
https://datatracker.ietf.org/doc/draft-quinn-sfc-nsh/

« SFC Architecture

- SFC Header Mapping for Legacy SF (Dave Dolson)
https://datatracker.ietf.org/doc/draft-song-sfc-legacy-sf-mapping/

- Service Function Simple Offloads (Surendra Kumar)
https://datatracker.ietf.org/doc/draft-kumar-sfc-offloads/

- SFC Forwarding Analysis (Dave Dolson)
https://datatracker.ietf.org/doc/draft-homma-sfc-forwarding-methods-analysis/

- SFC Layer-7 Optimization (Sumandra Majee)

« SFC Interoperability & Open Source
- Opendaylight Implementation Update (Reinaldo Penno)
- Report of Interconnectivity testing of SFC by 6 companies (Shunsuke Homma)
- SFC/OVS Functionality & Status (Reinaldo Penno)
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€ SFC Encapsulation

® Network Service Header (NSH)
s B . H—EXFAUDBRBMOAFIT —IERMT H2ANVT D IT+—TVhETRLH,
s FIEMASDTYTT—F:
- MLTSRPO—ILOAZEEIN W7 AT LIELT=,
- SCHER—VU N AT —2%EERTHE DTypel L[ ER THEDType2 D &AM HEINT-,
s F—TY—XILIZRYEA TS
- Data Plane—>0QVS, Control Plane->0DL
- VILFARUE TORENEITH
« Next Step& L TFragmentation Section&Security Consideration Section® SeakIZERYHE T,

0l2345687830123456785012345678501 0123456789012 3456789012345678501
B e T S s S e S o S e e TRt it Sl SR e S e et R A R B R R R et Tt St Tt e e S S A S B R R A R A A St Tt
|ver|o|C|R|R|R|R|R|R Length MD-type=0x1 | Next Protocol | Ver|O|C|R|R|R|R|R|R Length | MD-type=0x2 | Next Protocol
B e e e i T e e e A e e a3 e S T T R A S S e e S S e e S e S T T e
| Service Path ID | Service Index | Service Path ID | Service Index
B e i e e e s st e S e e e i S e S e e e e it bl 2 e i S it e i
| Mandatory Context Header

P S S R S R g S SO g S SO O S A S S A R T S Ry Optional Variable Length Context Headers

| Mandatory Context Header

B T S B T S s A St e s St St Sl RS e A A
| Mandatory Context Header

+———+—+—+—+—+—+—+—+———+———+———+———+:——+—+—+—+—+—+—+—+———+———+———+ Fig'_;re 7: NSH MD-type=0x2

| Mandatory Context Header

B e D a e T e e Al e e s St S el S el S e 3

Figure 4: NSH MD-type=0xl
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@ SFC Architecture

® Header Mapping for Legacy SF
o E BEESFDT=DSFC ProxyDEREEEE(ZDUVTEE
c HIAERATODAAUERZIT AT —2IZxF 2EREBMLT-
s OpenMICTDEGFIAAUK
— AT —RIETHT—T 1T EHRELTIEFEHLNALD
SERIZIEZSLED, THUMERIZEDGRY R H R EIZFEDONDARERIXF 51255
— BEKRFLE-O. ProxyDEIRMEIZDODWNTEELHKETRI DIXEHLLND TIEXLGLVH
— =V AT —RER/SHE . NSHD /N T—2a0 BNBHTEZ D=6, TOECa= 0 hAELINVESS
— SFC-unawareFSFIZX L TAZT—R X ZFLZFL R ELDTIE?
SME—/ R LIZSFC-awareDSFRBHDIGE . AT —2DREFENNELLEBH1=55

Operation Considerations
For Transparent SF P

S=4+ -~ [ —
SFAVERAHAD DRLITE
> ForTransparent SFS MAC Address (Source MAC Address, SFC header) L2 header won't be modified by
i ]
(SFC/\‘\JQ o) Bé;:i) SFC-unaware e 12 MAC Address 8.0, assign a source MAC andress per packst or the SF.
= path ID
SF *  VLAN

VLAN (Direction, VLAN ID, SFG heagar) L2 neatier won't be modified by

m Method Stored Key-Value Application Scenarlo

\ 4 *  QinQ 0.0. assign a VLAN ID per bidirectional pat n-pair fhe SF.
*  VHLAN
(2) (3) . S-tupl aina (Direction, Outer VLAN ID, SFC: haader) The SF I required [to support
P 8.0. assign an outer VLAN 1D par bidirectional path- 2InQ. L2 header won't be
For Transparent pair maodified by the SF.
SF

(1) SFC $@\ VXLAN (Diraction, VNI, SFG header) Tha SF Is required io support
P t — 8.0. assign a VMI per bidirectional path-pair VXLAN. \"NI Is not OCI led Dy
roxy o the SF
A\ Y
SFC/\‘/Q Eﬁ1¢5’l¢ 5-tuple (5-tupla, SFC neader) 5-tupla IS not moditied by the SF.

The SFC proxy maintains the mapping table for 5-

;k 0) SFF $£ i* tuple and the SFG header.
Trans| p 5F: A s e function that dDes not change am Mate: an SFC header for each direction of a TGP
heade L ayer 2, laye nd layer 4} s to it, but it may drop or inject packets Towi.

® NT.I Copyright©2015 NTT corp. All Rights Reserved. 10
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® SFC Forwarding Analysis

- Stacked transport headers (e.g. SPRING)

- SF Domain GWZ#F=IZIRE

o WME . SFCOBEBEHEDBHEILDT-. Y —ERFIAZU T DEEEAXEIZTODVNTH LR L H
s FIAVIEROBADEANSIEEARFZLUTDIARKIZH

- Flow-identifiable information (e.g. Openflow)

- Service Chain ID (e.g. NSH) > ZA—I 2 MJZHIFETZ. IhREICEND
s BN/ RREZHBT T HEL =ML B DSub-domainzHF OB ER 7 —XTIOFvZie=E

« BMEBEBD>H1~2ZIBED ADFA TN TLNSIERR

MEL. TNEN DRI DOVNTHH

Forwarding Methods

1. Flow-identifiable information (e.g., OpenFlow)
* E.g., 5-tuple rules in every forwarder
* Suitahle for small or static networks

2. Stacked transport headers (e.g., SPRING)

» Uses existing technologies, but packet size increases and fragmentation
reduce network efficiency

3. Service Chain ID tags (e.g., NSH)
* Good trade-off of packet size, forwarding table size for large networks
* But requires new/upgraded equipment
—>This method is applicable to any size network, but is the only one
we recommend for large-scale networks
{millions of customers, thousands of middle boxes)

Hierarchical Service Paths

__________________________________________

Sub-domain 1

1
a i
_-J§ﬂ=

1
7 SFDomain Proxy \\ _ >
1

Stateful classifier

« Sub-domainAMakA—)LIZ
LIPS S K UM D Sub-domain

®) NTT

L [SERAHIGN
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* OpenMIC*FTSATHAAVL
<BEREAARSHIZDOLT>
- CONHIEETEEFERARLZERS
- OpenflowTIERT—ILLIEWNWEEZ TS EWNDTEM?
SEIRE/NRERTE NV rDBEBDEIZTJO—IUMN)EEFMRZ D) T HEBART—ILLELNVEAD
- Data plane&Control planeDEE (I R T THHTTRE
<BRET—XTOFrIZDOLT>
- &Sub-domainZx B9 50D (LA DAdministratorH ?
->SFCTI&Single Domain (— A M AdministratorMEE 9 Sdomain) ZXAa—T L TLVA,
ZZ Tk R1=Sub-domainld £ TEICAdministrator N EIET S EFHEELTLVS
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® SF Offloads

 BE - FELSFEANDATTIJ#HEIFL. SFPEmBEb T oF EFIRE
SSFM L IE#T I DSFF~Data planeZE=[&Control planeZ 4L Toffload D5 REF1T5
* JTARIELSFP Optimizing&L D draftf=o7=HY, Offload&SFP optimizationD 2D BfEL 7=
—>0ffloadDWGT 1T Lt Z 3B (Optimizationldinformational)
* Data planeZ 9L TSFFIZoffloadZ$5 9 5 A X TlX. NSHIZoffloadZ R 9 B1=H DbitZEKRT 5

Simple Offloads, Stage1

SFs offload service delivery to SFFs, at flow nrantilarifu
SEMBLSFFNRSEY I %

! SFC :: {SFa, SFb, SFc}

SFP :: {SFal, SFb1, SFcl}
O SFb1 is offioaded to SFF3

i Cache Offload decision

Owerlay ——— —— E P
Upenort { F ——t--> NF
—  I— =L —l-d
o (G SR 5 @ écn Y @
DED £S5 &6 SO ® B
Work Loads S e r v i c e F u n i o n Work Load:
I 1 IETF 92, Dallas | SFC WG

Simple Offloads, Stage2
Optimum SFP

ATTITLIEWESHER

B —
)i
, ; CFANSFPOERZIER
i SFC :: {SFa, 5Fb, SFc} i
SFC
SFP :: {SFal, SFb1, SFci} : Control Plane
0O Offloads propagated towards : e
the classifier i . >
1
O SFF1 directly forwards on the |
underlay H
Service = = =] =
Overday  JI= = =] =
Uaneport > NF NF NF NF
o I | ]
o I A P S e &1
DOD €5 €86 ©C& DOO
oo w OO
Work Loads S e r v i ce F unoctiomn s Work Loads
Mar 26, 2015 IETF 92, Dallas | 5SFC WG

$CSFP Optimization-draft CER &l AFEMBILERIF SN TLVS,

Copyright©2015 NTT corp. All Rights Reserved. 13
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® L7 Optimization
BEE L7773 A~ DPath Optimization M ERFEIZDLVNTH K (BEADdraft(X7ELVERR)
FH AN X LlFoffload draftIZEE SN TLNVS
L7T NARIZEFTA—RT—FE2RFTHLDNHY | R GRE-FFELNDHD
- L7T 1\ A XD offload TIENA M THFIEH N B ELLED
- SFEQHIZIZ A A RO HFoffloadd NITEWLNEDHHS
OpenMICTD F/EaAUK
- Offload$& 7R (& Data plane#Z B &Control planefRHHE L LA R LA
->Control plane#X A TIXRIHAMNEL V=8 Data plane (NSH) ZF|FHT DM EELLY
- Offload&%XE DFERDRAAI T HNEELIVZAS
- BHEAN_ X LEET B8 BETERT HNETIEAL

SF/SFF Offload One Way Offload

| Officad+
 — F Emate e e
SEF

MNSH
OFFLOAD

L7 FOP h
Policy:
Flow INIT |
— =
— v
—
SFF

lzzuss: Client to Server iz always engaged via
Inflight PKT Recrdering L7 PCP. Response PATH is offloaded based
Solutions exist (SOP/EOP) and enginssrs on http hdr based policy forexample
will take care of it if necessary

@ NTT Copyright©2015 NTT corp. All Rights Reserved. 14
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o
€ SFC Interoperability and open source

® Open Source Experience / YANG

« #EZEOpenDaylight TMSFCEEEIKRIZDULNTEEN

s SEIDTYITT—MIUT
- Implementation SFC Traceroute
- Inplementation of SFC and Netconf integration
- Integration of SFC and OpenvSwitch (On-going)
- Service Function Load-Balancing (Round-Robin, Random)
- Service Function Groups

® Open Source Experience / OVS
s BEZE OpenvSwitchTTOSFCEZEIKRIZ DT
* Data Plane
- OVS PatchZ /22 Fd
INT YR T A—T YR EVXLAN+NSH(Type 1)+Ethernet+IP
* Control Plane
- OpenflowZNSHD 7723V )L—I)LEERTE TES LR
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® Report of Interconnectivity testing of SFC by Six Companies
- BIE HEEGARISHBONIMRIZONTI—FN\YIERE
o ERTIEUTIZOVWTHRE (BHIEKREISHM)

- YA KRS

- EEFDORE

- Future Work

SFC Aspect

* There were no serious issues in the forwarding-plane with SFC
2. Overview of the Demo header

* 5Pl needs to be uniquely assigned in the entire network, and

* Showed advantages of SFC so centralized control may be feasible.

— Easiness of switching service
— Optimizing Service Chain (Path Branching)

SF Aspect
* Provided 3 scenarios as follows:
5 . - - * There are various types of 5Fs and their connection methods
cenario 1: Security Service diff q b red be flexibl
Used Traffic Monitor, Traffic Analyzer and Firewall are difterent, and SFC proxy will be required to be flexible
Scenario 2 : Optimal Communication Service -» A document describing guidelines for SFC proxy may be
Used DPI, Video Optimizer and WAN Accelerator required. (Ref. draft-song-sfc-legacy-sf-mapping-04)

Scenario 3 : Redundant chains

Used Traffic Monitor and Firewall

| FOL
WLAN
To L&N Ether . cHﬂEther’_,_

. Same VLAN must be
attached in bidirection

WAN Accelerator detect

To WAN
| session by using VLAN | | [
© NrT
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* OpenMIC*FTSATHAAVL
<EZmICETLHERM-aAVE>
FEotr=-DIXIPvabveD EBL LM ?
SvaE{ERLT-
- ClassifierlZ{A ICEDNTENZEL=-DH?
SHEAMIZIEA—HiIRRDIPTFL A& {EH
- Southband&Northband Tl E[ & {E->71=7?
>Southband Tl TelnetZ{E AL =, Northband IR EFH,
- SFFIXovsZERL=DOM ?
> CEEZBTHELT-,
SFNDEEDPDKEERL-? (BRFE DIntelD )
SHEALIz. VINIZTT7ITSAT U RIZEVWTRIL—T YO R LIEKELFBERHE LTS,

<ZTDMOEBER-aAE>
ARL—=E3DoDT4—F N\ DI ETHE R, L THRULWAR—I=o7=, (Alia Atlas/Area Director)
Next Step TlEAZT —2%&F>1=TEEZ Z TALL (Paul Quinn/Cisco)
SHDFEIZDLNTHATHLL
SEFIINFVALIR—F R E T 5, TDRDEFRVLGETEIZDOVTIERE,
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