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CFRG: RG Document Status

Document Status

—‘ Approved for publication, in RFC Editor queue ‘

—  draft-irtf-cfrg-chacha20-poly1305-10
» Sent to IRSG for review

— draft-irtf-cfrg-dragonfly-06 S e S— I
11
- Accepted as CFRG draft RFCAFEATRET ! !
«  draft-irtf-cfrg-spake2-01

« Active, will be presented today

— draft-irtf-cfrg-augpake-03: Augmented Password-
Authenticated Key Exchange (AugPAKE)

» Expired, talking to editors
— draft-irtf-cfrg-cipher-catalog-01: Ciphers in Use in the
Internet
« Related work/possible work item
— draft-hoffman-rfc6090bis-00: Fundamental Elliptic Curve
Cryptography Algorithms
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CFRG: Agenda

WEDNESDAY, March 25, 2015. 13:00-15:00 CDT (2 hours)

Document status from Chairs - 5 mins
Elliptic Curves for Security: draft-irtf-cfrg-curves-01
(Adam Langley) - 10 mins
Elliptic Curves: next steps and discussions (chairs) - 35 mins
. -
Serypt Ldraft-osefsson-scrypt-kdr-%2l. ¥ o&EEmLTLV:

Algebraic Eraser (Paul Gunnells) *Z_ﬁ: I- I 'ﬁ‘i ﬁ:ﬁ EE‘\IJ&%E‘J ! ’P

Hash-based Signatures [draft-xmss-00]
Andreas Huelsing - 20 mins

PAKE requirements document status (Dan Harkins) - 5 mins

Augmented Password-Authenticated Key Exchange (AugPAKE):

draft-irtf-cfrg-augpake-03 (SeongHan Shin) - 15 mins
SIP Authentication using the EC-SRP5 Protocol:
draft-liu-sipcore-ec-srp-0@ (Dr. Fuwen Liu) - 15 mins

ISOC-JP IETF92 Update




CFRG: Elliptic Curves 83 (1/2)

Where we are—1
TF&ELCurve25519¢& - - -

* We have selected two curves
* Curve25519 — already deployed in several places. CU rve448 1
* Goldilocks — offers good performance-security
trade-off at higher security level (approx 224 bits). —
* These curves (and | Where we are — 3
a deterministic pro

input a prime p for * \\e have submitted a short proposal to the NIST

workshop as IETF/IRTF input.
® http://www.ietf.or;

\cfrg\-cuwe—&-oz.txt

* We have liaised with W3C.
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CFRG: Elliptic Curves B8:&E (2/2)

Where we are going next —

* Some signature options (illustrative, not
definitive):
* ECDSA on the (twisted) Edwards form versions of
the new curves.

* |s that compliant with NI Where we are g0|ng neXt —

* Does that matter? : . . ]
* Some signature options (illustrative, not
* De-randomised ECDSA.  definitive):
* Avoids common failure r * EJDSA [BDLSY’11]
) E:yrferate rlorECE AR * Variant of Schnorr signature scheme, rather than
DSA.

* OR generate r via PRF on
ment ECDSA private | * Uses derandomisation trick and a different

verification equation.
* Already deployed in OpenSSH.
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EMBIE AT E T EABFED ENSHIZHIER |

& F02[EIETF#RE [62%] [ETFICH T HRESHRMTICE 9 2EM (A ER)
NTTY 2 bz 7%= EHE

FI0EETFHRE k1) [CHLNTHEHRE LFE L= Pervasive Surveillance (K#R
BARETA) ] OREKELT, BEBEHEZHEWNV-SEITETLRERENSLEL
Tzo SEIOFEZEIETFIZEWNTEH., EDESEMICET 5 RICDODINTE
ST hnt-. B2 BNLIETFEETHAHESBEIETF*x2) M 55| EHhi=sEE
HERHBKSTT,

AT, EREIETFISHETEEL51Y T EEORED> S, £F2 T4
I 7 TCOBMPGEIRICKEL FZET HEFENSIRTF (Internet
Research Task Force) ICHHEEBS DS IL— T TaH SHCFRG (Crypto Forum

Research Group) Tigiganl= MTEH LULVEABEDEIR] ITDOWWTEHREL =LY
ERNWET,

(*1) https://www.nic. ad. jp/ja/mailmagazine/backnumber/2014/vol1225. html
(*2) https://www.nic.ad. jp/ja/mailmagazine/backnumber/2013/vol1152. html

https://www.nic.ad.jp/ja/mailmagazine/backnumber/2015/vol1299.html
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UTAWG

« UTA(Using TLS in Applications) WG&(& ?
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e FICEBMLTWASTATLIE---
» TLS Attacks and BCP




UTA WG: Agenda

Agenda UTA IETF92

15:20 - 15:40: Note Well and status update

15:40 - 16:10: Deployable Enhanced Email
Privacy (DEEP)

16:10 - 16:30: Open discussion

ISOC-JP IETF92 Update



UTAWG: EZDraft A7—452X

e Summarizing Known Attacks on Transport
Layer Security (TLS) and Datagram TLS
(DTLS)

» RFC 7457&£LT201542 FI-31T

e Recommendations for Secure Use of TLS
and DTLS

e RFC-EDITORMDAT—ARX

ISOC-JP IETF92 Update
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SAAG: Agenda

agenda

1. WG/BoF Reports and administrivia (10
mins)

‘2. Status on PM ‘

3. Invited/offered talks
1. Joe Bonneau (30 mins)
2. AGL/QUIC (15 mins)

3. NSEC5, DNSSEC Authenticated Denial of
Existence (10 mins)

4. Darkmail (20 mins)
4. open-mic (40 mins)

ISOC-JP IETF92 Update https:/www.ietf.org/proceedings/92/slides/slides-92-saag-0.pdf



SAAG: Pervasive Monitoring
Update on PM Drafts

* Lots of work is happening across many WGs
related to PM, thank you all for your work!
—|PsecMe, UTA, TLS,

* Drafts/RFCs specific to PM:
— RFC7258 Pervassive Monitoring is an Attack, May 2014
— Confidentiality in the Face of Pervasive Surveillance: A
Threat Model and Problem Statement, draft-iab-
privsec-confidentiality-threat
— Effects of Ubiguitous EncrzEtion, draft-mm-wg-effect-
encrypt

* Call for contributions/comments/text
* What to do next?

ISOC-JP IETF92 Update
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SAAG: Ubiquitous Encryption (Draft)

Network Working Group K. Moriarty
Internet-Draft EMC Corporation
Intended status: Informational A. Morton

Expires: September 8, 2015 AT&T Labs

Effect of Ubiquitous Encryption
draft-mm-wg-effect-encrypt-01

Abstract

Increased use of encryption will impact operations for
network management causing a shift in how these functions are
performed. In some cases, new methods to both monitor and protect
data will evolve. In more drastic circumstances, the ability to
monitor may be eliminated. This draft includes a collection of
current security and network management functions that may be
impacted by the shift to increased use of encryption. This draft
does not attempt to solve these problems, but rather document the
current state to assist in the development of alternate options to
achieve the intended purpose of the documented practices.

http://www.ietf.org/id/draft-mm-wg-effect-encrypt-01.txt
ISOC-JP IETF92 Update
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TLS WG: Agenda

BEUF=<CEA !

]Agenda K

 Welcome, note takers, blue sheets, note well (5 -

* Document Status (10 Min) [Chairs] &« «
* Backwards compatibility pull - ‘Jy(
« OPTLS (30 Min) [EKR ° )Gs)./
 O-RTT Issue-’ &\/ <&R]
. VA
W™ rorov

51" }ﬁ _, MTI, PSS, PSK, cached info, 4492) (30 Min) [Chairs]

e LS WG @ IETF 92 4

ISOC-JP IETF92 Update https://www.ietf.org/proceedings/92/slides/slides-92-tls-1.pdf



22
TLS WG: TLS MTI

Mandatory to Implement
Cipher Suites

* Symmetric Ciphers * Key Agreement
MUST AES-GCM 128 MUST ECDH with P-256
[SHOULD ChaCha20- [SHOULD ECDH with 25519]*
Poly1305]*
* Signature
* Hash
MUST RSA
MUST SHA-256 MUST ECDSA with P-256
MTI 1= MTU

S ARICIEIMTIZE I HEmMN Y = of=- -

ISOC-JP IETF92 Update https://www.ietf.org/proceedings/92/slides/slides-92-tls-0.pdf
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» kanno.satoru@po.ntts.co.|p
e SNS

» Twitter (satorukanno)
» Facebook (satoru.kanno)
» Linkedin
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