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BIE® IETF 105 A5

« Dave Thaler A* TEEP WG @ Chair h'\f&Y T RFC FS7RM Author IZTEET H2E
[Z

« RFC MEMIEXEIZ github TITHN B K525 -T=,
— BN ITANTHAIRIESINDIETEMMNIERIE. RFC DRITFDEFHMEN KL T,

« K3k OTrPv2 NN KIEE
— ARIH OTrPv2 A5 TEEP Protocol [ZEE, OTIP EAYE—U 74— D E#ENE L1128,
— https://github.com/ietf-teep/teep-protocol

« K57k TEEP architecture OB
— —DDTNARICTEENERHSEE . TAMMDERH LI5S . TEEP BrokerD&ZEIBAfELGE | BB

FRYBBLEARIS, REFEFELITELVKR,

— Trust Anchor [& SGX & ARM TrustZone 2D EEF AT BRMZIZ,
— https://github.com/ietf-teep/architecture

« STk OTrP [X#AERAEE
— https://github.com/ietf-teep/OTrP
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https://github.com/ietf-teep/teep-protocol
https://github.com/ietf-teep/architecture
https://github.com/ietf-teep/OTrP
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— Dave Thaler (Microsoft)
« SUIT WG M Chair, Open Enclave BF!')— ’5‘— OTrP over HTTP @ Author
e TAM H—/\—% #5508

— Hannes Tschofenig (ARM)
 TEEP protocol @ Author

© TAM H—A\—ZEELELAT PR g - ;
— ZEIH%:]\ i%ji(fg%;,‘% 1 ) ! NV ‘

- TEEP device i {ELEFEAT
— Nancy Cam-Winget (Cisco)
« TEEP WG @ Chair
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What we planned

* Open Trust Protocol:
e Evaluate OTrPv1 vs TEEP (aka OTrPv2) proposal
e Test implementations of OTrP-over-HTTP
 draft-ietf-teep-otrp-over-http-02

* Brought prototypes of TAM and TEEP device
 TAM with node-js by Isobe-san
 TAM with SGX by Dave Thaler
* TEEP device on OP-TEE by Akira Tsukamoto
 TEEP device on SGX by Dave Thaler
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What got done

* First time to interop OTrP/TEEP protocol implementations
built from specs.

* See pictures on following pages.
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On the Table
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TAM s Ul for uploading TA

Sun 09:28 ¢

Mozilla Firefox

) | #% 192.168.11.3

TAM Ul

TA Images

ﬁ%%l; éAJ (t: A) FileName Download Delete
= 8d82573a-926d-4754-9353-32dc29997f74.ta Get Delete
ﬁ{lﬁ TAM dummy Get Delete

dummy?2.ta Get Delete

NopPoBES:

B Upload Image

Browse... No file selected.

nationaL insTitute o ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)



search Terminal Help

icom 2.7.1

g 13 2017, 15:25:34.
SBO, 89:23:51
rt unknown)

for help on special keys

ng Trusted Firmiare
vi.i(release):bdect2e
Bullt : 11:11:48, Jun 23 2016
1 frequency:1190494208Hz

ed to init 1pddr3 rankd dram phy
3_freq_init, set ddrc 533mhz
ddr3 ranke

rankl init pass

3_freq_init, set ddrc 8e0mhz
ddr3 rank®
rankl init pass

ng DOR
fastboot mode...
bin -4 Jdev/ttyussl

b v8/s

.c" as5L, 11821C written
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File Edit View Go Capture Analyze Statistics

Aimdoe R [B) Q =8
[ THiEp 6& (ip.dst == 162,168,112 || ip.st == 192.168.11.10 || (p.dst == 192 168.11.3 ] && (ip.src ==
e i e

2. 720.6.. 192.168.11.2

2. 720.6.. 192.168.11.3

3. 1100... 192.168.11.2

3. 1100... 192.168.11.3

3. 1316... 192.168.11.2

3. 1316... 192.168.11.3

2204 ST

= 7.. 4204... 192.168.11.3 LT

Telephony  Wireless

Request URI: /api/tam

Poauact \larcinn:

55

0040

65 2d 43 6f 6e 74 72
0080 63 68 65 0d Ga 48 6f
8890 6c 65 2e 63 6f 6d od
00al 68 74 74 70 3a 2f 2f
00be 31 2e 33 0d 6a 63 6f
Poce 20 63 6¢c 6f 73 65 od
@ 7 HTIP Request Method (http request method), 4 bytes

00 e5 56 8a 00 00
69 71 EENEGEEENET
48 54 54 50 2f 31
3a 20 6e 6f 2d 63

HTTD /1

01
20
e
61

.11.3
sdd.2
vy 3
1102
41.3
112

19
69
50
od
20
20
69
2e
63

A

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HTTP

a6 40

67 6d
61 63
2d 63
61 6d
6e 3a

6f 6e

Hacking, Debugg

192.168.11.2)

v u-@
iqFEE] / api/tam
HTTP/1.1 --Pragma

no-cac he::Cach
e-Contro 1: no-ca
che:-Hos t: examp
le.com-: Origin:
http://1 92.168.1
1.3--.con nection:
close: -
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POST /api/tam HTTP/1.1 Continuation

HTTP/1.1 204 No Content
. POST /api/tam HTTP/1.1

HTTP/1.1 204 No Content
.. POST /api/tam HTTP/1.1

. HTTP/1.1 204 No Content
PO ap a P

. HTTP/1.1 204 No Content

CTRL-A Z for
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TEEP Device Installing TA

L/TC: Dootstrap: install_ta()
I/TC: install_ta: start

unl/TC: install_ta: 1
I/TC: install_ta: 2
I/TC: install_ta: 3

I/TC: install_ta: tee_f's_rpc_data_mount_req(

E/TC:? © install_ta:117 Installing 8d82573a-926d-4754-9353-32dc29997f74
E/TA: lwsl_emit_optee:101 Wrote TA to secure storage

[1970/01/01 ©00:00:41:9851] NOTICE: main: libaistotrp_pta_msg: OK ©
bash-4.3# aist-otrp-test

alst-otrp-test-ta-client aist-otrp-testapp

bash-4.3# aist-otrp-test-ta-client

AIST ta-aist-test client

I/TA: TA_InvokeCommandEntryPoint: AIST OTrP Test TA: Hello IETF TEEP!

aist otrp test_ta_client: done
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What we learned (1/2)

e Hackathon ZBIZE DM 2=-FSTOMDEERES
* draft-ietf-teep-otrp-over-http-03
« #)4L OTrP & TEEP protocol DX i ZEZEET RNE
 https.//qgithub.com/ietf-teep/otrp-over-http/issues/5
* draft-tschofenig-teep-protocol-00.txt
* JSON EBib MDexample HMHE

* CBOR A DA MEF TR IFE1R, binaryZRIZODCBORKY
INVT T BITIENEM LKLY,
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https://github.com/ietf-teep/otrp-over-http/issues/5
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What we learned (2/2)

* Alot of implementation action items
* Prerequisite required for OTrP/TEEP
e HTTP, JSON, CBOR stack must be completely working

* Understand TEE concepts, such as SGX, Arm TrustZone,
knowledge of implementation details (e.g. OP-TEE)

 |ETF 106 Hackathon TOD & KD &

« TEEP EIRIZIX TEE BADMELO T D EER . Intel SGX &
ARM TustZone M XN . HTTPA® JSOND T O S F HffiE Uz
IR—2YRNTCDTNAABEEBEOHE,. EXNGEEROEREZY

E’Cﬁ;é;bﬁ\#ﬂﬁﬂ F#J}/FT_('T’C,EFH’C%%’D)\IJ:SF.%I B 15
NBETEND, SELLGDOREDEREN LMD,
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What went well

« Constructing stand alone wired network on Hackathon table
for TAMs and TEEP devices but having uplink

* This will prevent harming IETF network when sending
broken packets. ©

My TEEP device needs to talk to ntp, since does not
have RTC.

» Cross checking different TAMs and different TEEP device
OTrP messages.

« Dave s TAM even sends back what was wrong in the
message in the http response. e.g. Content-length
missing etc.

* Able to come up for the future plan.
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Future consideration

How to make it easier to implementation TEEP system?

What to do for reference implementation?

« At the hackathon, | started of OTrP debugging and end up debugging
http header and json parser.

IDE Development environment for TA on TEE?

Many selections for hardware and software stack for TEEP
« Which hardware?
« Which software stack to use on TEEP device?
« JSON stack
« HTTP stack
« Crypto stack for TLS and JWE, JWS
« CBOR parser
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Hardware recommendation

« Reference TAM machine
« Recommending IBM PC compatible machine?
* Any other hardware requirement?

+ Reference TEEP device (IoT device, Edge device and etc)

« Recommended device for each Intel, ARM, RISC-V.
 ARM, OP-TEE usable device
« Raspberry Pi 3B (Cortex A53) or later?
 Intel, SGX usable device
« Laptop PC? (not all SGX usable)
« RISC-V, PMP extension usable device
HiFive Unleashed? (the device only exist at the moment)
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Software stack recommendation

« TAM
« HTTP stack: Apache
« JSON stack: Node.js
« Crypto: openssl|
« CBOR:?
 TEEP device (limited hardware performance)
* rootfs: buildroot, Yocto/OE, openwrt?
« HTTP stack: libwebsocket, Apache?
« JSON stack: libwebsocket, ?
* Crypto(TLS,JWE,JWS): openssl, LibreSSL, mbedTLS, wolfSSL, s2n?
« CBOR: ?7?
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Nice to have? Or out of scope?

 TEEP: Testbed on Internet

 TAM: Everybody connecting from there own TEEP devices
« |IDE Development environment for TA on TEE

* OpenEnclave

« Hosting github for TEEP reference implementation?

 TAM: security hardware

« SGX: Any other? OpenTitan?
 TEEP: security hardware

* Any other? Azure Sphere I0T?
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REID IETF107 [ZFAITT

- 3A®MIETF 107 #iIlZ hackathon i
— 202042 H Hanness E{&®MSecuring the 1oT Hackathon 2020
— TEEP protocol Tff5 CBOR D I7A4A—I VL IZIFHEELI-LVOAE R,
— Hackathon &MIZ(%. ERIIZCBORN\N—H—DEENEREINS,
— |IETF 107 T4 hackathon ZEff,
« |ETF 107 LIRS DEBA RIBIZ;EFRE
— github LT, (RIZHBCEICEERDEROERN,

« FSOMEREOMADTEREZE LITHARAE—FNIILEL TS,
© Al
- ééiﬁllﬁﬁgff?m?‘mi?élit FSTOFHBAEHC. RETHOBKLISERELEDT
LNBED
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EFEH

« TEEP @art7+D#BAN:

- |ETF 106 T®M Hackathon ;E&%# £ {&KIZ. TEEP working group D ;EEI DA
— FITMABOFMLEREDT S ELITERIL, UL TOTEEP ERESMECEL - BIRIRENS(RRENS,

- SEEROEEMHMN LMY, Hackathon Z#2YR3 HMEE
— 3BXR®MIETF107 O#iMD2 BIZHE Hackathon B

« IETF107 IZAITTHDSEDEBALTEE

o CZORRE. EARBEREEAFIRILF— - EERIMHESHFEME (NEDO) OEFES S - SiRNE
ZAREE T DAIFY T - KRR Ea1 -5« SO ORMBARE/EHWAITY 0> E1 —F + I RIMORFE/
F1T7A-T 27 —FFOF v EERMETDAITY ZILARRER] OERESNIZEDTT,
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FAE

 |ETF - Internet Engineering Task Force * Intel SGX (Software Guard Extensions)

« TEEP - Trusted Execution Environment Provisioning « ARM TrustZone
— https://datatracker.ietf.org/doc/draft-ietf-teep-architecture/ e Global Platform

« OTrP - Open Trust Protocol
— https://tools.ietf.org/html/draft-tschofenig-teep-otrp-v2-00

 TEE - Trusted Execution Environment

« E—F7TARAT—3> — Remote Attestation

* CA - Certificate Authority

« RATS - Remote ATtestation ProcedureS
— https://datatracker.ietf.org/wg/rats/documents/

« SUIT - Software Updates for Internet of Things
— https://datatracker.ietf.org/wg/suit/about/

« JSON - JavaScript Object Notation

« CBOR - Concise Binary Object Representation
— https://datatracker.ietf.org/doc/rfc7049/
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https://datatracker.ietf.org/doc/draft-ietf-teep-architecture/
https://tools.ietf.org/html/draft-tschofenig-teep-otrp-v2-00
https://datatracker.ietf.org/wg/rats/documents/
https://datatracker.ietf.org/wg/suit/about/
https://datatracker.ietf.org/doc/rfc7049/
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My notes from hackathon

* Fix header for HTTP compliant
* | broke the HTTP header when revising OTrP messages.
« Add JSON parsing for every packet received
« Cleanup and dependency fix of Makefile
It does not detect some dependency when | change some of the code.
* microUSB cable for flashing bootloader

« Suffered a lot of having bad connection, have to change both the 3D
printed case and cable.

« Add dumping the all content of http packet every time
» To reduce the time using wireshark.

* Buy reliable self-powered USB-hub.
* One of the hub did not recognize the gpio board.
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