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TEEP Hackathon

« SINFEAN. FIBIDSIMBE2ADSEIZ

Team members:
 Dave Thaler

« Akira Tsukamoto
« Kuniyasu Suzaki

« Hannes Tschofenig
(co-author)

First timers @ IETF/Hackathon: 2
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TEEP Hackathon RiE

» Across 3 types of TEEs (Intel SGX, ARM TrustZone, RISC-V Keystone)
« Participants used Open Enclave SDK branch that supports both SGX and TrustZone
« SGX+TrustZone implementation of OTrP client & server in progress:

« Ported to run over Open Enclave SDK
« Added more of OTrP implementation (more use of JWS & JWE)

« Updated to match latest HTTP transport spec (changes based on MNot feedback),
straightforward

« Implemented Trusted Application request mechanism designed (but not implemented) at
hackathon 103 but only doc’ed in a github issue
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TEEP Hackathon % D:EgE

* Filed Issues: https://github.com/ietf-teep/OTrP
—5 new draft issues filed
—3 existing issues updated with more info

il

« Summary of new issues:

» Relationship between OTrP and attestation (EAT/RATS/etc) needs work
(on agenda for this week)

« Some OTrP fields look redundant with others, opportunity for mismatch

« OTrP spec uses two slightly different cert chain encoding mechanisms
(JWS and custom), complicating code

« Some OTrP fields (TEE name, TEE version) are underspecified and are
Interpreted differently by different people

ationaL insTirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST) 7
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 htips://github.com/microsoft/openenclave/tree/feature.new platforms

. HMEBRBIBETHDVisual Studio T TEE BIRIRIBZEIN (FHEINtel SGXEOP-TEEM ¥ i)

4 ConsoleApplication5 - Microsoft Visual Studio i & k tr Pla B x
fle Edit View Projet Buld Debug Team Tools Test Analyze Window Help aistietf ~
B2 W < & «| Debug ~| x86 = P Intel(R) SGX Debugger ~ Moy [ ooy
I <1 v
| Solution Explorer v 8 X | eclisc MyEndave1_host.c ConsoleApplicationS.cpp X - 8
Qe o-58B| o )[EI %] ConsoleApplication5 ~|  (Global Scope) 1@ main) - [
i o x
o 1 -1// ConsoleApplication5.cpp : This file contains the 'main' function. Program execution begins and ends there. +
2 /! N
%] Solution ‘ConsoleApplicationS' (2 projects) 3 5
4 % ConsoleApplication5 e TagoLune pch.h S
b = References ? " R ALORSING, g
b External Dependencies - — ?
P G ted Fil -lextern "C" { . 3
% enerated Twes 8 void sample_enclave_call(); B
P € MyEndavel uc y S
b [ Mykndavel uh 3
P 3 Header Files int main()
4 Resource Files {
4 . Source Files ® std::cout << "Hello World!\n";
P *+ ConsoleApplication5.cpp sample_enclave_call();
) MyEnclave1.edi }

b € MyEndavel_hostc
*+ pch.cpp
¥ packages.config

Run program: Ctrl + F5 or Debug > Start Without Debugging menu
// Debug program: F5 or Debug > Start Debugging menu

4 %] MyEndavel

Tips for Getting Started:

b @ References / 1. Use the Solution Explorer window to add/manage files
b ¥5 External Dependencies 2 R R O R, e R O S BE S Sgn R ¥,
b i Generated Files L0 s T L4
b Header Files Output S
b W oo b Show output from: Build - | = 2| E| %
4 &l Sourceflles WU i .
b € ecallsc 2> <ProdID>0</ProdID> A
0 MyEnclave1.edl 2> (ISVSVN)O({I’SVSVH) )
o) packages.config 2> (Sla(kde?Jze)OdeBﬁO(/SLdede?l[e)
2> (HOQPNJXSIZQ)BXIOUDUQ(/HQJPNJXSIZP)
2> <TCSNum>1</TCSNum>
2> <TCSPolicy>1</TCSPolicy>
2> <DisableDebug>@</DisableDebug>
2> <MiscSelect>@</MiscSelect>

2> <MiscMask>OxFFFFFFFF</MiscMask>
2></enclavecConfiguration>

2>Done building project "MyEnclavel.vcxproj”.
1>Generating Code...
1>ConsoleApplication5.vexproj -> C: \Users\nklr‘a\sour(c\rcpos\(onsoloAppll(Jt1on’)\bln\wmj)\Debug\(onsoloApplKahon‘: exe
== Rebuild All: 2 succeeded, @ failed, @ skipped ===

RLTIEURtIbIEy Class View  Property Manager  Team Explorer 4 4

[ Rebuild All succeeded n1 Col 1 Ch1 INS 1 Add to Source Control ~
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TEEP Hackathon g)4EL 7= OpenEnclave

; T iHel lo Wor Id!
7 -lextern "C" {
8 void sample enclave call(); N =
: Ple_enclavecaliO Untrusted APP MM H 7
10
11 -lint main()
12 {
& 13 std::cout << "Hello World!\n";
(2 14 sample_enclave_call();
15 }
16
1574 -1// Run program: Ctrl + F5 or Debug >
18 // Debug program: F5 or Debug > Star
all>
20 =1// Tips for Getting Started:
21 // 1. Use the Solution Explorer %] MyEnclave1 v (Global Scope) v @ ecall_ DoWorkInEncla ~ Hel | ‘ |d| \
22 £l 2. Use the Team Epr.Lor‘er win 1 —#include <openenclave/enclave.h> - [: Ocrgrte‘ 5 -¥sexwindows¥src le
23 Ll 3. Use the Output window to 2 . de "MyEnclavel t.h" %é- a —e?. Iavefeﬁaa C. SE.I 0 rc_relg
& it ok lam the Bnrar Li e ? ?:gxncﬁeg?:nenélgvglgxa rgaigg;w?%owsﬁésrc rele
“3 /1 5. Go to Project > Add New I 4 -lvoid ecall_DoWorkInEnclave(void) ouldn’ t open file with CreateF| |e()
5 { Hello from inside Enclave
6 /* Implement your ECALL here. */
7 printf("Hello from inside Enclave "); | |
~ 8 ¥
TAMNLDHE A °
10 /* Add implementations of any other ECALLs Fk
1
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TEEP/OTIP v 3> THDEREERE

« TAM<->OTrP broker%>. SP<->TA/Enclave’z (L. B EIZ{EEA1H
B3 A= Attestation Z1ToTL B A, Attestation D FH K (F
RATS WGOERmaFRHALTIXEI M ?

* OTrPICT TA D34 7914V ILEEZITI, Install, Update, DeletelZ
TA DINAF)—DIN—23VFHMEENDLET, SUIT WG D
manifest NMEZHD TIL?

1'I'

« TEEP WG TIlE. SUIT WG & RATS WG LEET AZEMNIRESH
73

e OTrP MOFZIMZELTITSZEFHMZBHMBEIEL TN EIC

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN 11




FMNDh. SUIT, cbor WG [ZDULNT

« SUIT WG
— Firmware D1E#ZEEEE R T 5 manifest DIT+—<vrEEELTEY., TEEP WG THD
MOTANAFT) —DIERE R TA—VMNITERATESLEAMICEELONS
— OTIP MI74—<yhetbEd 5E SUIT DI74—IVMIHHEEDRENHEATHYIFIXST
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e cbor WG

— SUIT $O0TrP% JSONZA—XI[ZLTHY. SUITIX JSONEE % chor AR IZT/NMF1)—&T
T AMBHRZMEEZRL TS,

— cbor WG BKI& cbor D/ N\—H—%FEE T AEFICHIVEVNSAE LTS ERZEDALTLK
EENFIT O TNV =, BRICSN TV =RNBRIEZYFLEEFEDORFIZESIT AN ELSImA ZL,
SUIT TEHONTWWAEZETIEMERBIZESENESEh ., IRIRD cbor T SUIT 4 OTrPIZEH
[+5FATIXIRKRDcborT+aéBthnsd,
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« TEEP/OTIPRH{ZE LHHERT=. TEEP WGTIZ Intel SGX, ARM TrustZone,
RISC-VIRTEXILCT A EIZ, TEEPAUEFEDCPUITIKEFELLGELIZE A E
X, EBRHOTEEOWHEFFED NN BEIETHS,

« TEEP WG ARIEIIBEE TE LT, ELWOMERFEICSLNTTEEP WG
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ORI, EIHEREEAFIRILF— EXRRITRERAREEB(NEDO) DERRXHBI S-S &
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