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End-to-End Security
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« RFC 7049 Concise Binary Object Representation
e JSONZR—=X(CUTE/I\A/FUDTA—YY hZTEE
« d—REXVE—20OHAXHNELIRBEIDICERE

JSON : 15bytes CBOR : 8bytes
83 # array(3)
[1,02,3],[4,5]] 01 # unsigned(1)

82 # array(2)
02 # unsigned(2)
03 # unsigned(3)
82 # array(2)
04 # unsigned(4)
05 # unsigned(5)

88 : [Concise Binary Object Representation (CBOR)! https://tools.ietf.org/html/rfc7049
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« RFC 8152 CBOR Object Signing and Encryption
« CBORZHMAUETZHILEBLIRED I A—NY NEEE
« CBOR Tag

- COSE_Sign : 98 FTHI)LEBL
- COSE_Encrypt: 96 BES{tT—%
- COSE_Mac : 97 MAC (Xwtz—FR5E=

88 . [CBOR Object Signing and Encryption (COSE)]  https://tools.ietf.org/html/rfc8152
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« V—FFOFvE NZITTASDBHREFTIL
- A Firmware Update Architecture for Internet of Things Devices

- Firmware Updates for Internet of Things Devices
- An Information Model for Manifests

« YZTIXTAMDIA—Nw b (37E5H)
- A CBOR-based Firmware Manifest Serialisation Format
- A SUIT Manifest Extension for Concise Software Identifiers
- A Binary Manifest Serialization Format
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ProIirsLijsaing / Manifest‘7s'ig_n—ed] / Manifest«7s'ig_n_ed]

Authority / Firmware / / Fi /
irmwar . irmware
(TPA) Firmware
— Server
rus
/ Anchors /
Public Key
of the Author . )
E Management Status

Bootloader Tracker
Device
Network Operator Device Operator

88 . [A Firmware Update Architecture for Internet of Things Devices] https://tools.ietf.org/html/draft-ietf-suit-architecture-01
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{

CBOR Diagnostic Notation
(CKDIKRELD

/ authenticationWrapper / 1 : 98([ &1k 1), /[
/ manifest / 2 : { & }
}

CBOR
map(2) unsigned(1) tag(98) (} 15 'J)
I %

A201D8628444A103182AA0F6818343A10126A1045820537AC93AC909E79990914CAAOOFES/E
EEA637EF89B5512E5CB6ES58A136FF98D5847304502201D65938EC454354A6E866B468E9808
DBAEF36E9 /DEO9FI8FDA92E9COE3302FC8022100AFF8/1FES81D3F6B831D74E46F9ACD7A015
E5548770B2A437970BE92/2ATFBAA02A3010102010581A30181413002182503846861313031
31383239A0F658208CAF9283B13666CA4ES0F /A1EEE86BA40BSE6ATD2CA39F 7498B6A6A /BES
D8D6/

H#8 . [A CBOR-based Firmware Manifest Serialisation Format] https://tools.ietf.org/html/draft-moran-suit-manifest-03
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v=7zAFDH: authenticationWrapper SECOM

/ authenticationWrapper / 1 : 98(][
/ protected / h‘al03182a’, { / content type / 3 : 42 / application octet-stream / }
/ unprotected / {},

/ payload / null,/ N=ZJITAMDES
/ signatures / [[
/ protected / h‘a10126', t/alg /1 =7/ ECDSA 256 /

/ unprotected / {
/ kid / 4 : h‘537ac93a (B&) 136ffo8d"

},
/ signature / h30450220 (B%&) 72a7fbaa’

1]
1)

H#8 . [A CBOR-based Firmware Manifest Serialisation Format] https://tools.ietf.org/html/draft-moran-suit-manifest-03
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/ manifest / 2 : {
/ manifestVersion/ 1:1,
/ sequence /2 :1,
/ payloads / 5 : [{

/ payloadComponent /1 : [h'307), I7—LOIPDAYE—SHASIAR
/ payloadSize / 2 : 37, / (COSE_Digest)
/ payloadDigest /3 : [

/ protected / "a1011829", —— {/alg/1:41/sha-256/}

/ unprotected / {},

/ payload / null,

/ tag / h‘8caf9283 (k&) be8d8d67"

]
}]

}

H#8 . [A CBOR-based Firmware Manifest Serialisation Format] https://tools.ietf.org/html/draft-moran-suit-manifest-03
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88 : [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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- PC: ~YZJxTXMOVYERK
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- BAIIILRPBRILO cOZOZ0
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88 : [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00

©2018 SECOM CO., LTD. AHEREADODEN EIRDFIDTE=FENDHR - B FHERIZSN.



EBaha ke

FSTINVRE: BIR SECOM

« FFER— RDACTH T INEE
- BRESADEEDELN

« BRMOEBERIE CTACT ST I ZEA
- TSSO DI FRFER— FOEDERIRLD

« BAURACIATHIDT S0 &t
— HackathonOZm&Hh SBhE&x L\ clZE. R (CRID

©2018 SECOM CO., LTD. AHEREADODEN EIRDFIDTE=FENDHR - B FHERIZSN.



ndwLE e~

FTNVRE: AV —Fv ST SECOM

¢ YZIIZTABRIA-XRY MDAF—VEFE (CDDL+1) ([CRDZHER
— JSONFERDONY =T T X b 5CBOREERN BEIERK TSR/

« AF—NERDEIEZRDLEERNNE
- SIER CTEUVLWAF—YERZHB LGNS, FETIFK

* CBORDRFCEEDHBIBIEMNSE., BIEZWCIZEN S/FE
- NZIJTRADER. KU RX231TEMET B/ \—H—&ZREKTEC

%1 CDDL : Concise Data Definition Language
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/ manifest / 2 : {
/ manifestVersion/ 1:1,
/ sequence /2 :1,
/ payloads / 5 : [{ ##ID (kid) DiEHN
/ payloadComponent /1 : [h'30'],
/ payloadSize / 2 : 37,
/ payloadDigest /3 : [
/ protected / "a1011829",
/ unprotected / {},
/ payload / null,
/ tag / h‘8caf9283 (k&) be8d8d67"
]
1]

}

H#8 . [A CBOR-based Firmware Manifest Serialisation Format] https://tools.ietf.org/html/draft-moran-suit-manifest-03
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Yayy!! Software Updates for l1oT (SUIT) was the winner at the #|IETFHackathon #IETF103

88 : [IETF Hackathon: Software Updates for IoT (SUIT)] https://datatracker.ietf.org/meeting/103/materials/slides-103-suit-hackathon-report-00
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« SGL7MBDUTY>RXFT— AT MIDULTCER

« SGI7PZERYVINITT7F7YvIFT— MIET D RS T hZERAH

— ITU-T X.secup-iot (Secure software update for IoT devices)

« FHEEDREW

— Manifest. Author. Firmware Server. Status Tracker. Firmware Consumer

©2018 SECOM CO., LTD. AHEREAOEN LD FIDTE=EDHR - BRIFHEZ ),



SUIT@®i ITU-T SG17L0iHA®@ sicom

« WGADERY

©2018 SECOM CO.,

SG1l7DOXEEL—HIDLDIC. SUITDOV—FFDOF v ZEHI DN ?

-> Yes

SG17DXENDESERZEINT DNEH?
-> SUITO 7 —FF70F v (ZHfA LTS (aligned) &EihARBD

UTY>RXFT— XA MILARIRTBDH?
-> Z—F 4 2JICITUSIIEDAEDRWDZHARE

AHEREAOEN LD FIDTE=EDHR - BRIFHEZ ),



EBEshdRLE e~

SUITOEIR <=7xAF7+—=2vFDED SECOM
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— draft-moran-suit-manifest CBORFZZ,. HackathonTC{EfH
— draft-birkholz-suit-coswid-manifest CBORHZ,
— draft-pagel-suit-manifest mE/ 1 FURER

« 1D@OCBORHA IS, Ej):ll_jj_((_ =)

— [draft-birkholz-suit-coswid-manifest] (& [draft-moran-suit-manifest]
(Cﬂ/&-éﬂfb\5\ t(/\jnuuﬁkub\/_.l_\énj_
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