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EAT Format ¢ CosE fometiorsianng End-End Attestation Flow e Manirachures

« Small message size for loT ’ A
(e.g. chip or device vendor)

« Allows for varying signing algorithms,
Overall structure: COSE Sign1 carries headers, sets overall format

Provision private keys
during manufacturing

+ CBOR format for claims
+ Small message size for loT

+ Labelling of claims

* Very flexible data types for all kinds of
different claims

* Translates to JSON

Self-secured token
carried in protocol Relying Party (e.g., Server / Service)
messages

Entity (e.g., Chip, Device. ;
Processing such

Private key for signing.
Stored securely on device
Claims
data
Token Creation
and Signing - Verification
+ Signature proves device and claims EAT Token Process Verified as a payment or
- BEATS Sy
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schemes because of device
manufacturing issues

+ Privacy requirements also drive variance
in signing schemes

Other flows are possible where verification is done by a service or by the entity vendor.
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SUIT (Software Updates for IoT)
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SUIT (Software Updates for IoT)
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SUIT (Software Updates for IoT)
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TEEP (Trusted Environment Provisioning)
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TEEP (Trusted Environment Provisioning)

e 7—FF9Fv &£ OTrP (Open Trust Protocol)

Provides certificates out of band to
*App developer (for code signing)
*TAM (for server certificate)

*TEE (for device certificate)
Different CAs can be used for above.

App developer uploads
their Normal App to a
suitable app store. End user downloads
Trusted App could be Mormal App from an app
optionally bundled . store. Normal App triggers
Trusted App install.

End User

End user enjoys a rich
experience and the

security of a TEE
App developer builds two \ backed trusted
components: App developer sends their trusted app component
1) Mormal App to a TAM provider. Optionali£T —FA_ = -
e PP to2 TAM provider Ops OTrP(&, TAMETEERIDENd-to-EndtzF 1T X=X s
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Developer includes a TAM b
library into normal app to
handle the OTrP interaction

Normal App on fies
commusiedtes to TAM, and installs

fusted App into the TEE
Trusted App Manager " owegen || s hopicatn |
(TAM) T """ T T 1 [~ ‘,j:
ETF 101 - TEEP WG i I
(3”777 -OTrP Agent API
TEE & & -OTrP Messaging APl TAM
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TEEP (Trusted Environment Provisioning)
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TEEP (Trusted Environment Provisioning)
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« F-LEEAE DT

————————————— e e ettt s
Key Ent ity Location | Issuer | Checked Against Cardinal ity
Name

o tomm - to—m - e tom e +
1. TFW key Device Fi CA A white list of 1 per
pair and secure Fi root Ca device
certificate | storage trusted by TAMs
7. TEE key Uevice TEE CA | & white list of 1 per
pair and TEE under TEE root CA device
certificate a root | trusted by TiMs

Cé
3. TAM key TAM TAM CA | & white list of 1 or
pair and provider | under T&M root CA mdltiple
certificate a root | embedded in TEE can be used
Cé by a TAM
4. 5P key SP SP A SP uses a TAM. 1 ar
pair and signer | TA is signed by a | multiple
certificate Ca SP =igner. TEE can be used
delegates trust by a TAM
of T4 to TAM. SP
signer 1s
associated with a
50 as the owner.

o ——_——— o ———_— o ——_— o e +



TEEP (Trusted Environment Provisioning)
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1. Prepare Images for devices

« [TEERATEEA X—>%device OEMICHEMHE
« [CA] JL—HRCARDA NIZ MEH
[SOC] TFWAX— 12

2. InJect key pairs and images to devices

[OEM] secure boot key pair /ERK

'OEM] secure boot key TEBLZUILTFWAX—=JETEEA X—>%Flash
3. Setup attestation key pairs in devices

secure boot public key &7 /\1/ AE{iiDeFuse key%Flash

‘TFW/TEE] 1=—%#attestation key R7%Z{ERRL, 7)1 ADEEBAEZEUS
4. Setup trust anchors in devices

« [TFW/TEE] eFuse+—THES{bUIEEEAZE LkeyZ A N
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ANIMA (Autonomic Networking Integrated Model and Approach)
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BRSKI (Bootstrapping Remote Secure Key Infrastructures)
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ACE (Authn and Authz for Constrained Environment)
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« Clienth 771X —#E(CBS I DAccess Information(C, RSORPKYPSKHSEN, Nz
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-—-[4)-- Token Request ------- >

{--(B)-- Access Token --------- Server

+ Access Information

Introspection Request (D)
Client (optional)

Response (E)
(optional) \
tmmm +
-—-(C)-- Token + Reguest ----- >
Resource
{-=[F)-- Protected Resource --- Server
tom - + tmm +

Figure 1: Basic Protocol Flow.



ACE (Authn and Authz for Constrained Environment)
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