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CAIDA's IPv6 AS Core AS-Level Internet Graph
http://www.caida.org/research/topology/as_core_network/
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BGPlay: changes o prefix 208.65.153.0
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MyEtherWallet.com

. Tk
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» MyEtherwallet, DNSH—/\—[Z/\y¥ 24 15K ILS DETHE# M
https://jp.cointelegraph.com/news/myetherwallet-warns-that-a-couple-of-its-dns-servers-have-been-hacked

e AWS DNS network hijack turns MyEtherWallet into ThievesEtherWallet - The Register, 2018/4/24
https://www.theregister.co.uk/2018/04/24/myetherwallet_dns_hijack/
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 Route Origination Authorization
o IP7RLADMNILG —ICKDBRZGET—HT.
2| DHTHSNIZIPY RL ADIRIRIL S Z R FEDAS
WSRBRRILSE I EZB LS EZRT,

URS kU

ROA (& BGPsec ®
Origin Validation (Z,
Ehns.
RPKI E v a

H—-)\
(JPNICIR &)

~ IﬁiEﬂﬂ PI7 RLARILEY —
PA BRE
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# telnet localhost bgpd
Escape character is '"]’.

Hello, this is QuaggaSrx (version 0.99.16-0.3.0.0).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Acc(-ess Verification Or|g|n Validation - IP/ FDZEED_CL\
Password: B (RRIBILESTT)ASHIE LUL\D E S h &R

bgpd> en

bgpd#t sh ip bgp ?5{11%53"

BGP table version is 0, local router ID is 192.41.192. 249

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,

r RIB-failure, S Stale, R Removed

Validation: v = valid, n - notfound, i - invalid, ? - undefined
SRx Status: I - route ignored, D — SRx evaluation deactivated
SRxVal Format: validation result (origin validation, path validation)
Origin codes: i - IGP, e — EGP, ? - incomplete

Ident SRxVal SRxLP Status Network Next Hop Metric LocPrf Weight Path
*> DE8368|B v (v,-) +]200, 202.12.30.0 192. 41.192. 226 200s 0 65001 2515 i
*> FBF4BER7 n(n,-) +/100, 202.12.31.0 192. 41.192. 226 100s 0 65001 2515
bgpd#t

PA

NIC Copyright © 2018 Japan Network Information Center 1 9
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FL X MUMNSEIDIR
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Origin Validation®D {14
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sidrops - 71 >4

- 7/16(A) 13:30-15:17 60%%=
« PSIH
« The Use of Maxlength in the RPKI, Sharon
Goldberg
« Origin Validation Signaling, Randy Bush

« A Profile for Autonomous System Provider
Authorization, Alexander Azimov

« Modified Validation deployment planning,
George Michaelson

RPKI signed object for TAL, Tim Bruijnzeels
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The Use of Maxlength in the
RPKI(1/2)

loose ROAs don’t stop forged-origin subprefix hijacks

Impact is same as subprefix hijack in absence of ROA protection

&

' %-P Path: AS 64496
% 168.122.0.0/16

&

= Path: AS 666, AS64496
¥ 168.122.0.0/24

' / . ':.

AS 64496
.. . ROA: AS 64496 ﬁ
168.122.0.0/16
168.122.0.0/16
[ f ] to maxLenqgth 24

168.122.225.0/24
Use of MaxLength in the RPKIKLD
https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-draft-ieft-sidrops-rpkimaxlen-00

Copyright © 2018 Japan Network Information Cen2l7
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The Use of Maxlength in the
RPKI(2/2)

+ ZODI-DICHITDIEE
« BRATL I+« Y IXRDEHREDDH T, BIRILE
I2TL TV IRDIHEAND.
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* p¥ofd
o /32¥%2/128D KL DIIRRA MFIEIEE D ITNIIL LY
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(BIDADEIE) MaxLen/ZTIT TY Y FUEEDIIZ
BEN IR GA AR

* ROADEAT L T4 v IARZTDEDZEHSS UL
LD THIRUN,

A
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Origin Validation
Signaling(1/2)
« "Evaluator"h'BGPILEI=1"7 1 ZfED

CTROAZ{EDS =AU S 2 iREEDInvalidDis
RZIRY

Peering Customer Aggregation

Origin Validation Signalingd& D
https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-draft-ymbk-sidrops-ov-signal-00
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Origin Validation
Signaling(2/2)

e FI)INARICEDTIEFIN—FT4>T RS ANNT>
AU —DHRTITDOREIIIRVNEBAINIRL. route
reflector (IRW\1—XT—X, (randy)

o (#RI&(X)InboundhH outboundhH's Inbound’RSLN
LAY+ = inboundd3E.

A
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A Profile for Autonomous
System Provider Authorization

e CORTIBMCHITIIEE
o [BGPseclCHILUTULVRLY] EEDCEICEKDT
BGPsec®/) \ A t&RiEZ Bk I DANIEIR) L —F A\DX
7R =B XM IRAS) R DIEVEANDXT R

AS_PATH Verification

/JI

1. Ifthe closest AS in the AS_PATH is not the receiver's neighbor ASN
then procedure halts with the outcome "invalid";

2. Ifin one of AS_SEQ segments there is a pair (AS(I 1), AS(1)) is "invalid"
then the procedure also halts with the outcome "invalid";

AS1
O__>ONB ROA {x.x.x.X, AS1}
| ASPA {AS1, AS2}
| ASPA {AS2, AS3}
ASPA {AS3, 0}

Ass (R

AS_PATH Verifcation Using ASPAKD
https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-as-path-verifcation-using-aspa-00

PA
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Modified Validation
deployment planning

- AT
o« UN—_REIRRE(CEEH NIZTL T Vv IRXD
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e 1—RIRUL. FIFHE(RP) - FEIEREERE T DNIRTL(CHT it
L CULYRLY,

A
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RPKI sighed object for TAL

o IEXMDTAL(Trust Anchor Locator)ZzE44
HEDOAT TV FTROBRIZANTES

K IOICHRT DiESE

TA Roll — After

TATAL | — TA.CER

draft-ietf-sidrops-signed-tal& D
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o E = T

PA https://datatracker.ietf.org/meeting/102/materials/slides-102-sidrops-draft-ietf-sidrops-signed-tal-00
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