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Security ArealcB9 5&IR (1/6)

« FREWD1 : Area Director’ZHDDFEUIED
= Kathleen Moriarty = Benjamin Kaduk (C324%
s HATR, RIFE EKRIIHIKTT

sec active WGs

-

Group $
ace

acme

curdle

dots

emu

i2nsf
ipsecme
kitten
lamps

mile

oauth

sacm
secdispatch
secevent
suit

teep

tls

tokbind

trans

Responsible AD #
4 Benjamin
B4 Eric

B4 Eric

4 Benjamin
E4 Eric

E4 Eric

E4 Eric

4 Benjamin
B4 Eric

4 Alexey

B4 Eric

4 Benjamin
4 Benjamin
4 Benjamin
E4 Eric

4 Benjamin
4 Benjamin
B4 Eric

B4 Eric

Name :
Authentication and Authorization for Constrained Environments
Automated Certificate Management Environment

CURves, Deprecating and a Little more Encryption

DDoS Open Threat Signaling

EAP Method Update

Interface to Network Security Functions

IP Security Maintenance and Extensions

Common Authentication Technology Next Generation

Limited Additional Mechanisms for PKIX and SMIME

Managed Incident Lightweight Exchange

Web Authorization Protocol

Security Automation and Continuous Monitoring

Security Dispatch

Security Events

Software Updates for Internet of Things

Trusted Execution Environment Provisioning

Transport Layer Security

Token Binding

Public Notary Transparency

Chairs

Roman Danyliw &4, Jim Schaad

Yoav Nir &, Rich Salz &4

Daniel Migault 4, Rich Salz (4

Roman Danyliw &4, Tobias Gondrom £

Joseph Salowey =

Linda Dunbar &3, Yoav Nir (54

Tero Kivinen £, David Waltermire (4

Benjamin Kaduk & , Matthew Miller &2

Russ Housley 4

Nancy Cam-Winget &, Takeshi Takahashi £4 (Assigned AD: Alexey Melnikov)
Rifaat Shekh-Yusef &3, Hannes Tschofenig &4
Christopher Inacio & , Karen O Donoghue 5

Richard Barnes &9, Roman Danyliw (4

Dick Hardt 4, Yaron Sheffer &5

Russ Housley 4, Dave Thaler &5, David Waltermire &
Nancy Cam-Winget &3, Dave Thaler

Joseph Salowey 4, Sean Turner

John Bradley 4 , Leif Johansson &3

Melinda Shore 4 , Paul Wouters 4

“®
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s TATDDT—NX(CEATDWG
= suit (Software Updates for Internet of Things)
[oTHZRD I 7 — LD 7777V I 7 — b

« teep (Trusted Execution Environment
Provisioning)

TEEICKBELRVEIDA > A =)L T — MO T UFIHA
s FHIRZEWNT—YZEUDINSBoF

= mls (Messaging Layer Security)
SEARtTCF IV EFZmLUIA T CdERZIEODE™ D
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s BICTWBXDSTH—T v bOER Dteep ctsth T7&E, &
556EWGE LN THEEBIRVLNDTS fcuo BL\DITD !

s Suit . e
« Charter&milestoned L E 1 IETF101IS ST SRR

—FFIF

[A Firmware Update Architecture for Internet of Things Devices] /'
WG item(ZH4R

=« Manifest Format
m teep
= Charter&milestoned L E 1
= smamXd ZxDDraft
The Open Trust Protocol (OTrP)
A Protocol for Dynamic Trusted Execution Environment Enablement

NICTEHESADIETFIZETS 10TV Iz 7 7y T—HZHE
FTORERRIZS T HEFHIANEDET !

Iepldum https://www.nic.ad. Jplja./materlalslletf'report/201?1215/20171215 1-takahashi.pdf 1 k /
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» FEWD3 : Messaging Layer Security

s BN JEKESARXRYTE—2207 T )HB3ENR? TH
JORDUZAIUESTZEDE<ESHEDOZEE> TLVB,
TNICEDIEE TCTEREEASTUTCTKREED - - -

Goals

Detailed specifications for an async group messaging security protocol

Code that is reusable in multiple contexts

Robust, open security analysis and involvement from the academic community B

Non-goal: Application-level interoperability What do we want?

Async - Support sessions where no two participants are online at the same time
Group Messaging - Support large, dynamic groups with efficient scaling
Security Protocol - Modern security properties

Forward security

https://datatracker.ietf.org/meeting/101/materi Post-compromise security

als/slides-101-mls-mls-bof-slide-deck-00 . o
Membership authentication

Non-goals: Full-time deniability, malleability

lepidum
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» S[OlDmls BoF TEfENIZZ E(FATF DU
= BIFERRMORDIRD & X 1—7
Google. INRIA. Twitterid EHRDANT=BEHEE

https://datatracker.ietf.org/doc/draft-omara-mis-
architecture/

« JORIL
Cisco. Facebook. GoogleixEDHD A T=EMNHE
https://datatracker.ietf.org/doc/draft-barnes-mis-protocol/

« FETUAREE
« [BHID Charterz 9 D&ENED

A= DEEFTVYINEL

&
BRI SZHICEELTTHRERM ! (o= 0)5<
lepial

https://lepidum.co.jp/ Copyright © 2004-2018 Lepidum Co. Ltd. All rights reserved. 13 /



Security ArealcB9 5&I (6/6)
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» MODIETFCOESHANCE T DFEFIA(L [THE
FHES] (CIED>TWD

HBEIEAD
BRI (S X —SERp LS | g T

ChaCha20-Poly1305Z &S5 BATICE ? !

JUn

o [ETFCEELETNTUVD |EFIES
= RG item(Z/R> TWLWBD(I/\v S 1 BENR—-ADERZ )L
UXLIe5S
XMSS: Extended Hash-Based Signatures
Hash-Based Signatures

« LEER
IETFT(3/\v S 1 BSAR— I ASEFE. NISTOPQCI LR
NDIGEIRRIFIIBFARN—XR 2445F) . IFBRN—X (164f) . &
BZIATN—X (10/F) . EESEK (144) . <ot (16F) &
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s EAS(OFDEDDHAMEFIES

= secdispatch™ [Use of the Hash-based Digital
Signatures in the Cryptographic Message Syntax
(CMS)] ZFZEXL. lamps WGHEH] &71xD

[CNBHREERFENIZN. Post-Quantum WGEIED LS
HEDTIFIR] by EKR EEJZRITRENSD. Jv EETE

n HFAIRENMNTTULBSHA-3 (SHAKEZ T &)

« CMS&X509[EFDSHAKE (BT B #4m it T

Internet X.509 Public Key Infrastructure: Additional
SHAKE Algorithms and Identifiers for RSA and ECDSA

Use of the SHAKE One-way Hash Functions in the
Cryptographic Message Syntax (CMS)

[ ]
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» Crypto Review Panel &3 .. (. owe. )

Crypto Review Panel

 Formed in September 2017

« Wiki page for the team:
<https://trac.ietf.org/trac/irtf/wiki/Crypto%20Revi
ew%20Panel>

« Mailing list for internal communications was
requested

 May be used to review documents coming to
CFRG, Security Area or Independent Stream.

* Lots of good reviews done!

https://datatracker.ietf.org/meeting/101/materials/slides-101-cfrg-chairs-slides-00
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 E-mail
> kanno@Ilepidum.co.jp
« SNS

> Twitter (satorukanno)
» Facebook (satoru.kanno)
> Linkedin
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= [ETF 101
« https://www.ietf.org/how/meetings/101/
= IETF 101 Agenda
= https://datatracker.ietf.org/meeting/101/agenda

= [ETF 101 Materials (Chair’s slide)

= Suit

https://datatracker.ietf.org/meeting/101/materials/slides-101-suit-
chairs-slides-00

= teep

https://datatracker.ietf.org/meeting/101/materials/slides-101-teep-
chairs-slides-02

= Mmis

https://datatracker.ietf.org/meeting/101/materials/slides-101-mls-mis-
bof-slide-deck-00

= cfrg

https://datatracker.ietf.org/meeting/101/materials/slides-101-cfrg-
chairs-slides-00

= secdispatch

https://datatracker.ietf.org/meetin%/lo1/materia|s/s|ides—101—
secdispatch-chairs-overview-02.pd
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