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Vẹ : Nishihara Shota ( @tomio2480 )
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☺Ḋϧ U- 16 ᴳ е•

Å2019/08/01 ˢ Ἆ ⁵LOCAL̘̓ˇ˭ ˰ ἵ
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ÅḚ 9 ε ( 10 Ἶ Ҋ ͵
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3

Љ

V ῲ or Љ ̘̓ Ӫγ

Å2012/08 Ӫγ@ʦ╩
ÅȢ aosc ˰ װ Љ
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Љ

V ῲ or Љ ̘̓ Ӫγ

Å2012/08 Ӫγ@ʦ╩
ÅȢ aosc ˰ װ Љ

Å2014/05 FuraIT ( : Ậ)
Å ῲ Ḿᾑ · ᴌ − ᵎ

͵ כ
Å2018/01 ӡ ӰỲ
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͵ כ
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Å 15 30 ⁵ Ὕ γ →

Å2019/08 mintech ( : ᴳẬ)
Å ᴳᶏԃ Ϲ ῾ ᾐ ҘίᴮӃγ ᵭ Ӫγ Ыדּ
Åְ ὡ riaf ẹ ᵎ mintech revival #1 ϋḼ
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Љ

V ῲ or Љ ̘̓ Ӫγ

Å2012/08 Ӫγ@ʦ╩
ÅȢ aosc ˰ װ Љ

Å2014/05 FuraIT ( : Ậ)
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Åְ ὡ riaf ẹ ᵎ mintech revival #1 ϋḼ

VḾ֕ ╪
Å2019/07 ѣἪ IT Ӫγ(Ὶ) ῲ Ἢ

ÅSecHack365 γ ѣἪ ᷈ᶡ− Ӫγ
Å2019/12 Co- KoNPILe ( :ᾴ Ậ) ϋầ
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Ḛ ỉ ᴽ

VNICT Έ

Åhttps://nct.nict.go.jp/
Åhttps://nct.nict.go.jp/file/national_cyber_training_center_20190

701.pdf
Åhttps://nct.nict.go.jp/file/national_cyber_training_center_20190

701_reference.pdf
Åˀ ῲ ᶀỦ Web ;

Åhttp://www.soumu.go.jp/main_content/000603221.pdf

Vtomio2480 ṥ ỉ

Åhttps://www.slideshare.net/tomio2480
Åhttps://tomio2480.hatenablog.com/

https://nct.nict.go.jp/
https://nct.nict.go.jp/file/national_cyber_training_center_20190701.pdf
https://nct.nict.go.jp/file/national_cyber_training_center_20190701_reference.pdf
http://www.soumu.go.jp/main_content/000603221.pdf
https://www.slideshare.net/tomio2480
https://tomio2480.hatenablog.com/
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ỡᵒ῝β ◗῾

V ῲ ϻ ῾ Έ

῝β

VSecHack365
Vcyber colosseo
VCYDER

е Ậ уӨ Ḱ Ϲ Ḱ

V נּ╗ ◗ ϻ Ẫ ϻ Ẫ
V῾ Ҙί Ϲ ᶺ - Ḛ
V Ҙί ằ Ҙίἐ ˟ уӨ



῝β

Ḋ ᴮӃϋ ⁵῾ “ᴮӃѾᶣ



ṇ

CSIRT ṇ

CSIRT

ṇ ṇṕ Ṗ

Ẇ ︣ צּ טּ NICT ḭ
ḭ ︡ḭ ṇ ṇ ḱ ︣
︡ ḭṡ ṇ ṇ ṇṢ ṕ2017 4 1 Ṗ
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ṕ Ṗ

צּ ṇ וֹ

ṕṬṡ ṢṖ וֹףּ

ḭ ṇ

ṡ ṇ ṇṢ ︡ ︣ וֹ

ḭשּ

ṡ ḱ Ṣ︡ כֿשּךּ צּ קּ

ṇ ṇṕ ḱ Ṗ

ẑCSIRTḲComputer Security Incident Response Team
ṇ ṇ



ṇ
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2020 ḱ ḭצּ
︡ ḱ כֿלּ ḭ

︣ ṇ

2020 ḱ 3 ḭ נּ
ḱ ︡ כֿשּךּ ︡ ḭNICT ḭ ḱ

ḭ2017 12 7 ṡ 2020 ḱ וֹ ṇ
Ṣ ḱ

ṇ ḱ ṕ2017 12 7 Ṗ

ṇ

ẑ ṇ ḭ( ISC) צ2ּ ︣ CPE ( ) Ḯ

Ẋ
ḭ ḱ ḱ ṇ

ḱ ṕCSIRT Ṗ

ḭ ḱ ṇ ṇ ṕ1 Ṗḭ

ḱ ṇ ṕCSIRT ṇ Ṗ

ḭ ḱ ṇ ṇ ṕ1 Ṗḭ

ḱ ṇ ṕ ṇ Ṗ

ḭ ḱ ḱ ṇ ṇ ṕ2 Ṗḭ

Ẋ
︣ 20 ṕ Ṗ
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Ṇ ḱ
Ṇ 3 ︢ ṇ
Ṇ 220 ṕ Ṗ
Ṇ NICT ṇ ṇṕ Ṗ

2017 2018 2019 2020
8 9 10 11 12 1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 4 5 6 7

ѧ

ʴ

ʣ

34 51

40 48

ḱ ḱ

38

ȨɱɧȢɱ˔ⱥ

100

100

150

25

25

25 50

50

50 50

50

75 75

50

50

347

ȨɱɧȢɱ˔ⱥ

ȨɱɧȢɱ˔ⱥ

ẑ ּךּף צּ ︣ טּ ḭ ḭ ṇ נּ ḭ ︢ ︡ לּ

2020 ḭ 100 ḭ
150
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ü ṇ קּ ךּ

ü

Ṩ צּ קּ ︡ ךּ

ü

ṇ ṕ ṇ Ṗ
ḭ ḭ

ṇ ︡

ü ṇ ṕ ṇ Ṗ

אל ṇ
אל כֿ צּ קּ לּ ︡ḭ

︡
ẑ פּ ḭ אל

לּ

Ṩ
צּ ṇ פּ ḭ ṇ

ṇ ṇ
︣ כֿ ḭ נּ

לּ

ṇ

ṇ E

ṇ P

GDPR ṇ

ṇ

ṇ

ṇ M

IR



CYDER
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ṇ ṡCYDERṢ
( CYDERḲCYBER DEFENSE EXERCISE WITH RECURRENCE) 

ṇ

ḭ ḭצּ ṇ ︡ ḭ
כֿלּ צּ קּ ︣ כֿ ḭ

ṇ ṇ

βCYDER ḭ( ISC) צ2ּ ︣ CPE
( )

2019 ṇ

Ṋ ṊCSIRT

ẑB ṇ ḭ ṇ ṇ ḭ ṇ
︣ ףּ

ẑ ṇ

︢ A ṇ B ṇ

É ṕể Ṗ
É ḱ ṇ ṇ ṕể Ṗ

100 ḭ3,000 צּ

É A ṇ ṕCSIRT Ṗ

É B ṇ ṕCSIRT ṇ Ṗ
ḱB-1 ṇ ṕ Ṗוֹ
ḱB- 2 ṇ ṕ ḭ ḭ

Ṗוֹ

ṇ

A ṇ
ṕ Ṗ

ṕ Ṗ 47 60

B-1 ṇ
ṕ Ṗ

וֹ 11 20

B-2 ṇ
ṕ Ṗ

ḭ
ḭ

וֹ
ḱ
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2019

ü 47 ḭ100 ṕ ḭ ṇ Ṗ

ü ḭ ḭ
ṕ70,000 / ṕ ṖṖ

V

ḱ ṕ28 Ṗ

ḱ ṕ87 Ṗ
ḱ ṕ ḱ לּ ṇ

צּ ︣ 9 Ṗ

V

V ṕ14 Ṗ
ḭ ḭ ḭ ḭ ḭ ḭ ḭ ḭ ḭ

ḭ ḭ ḭ

V

0

2000

4000

6000

8000

2013 2014 2015 2016 2017 2018
2013 2014 2015 2016 2017 2018

292 507 715

2254

5263

CYDER ṕ Ṗ
7929



18

A ṇ Ḳ וֹ
B ṇ Ḳ ṇ ṇ ḭ ṇ ︣ ףּ
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CYDER ṇ

Ẇ
CYDER ṕ ṇ Ṗ ḭ ṇ אל

Ẇ ḱ
CYDER אל ṇ ḭ ︣ ḭ ḭ ︢ ḭ ḭ

ḭ קּ ṇ ︡ḭ ṇ ḭ
Ḯ ︡ ︣ כֿ ḭ פּ Ṅ ︣ כֿ צּ

A ṇ ṕ2018 Ṗ
ṇ ḭצּ פּ אל

USB ︡ ḭ
פּ צּ

B- 1 ṇ ṕ2018 Ṗ
ךּאל ḭצּ ︠ אל ṇ

ṇ ︡ ḭ
פּ ḭ צּ

ḭ ︡ צּ ṇ ṇ פּ
ṇ

B- 2 ṇ ṕ2018 Ṗ
ṇ ︡ ךּאל ḭצּ

אל ךּ ︡ ḭ
צּ

︡ḭ
צּ

ẑ נּ וֹ B-1 ṇ ṕ ṡךּאל ṢṖ ḭ צּ ︣

ṕB-1 ṇ Ṗ

ẑ ḭ ṇ נּ ḭ ḭ

ẑ לּ פּ ḭ ḭ ︡ ︡ ךּ ṕךּ ṇ ḭ Ṗ

ṇ ︣ ṇ

ḱḱḱ

ṇ

ṇ B

ṇ

LGWAN

ṇ A 

ךּאל ṇ

DMZṇLGWAN

ḱḱḱ ṇ
B

ṇ
B

ṇ B

1ṇ
ṇ

ṇ A

2 3 4

אל

VPN

StarBED
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⁵ ⁵ ∆

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
ÅCYDER ỸѾ̽Ὄ ủ Ỹ
Å Ӫ ỸѾ ˅ҁ

V Ỏ

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
ÅCYDER ỸѾ̽Ὄ ủ Ỹ

Å Ӫ ỸѾ ˅ҁ
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⁵ ⁵ ∆

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
ÅCYDER ỸѾ̽Ὄ ủ Ỹ
Å Ӫ ỸѾ ˅ҁ

V Ỏ

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
ÅCYDER ỸѾ̽Ὄ ủ Ỹ

Å Ӫ ỸѾ ˅ҁ
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⁵ ⁵ ∆

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
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V Ỏ

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
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⁵ ⁵ ∆

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
ÅCYDER ỸѾ̽Ὄ ủ Ỹ
Å Ӫ ỸѾ ˅ҁ

V Ỏ

V ỡ  

Å☺ Ⱶ Ⱶ ☺ ͵
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ṇךּאל ṇ

ṇ

C&C ṇ ṕ Ṗ

( IP )

צּ ︡

פּ ḭ טּ C&C ṇ ṇṕ ṇ ṇṖ ︡ וֹ ︡ Ḯ
אל C&C ṇ ṇ ︡ḭֿכ ṇ ṇ ︡ שּ

Ḯךּאל
ṥC&C ṇ ṇ Ṧ IP Ḳ x.x.x.x ṏṏ.

C&C ṇ ṇṕ Ṗ
︡ 10
ṕ Ṗּפ ︡
ךּ ︣
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ˢ Ἠ ♯

Vᴩ ἵ ͒ ⁯ ᴩ ῥӏ ☺ ḗ ḣ╟
Ӊ♄ ḽ ặṭ ᴩ Ỏᵭ ͒ Җ ḉ ᶀ

ÅCSIRT ῾ ↔ Ѕ
Å

Å ˢ ᶰ ╚ ẋ ╚
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ˢ Ἠ ♯

Vᴩ ἵ ͒ ⁯ ᴩ ῥӏ ☺ ḗ ḣ╟
Ӊ♄ ḽ ặṭ ᴩ Ỏᵭ ͒ Җ ḉ ᶀ

ÅCSIRT ῾ ↔ Ѕ
Å

Å ˢ ᶰ ╚ ẋ ╚

Å е░
Å ▬ ῥӏ Ή γἎ
Å ᴳ₿ CYDER פ╚
Ҟ Җϧ҉ Ὼ

Åῥ╒ ̽Ὄ ѝ ỸѾ̽Ὄ ѝ

VḾᵭ ϯ (30 )

Å ủ δ ╚ ỸѾ Ạ ╚ ˋ
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˙ ◑

V ˋ

Å ἵ ˙ ⁬
Å ӡ ͒ ֽ

Å ᶜᴌἐ
Å Ҍ ͒
Å☺ זּ₢

ÅNICT ᴮӃỲ Ⱶ
♯ ˋủ
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A B ╕ ̽Ὄ ἵ

VA
ÅCSIRT ᾑ•ἐ ἵ Ϲ ổ ѿ פֿ

Å ͵ Ӫ ⁵ ῳ
Å ˢ ⁮ Ủכ
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A B ╕ ̽Ὄ ἵ

VA
ÅCSIRT ᾑ•ἐ ἵ Ϲ ổ ѿ פֿ

Å ͵ Ӫ ⁵ ῳ
Å ˢ ⁮ Ủכ

VB
ÅḚε פ ╚ Ξ ╝
Åỡ ͵ Ҍ ╚ δ δ
Å ỸṔ

Å SSH ⁵
Å ˋ Ạ ỡᵒ
ÅCYDERANGE (̽Ὄ ) Ở Ѿ
Å ╚ ṅ Ỗ ᵂ

Åỡ Ệ
ÅB- 1 : ỡộ ᶣ→ ỡộ ᶆ
ÅB- 2 : ᶣ→ Ḋ Ѿї ѕѪԃᶆ



SecHack365



צּ ḱ ṇ ḭ ︡ ךּקּ
ḭשּ ︡ ︣ כֿ צּ ךּ צּ

ḭצּ שּךּ ḭ
ṡ ṇ ṇṢ ︡ ︣ וֹ ḭשּ ṡ ḱ

Ṣ︡ כֿשּךּ צּ קּ צּ

ḱ ︣ ṇ לּ ḭ

ṇ ṇ ḭ ︡

ḱ כֿלּ צּ קּ ṡ ḱ Ṣּצ

ḱ טּצּ ṡ ḱ Ṣּפ ḭṡ ḱ Ṣ כֿ
צּ
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ṇ ṇ ︣



ḭ︡פּ שּ צּ קּ ṕ
ṇ ṇṖ וֹ ḭ ICT ḭNICT

ḭ ṇ ṇ ︡ צּ נּ
︡פּ ḭ1 וֹפּ לּ

V ḭ ︡

V ḭ ︣ 25 ICT

V2019 295 לּ 46 Ḯ

ṕ 29 / 17 ḱ 42 / 4 Ṗ

32

ṇ ṇ ṡSECHACK365 Ṣ

2018 2017

4

11

( ) 18

1

5

5

2

46

4

9

( ) 16

1

7

1

1

39

ṇ ṕ2018 Ṗ

QEMU

NFC WebUSB ךּ Web

Exgdb ~ GDB ךּ ~

ḱ SNS

וֹ ṇ

CanSatṕ Ṗ ︢ לּ
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ṡSECHACK365 Ṣ

NICT ︡פּ

ḱ
נּ ︡ḭ Ḯ

ḭ ḭ ḭ Ḯלּ

ḱ
פּ Ḯ

ṇ ︡ Ḯ

ךּ ḭ Ḯ
ẓ ︡ ṇ Ḯ

Ḯ
כֿשּ ṇ בֿ Ḯ

NICT ḱ ḭ ḭ
ṇ Ḯ

ḭ︡פּ שּ צּ קּ

SecHack365 צּ ︣
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ṡSECHACK365 Ṣ ṇ

שּ ︣ ệ ṇ ṕ2019 Ṗ

SecHack365 ḭ ︣ ḭ פּ ךּ ṇ טּצּ
וֹףּ קּ בֿ Ḯ ḭ שּ ṇ צּ 5
ṇ Ḯ צּ ṇ ︣ כֿ

ḱ ￼ בֿ כֿ קּ ḭשּףּ ︡ ṇ
ḱ ṇ צּ ךּ וֹ ︣ṇ

ḱ ḱ ︢ ︡ḭ לּ ṇ

ḱ ︣ לּפּ ︣ṇ

ḱ טּ ךּ ︡ ḭ ︡ צּ ṇ

ḱ כֿ ḭ ṇבֿ

ḱ ךּ ḭ ︡ ṇ

ḱ ךּ ḭ ︣ṇ

ḱ פּ ︣ ḭ ︣ ṇ בֿטּקּ ṇ

ḱ ḱ ṇ ṇ ṇשּ
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ṡSECHACK365 Ṣ אל

Ẍ ṇ ṇ

V ḭ︡פּ שּ צּ קּ
V ︡ ḭ ṇ
Å ḭ צּ קּ
Å וֹףּ
ÅNICT וֹ ḭ
Å ḱ

Ẍ ḱ ṇ

V ḱ טּצּ NICT

ẌSecHack365

V SecHack365 צּ
Å צּ שּ︡ ḭ טּ
Å1 ḭשּ
Å ṇ ṇ ︡



ךּ ṕ2017 ḱ2018 Ṗ

Ẍ 2018
Challenge IoT Award Ẁ

NICT ICT AWS ( ṇ ) 
NICT ṇ ṇ ḱ ( ) ḱ

15 ṇ ṕcvgṖ
ṕ Ṗ

Ẍ 2018
NICT ṇ ṇ

9 Security-JAWS
CODE BLUE2018 Car Hacking Challenge 3 , PacSec RF CTF 1

Ẍ ḭ 2018
¬ ºךּ︡

Ẍ 2018
2018

Ẍ 2018
ṇ 2019ṕIPA/ Ṗ
ṇ

SecHack365 שּ

SecHack365

SecHack365 ︡
ẓ ễṌỆ צּ

ẓ  ¬SecHack365 Returnsº

NICT RA ( ṇ )
ẓ 2017 2 ḭ2018 1

ṇ ṇ
ẓ 2018 ḭ2019

ẓ 2017 1 צּ

( SXSW) ḭ
ẓ 2018 3 ḱ ễ צּ

NICT

SXSW 2

36

NICT
ẓ 2017 צּ

Ẍ ︣ Ẍ
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γ Ӱ˟уӨ

V ϹӰ˭/ / ᶓ
V Ắ ổ ⅎ ὝḀ ḗ
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γ Ӱ˟уӨ

V ϹӰ˭/ / ᶓ
V Ắ ổ ⅎ ὝḀ ḗ
V ѕ Ạ ; ϋ уӨ Ạ ;

Åy ☺ δ┘ ; ͯ уӨ
NONSTOP ( StarBED ῲ ϋ) Ạ
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γ Ӱ˟уӨ

V ϹӰ˭/ / ᶓ
V Ắ ổ ⅎ ὝḀ ḗ
V ѕ Ạ ; ϋ уӨ Ạ ;

Åy ☺ δ┘ ; ͯ уӨ
NONSTOP ( StarBED ῲ ϋ) Ạ

VϹᶡ ˞ ổ ἣἐ ה ḗ
′

Å25ṇˀͮ Ϲ− Ἆγ⁵ OK
ÅϹ− ї ᵺ Ὧ ѯ ☺ϼ ᾝ
Å Љ ѓᴽ уӨ ṥ ᶂΌ

ѣἪ Ӫγ ᾶ ἤ Ḛ Ӫγ ῲ
Å ↕ ⅎφ ˰ ắ

Vϑ ὶ ᴦ ѝ
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ADSL ᵿε▬

V ᷈ᶡӰ˭ 2019 

1 −
ÅR K O ˢᾗ
ÅK Љ
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ADSL ᵿε▬

V ᷈ᶡӰ˭ 2019 

1 −
ÅR K O ˢᾗ
ÅK Љ

ÅO ᴕԄṩ Ὂ www wwwww
ÅK Ὣ ẙ 3 ὶ
ÅT · ε▬ּי
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ADSL ᵿε▬

V ᷈ᶡӰ˭ 2019 

1 −
ÅR K O ˢᾗ
ÅK Љ

ÅO ᴕԄṩ Ὂ www wwwww
ÅK Ὣ ẙ 3 ὶ
ÅT · ε▬ּי

1
ÅO ╣− · K ·ε▬ּי 100 ˀῲḰ

K
ÅK ADSL ˢ ʸ ᵈ
ÅR DD3Ἧ ᴳ
ÅK ADSL ͯ├ ᵿ ˖
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https://flets.com/app2/cao/prefselect/index/

https://flets.com/app2/cao/prefselect/index/
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https://flets.com/app2/cao/prefselect/index/

https://flets.com/app2/cao/prefselect/index/
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https://flets.com/app2/cao/prefselect/index/

https://flets.com/app2/cao/prefselect/index/
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https://flets.com/app2/cao/prefselect/index/


