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m MPLS over UDP with SR

= RTG WG (, SPRING WG) + &8¢

= &5[Z DCrouting & VPN+ £&L
DetNet WG

m Encapsulation, Security...

= Psuedowire control word 281> A1 RE

- —EIPALS WGIZ4BE5&E

IDEAS (BoF)

m |dentifier vs ldentity

m LISP and HIP

SEFTIZ, FBAMSEEBE(?)DBGPZERSIDRODIKTIL. ..
= Route Leak Prevention, BGP Tunnel attributes , FlowSpec(rfc5575bis) Dt #i &k

= BGP extended community T congestion status % . LLDP peer discovery D%

AHRIDD KT, FIOBHTMLAREY EMN>F-REbil ...
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NETCONF/YANG(NETMOD)

= NETCONF/YANGIZBEIL TOXREZGERIL. AIEIEESNT:
NMDA/Datastore & #r(operational b7 —R) IZ{F S YANG E #Frh Fuly
« draft-ietf-netmod-revised-datastores
« RIEIFRELT=. Old Train > Train 1/2 D
= YANG push®DV)a—avDERITEST-IFELL
w b
« Yang-mount 7MLV
« Notification for UDP(€TCP)IZDWWTER(RIEZZFZHY)

ANIMA
n BERELGDTARIIL(GRASPEE)EIMNEYRLI-DTSRIZDOWNTER

= professionally-managedz ~—XI[ZLfz v+ —Y BEIEER &1
AHELNSartw TR, (1) I/REDANI (Autonomic Networking
Infrastructure) Z TZANT B, (2) ANIZSSIZHEERT 5 (3) ASA
(Autonomic Service Agent)ZEY T IT5HELVIIEMN RSN

SUPA, LIME, L2SM
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MPLS-SR over non-MPLS nodes

https://tools.ietf.ora/html/draft-xu-mpls-unified-source-

routing-instruction-00

« MPLS capableT7/2L\ /) — RH'%H > TEMPLS-SRZEECED LD

(CTDiIEE

« MPLS over IP / MPLS over UDPIZ 9 TICRFCIELENTULWBADTE

NZFBIDIEHFTEINEDT L

-------

.......

....................

..........

....................
| ue) | |IP(E->B)|

..............................
| LK) | | LK) | [IP(G->H) |
..............................
| Packet | | Packet | | Packet |

..............................

....................

B, F & D NOT MPLS-SR
Capable

L(E)-> Next Hop E
L(G)-> Next Hop G
L(H)-> Next Hop H

https://www.isoc.jp/wiki.cgi?file=20170512%5Fietf98%2Dupdate%5F TakuyaMiyasaka%2Epdf&page=IETF98Update&action=ATTACH
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MPLS WG

Unified Source Routing Instruction using MPLS Label Stack (F18)
m draft-xu-mpls-unified-source-routing-instruction

= MPLS Segment routing(SR)% 5 UNZMPLS over UDP (RFC7510) D& &t
T.|IP SREDIHEEHEZZEIEL . Unified Source Routing £ 351D

= adj-SIDIZ&K4SRELAIEETHSH_LEHTET HE I, overlay TH TE N TEHE
=TE—IL

Unified SR: TE as an Overlay e

Li3FF2) | Pkt to T
- B e “
i b s | 51 | T
/ \ () | | | v
/ L 1 | v (3 (71
H Tlasaitibrs-o—s  BUEY iy P 3 e g )y
H - | L t52F1 | " L{sFFa | .:-'a:: to D |
TEpath — HE(S] 1P (E->G) | At

o s
PXt to D
o [N - BN T
Figure 3/ Packet Walk in MPLE Y

IP (A->E)

https://datatracker.ietf.org/meeting/99/materials/slides-99-mpls-sessa-02-
draft-xu-mpls-unified-source-routing-instruction-ietf99

= [LABIEL TService Chaining ~®MiiE A (H)

 draft-xu-mpls-service-chaining
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MPLS WG

A Unified Approach to IP Segment Routing

m draft-bryant-mpls-unified-ip-sr
L\>ZFDZE(?). IPV6 + MPLS 2k % Unified Segment Routing ProtocolZ &
ZLTLERIELDRE, ZOZEIZEKYMPLS SR over IPv6ZEELE

» IPv6H8TILSR capable THnon capable THER%E AT RE

® §TICIHARTIIEREAS?

Src = Sending SR capable node Eomes Border
Dst = Next SR capable node
Next protocol = UDP
IPvé Header 7
UDP Header Src Port = Entropy
e Dst Port = MPLS-in-UDP
MPLS SIDs : "1 Legacy IP Router
Label Stack Stack of SIDs exactly like it is an (P sk Capable Router Not In SID Stack Native IP Forwarding
N MPLS SR packet
IPvé Header AR %SR-Capable Router In SID Stack
Unchanged IPvé header and data
Payload l.e., encapsulated packet
https://datatracker.ietf.org/meeting/99/materials/slides
-99-mpls-sessb-07-draft-bryant-mpls-unified-ip-sr
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VPN+

Enhanced Virtual Private Networks (VPN+)
» draft-bryant-rtgwg-enhanced-vpn
Segment routing + IP & MPLS underlay
SID 2% ¥#IZHHEHHEHET Isolation iRt LR EA:
VPNZ &£ 068
SR® il {#1/5% 7 (instruction) (2T, TEAZL L IELatency supportd, A g€

Nose-51D
A B B Adi-SID
@ | 201 { 1002
v ¢ L300 | oy [ 2002
1 & Adj-SID ; 3002 "
e 1001 —_— @
~ "/"' 2001
~ 3001 I
,-"/
VPN 1 VPN 2 VPN3 3 | | yeeemdmmamdmmea o e
202 301 302 101 300 N V. bloo3m
101 1502 1001 192 201,002 2001 3002 3001 e i gion : 02 __ 9
A o (. 1002 g 2002 A ¢ 1001 § | 1 2001 o
1001 & — 2001 - 30017 | 3003 : 5 ;
‘ 1001, o 200305 ' : ~
. FS £ 0 )
02 1001 /002~ 1002 sioa caeen E. 2002 ‘ w002 | oot b
10 i
C » 3001, 3001 Virtual Network 1 Virtual Network 2 Virtual Network 3
1001 3" Dioos 2001 g ass 3002 3¢ 1% -
103 104 203 204 Soi S04
https://datatracker.ietf.org/meeting/99/materials/slide

s-99-rtgwg-sessb-enhanced-virtual-networks-vpn
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Routing in the DC

VPN+ DEENRET-EZAT RTG WG THESH TLYAData centerlZ
BTBIL—T42THhRDESEIZDINT
IETF 100 [ZT BoF %Ei#&

m ML: https://www.ietf.org/mailman/listinfo/dcrouting

m ZM1I5T. Problem statement & solution #8519 % 1st stept 3 2FFE

w LTRSS 174575 2/=SCALE BoF(VPN L) D= DEIZHS O ZEHY DD,
ZEEFCICCE TN =EEFZTk

» draft-keyupate-idr-bgp-spf

m draft-shen-isis-spine-leaf-ext

m draft-przygienda-rift

m draft-sl-rtgwg-far-dcn
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DetNet WG &1

Deterministic Networking
m L2, L3 networklZH T, (KB, € v3(delay variation)ZEIRT H=HDRVE
D—F 0 %5
« 5G networking DER Q>R —V&E LS
= |EEE 802.1 TSN (Time sensitive networking) &iE#
= I[ETFOWGH DO TL3ER A (IP, MPLS) TR &t
IR DIRR
o A—RF—RGELWRIZT—FTUFvIE WG I-DICTHE!
 draft-ietf-detnet-use-cases
« draft-ietf-detnet-architecture
= BT DOiEEILEncapsulation(draft-dt-detnet-dp-sol)
« 2EXHEA MDWG adaptation(fREZEELEE—-WG ID poll)
= 5 [ENOS & TlISecurityBd&E (draft-sdt-detnet-security) 5% 5
« WG I-DIZ% % RAH
B ARIZ B SEEE
= Data plane(Encapsulation)(d. H KT DFERIE DV =EBHnSh . DetNet T

HIT I NetworkDFETHLHEEIE, B VAR, RHIICDOWT, IETFELTEN T
contribute TEA DM F1=iZm D RithH(DFEYIEEES02.1 TSNIZHAEVIKTF)
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DetNet Encapsulation (draft-dt-detnet-dp-sol)

CNFETOREITIL. IEEE802.1TSN over DetNet | 5,
PW(Peusdowire)-based DetNetZusecaseé L THE

WF lZLTEDetNet service [ZIZMPLS/PW% & FH 9 ARIIE
" fceoneennie T r—— IEEES02.1TSN& (L s2minm

Service | Transit Transit | Service
o e e ) Ak § Jm http://www.ieee802.org/1/pages/tsn.html
System | R e tmmm————— + ystem
e | | E1 |- | m |wwwnna= | £2 | | I

| bl W% E %95 Task group
[T S J— " T 7T [t | DR @AY =N s

|
End Systems nitiates /  FPS_—. Emulated Time Sensitiva N king (TSN) Servics ====> an MS-PW T-PE with =
Roeliotas IEEEB0% 4 | mulated Time Sensitive Netwarking ) Servics Bounded IOW Iatency %EE

With MPLS PSN this s DetNet extensions i.e,,

IDNAsastc a0 MS-PW S-PE with DA-T-PE. » Credit Based Shaper (.1Qat)
Gsibpborvgosiaiay « Frame Preemption (.3br & .1Qbu)
(*) draft-dt-detnet-dp-soi-01 - .
« Scheduled Traffic (.1Qbv)
Dacie s o s e Dechat * Cyclic Queueing &
l:o;rut l \I,(-";lt); \l/(-'l’ni-)\l' : g.;‘ut Forwardlng(lQCh)
n v 2 { o .
systen : P TR e : system * Asynchronous Traffic
[ x.“on...l._x_....|..or1‘.: _ ;.I,.ws..l....:x_ oFa..|.x | Shaping(_chr)
|CE1{=::=:==!| \ | | X | | / ===!E=|:E2I &> . aye = =
RS T T ] « ANIZ, Reliability EIRIZ LA TR ET
A e e e 4 * Frame Replication & Elimination
End S‘,’“ems initiates / |€rssensnansnanns End to End Dethat ";am,rice .............. I (1CB),
cabiogpametition! B \Vith MPLS PSN this s « Per Stream Filtering and Policing
. an MS-PW S-PE with (.1Qci)
DetNet extensions i.e., Y =
(*) draft-dt-detnet-dp-sol-01 DAS-PE. * ftt Time & Sync, Resource mgmt Z4R &t

« £ |IETF99[[ [ Tutorial

https://datatracker.ietf.org/meeting/99/materials/slides-99-detnet-detnet-data-plane-encapsulation
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DetNet Encapsulation

MPLS/PW T® Encapsulation [, RFC 3985 (PWE3 architecture)

iR 78 (X"DetNet Control Word(CW)”. Ethernet CW (RFC 4448) 3 EL T3,
Ethernet CW [ option. f=&ZERALI=ELTH. AERIZEZ D16 bit Sequence
Number £, FEf-option 72D T, ERIZHER T HIGEICHBENELET HEDBEEH. ..
u DetNet TIXTTKiZ#(packet by packet T #t) D 1= Sequence Number DEAZEEE
m HH.EEO PALS WG TIE., Option 72o7= Ethernet CW <24 RJ[ZLESELSIRED
HlY RFC 4448 NEFHESNLHAIREMMN KX (BAIBIETEWLEE >TULV - 0x4, 0x6 TIrFS
non IP packet~®Mxfiiz&L Q)

* DetNet flow:
* Flow-ID -> PW label.
* SeqNum -> CW.

DetNet Flow
Payload Packet

DetNet Control Word * S-Label:
____________ PNLabEl "service" label that is used
Opticnal MPLS S-Label | between DA-*-PE devices (see
------------------------ + slide 5).
MFLS T-Label(s) |
------------------------ + * T-Label:

* Used to identify the LSP used to
transport a DetNet flow across
an MPLS PSN, e.g., a hop-by-hop
label used between LSRs.

IETF 99%f &% (2017/9/1)



DetNet Encapsulation

45 E DS E (EELLIEdraft-dt-detnet-dp-sol-01)IZ Tnative IPv6 M iEH0
. KSIFIZRZSH. IPV6 (X PWHR—FDELD T, ChFELRBRD. ..

DetNet DetNet
Service Transit Transit Service
DetNet | |<-Tnl->| |<-Tnl->| | DetNet
End | v 1 vV v o2 Vv | End
Hmmmmmm o + | System
z======| R3 | | 4---+
| | x|
| |======] H2]
| [ I
SR R
Fommmmm o + A
Relay Node [
End Systems initiates / |
terminates IPv6 End to End DetNet Service -------------- >|

packets with DetNet
“support”

* DetNet flow:

T """""""""""""""""" T * Flow-ID -> Flow Label.

| DetNet Flow | * SeqNum -> DetNet DstOpt.
| Payload |

| |

fommmamn e e \ 5 2

H DetNet Control Word DstOpt Hdr H * For explicit routes DstOpt
LRSS - / :

| e b | works well fqr unicast

| (with set Flow label) | flows e.g., with Segment
el e i + Routing.

IETF 993 &= (2017/9/1)



DetNet Security Consideration

draft-sdt-detnet-security
Attacker type (RFC7364)IZ5LT

BEREPFO L. impact/mitigationZ &%

- ottt ————+
| Attack | Attacker Type |
| Fo—————— Fo—————— +
| |Internal |External |
| IMITM|Inj. |MITM|Inj.
- 4
|Delay attack [+ I+
- fo—— ettt ————+
|DetNet Flow Modification or Spoofing I+ |+ |
- fo—— ettt ————+
| Inter-segment Attack I+ |+ | |
- fo—— ettt ————+
|[Replication: Increased Attack Surface [+ |+ | + | + |
- fo—— ettt ————+
|[Replication-related Header Manipulation | + | | |
- ottt ————+
| Path Manipulation [+ | + | |
- fo—— -+
|Path Choice: Increased Attack Surface '+ |+ |+ | + |
- fo—— -+
|Control or Signaling Packet Modification | + | | |
- fo—— -+
|Control or Signaling Packet Injection | |+ |
- fom -+
| Reconnaissance [+ I+
- fo—— -+
|Attacks on Time Sync Mechanisms + 1+ 1+ o+
e fomm - ——+

- o o +
| Attack | Impact | Mitigations |
- o o +
|Delay Attack | -Non-deterministic | -Path redundancy

| | delay | —-Performance |
| | -Data disruption | analytics

| | -Increased resource |

| | consumption | |
- B et o +
|DetNet Flow Modificat-|-Increased resource | -Path redundancy |
|ion or Spoofing | consumption | -Integrity protection]|
| | -Data disruption | -DetNet Node |
| | | authentication |
- B et o +
| Inter-Segment Attack |-Increased resource |-Path redundancy |
| | consumption | -Performance

| | -Data disruption | analytics
- B et o +

|Replication: Increased|-All impacts of other|-Integrity protection|
|attack surface | attacks | -DetNet Node |
| | | authentication |
e et T e et T R +

|Replication-related | -Non-deterministic |-Integrity protection|

|Header Manipulation | delay | -DetNet Node |
| | -Data disruption | authentication |
B e e e L e ettt e +
|Path Manipulation | -Enabler for other | -Control message |
| | attacks | protection

B e e e L e ettt e +
|Path Choice: Increased|-All impacts of other|-Control message |
|Attack Surface | attacks | protection

B e e e L e ettt e +
|Control or Signaling | -Increased resource | -Control message |
| Packet Modification | consumption | protection

| | -Non-deterministic | |
| | delay | |
| | -Data disruption |

B it e e e i e e Rt e T +
|Control or Signaling | -Increased resource | -Control message |
| Packet Injection | consumption | protection

| | -Non-deterministic |

| | delay | |
| | -Data disruption |

B it e e e i e e Rt e T +
|Reconnaissance | -Enabler for other | -Encryption

| | attacks | |
B it e e e i e B +
|Attacks on Time Sync | -Non-deterministic | -Path redundancy |
|Mechanisms | delay | -Control message |
| | -Increased resource | protection

| | consumption | -Performance

| | -Data disruption | analytics

o o o +
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IDEAS BoF

|IDentity EnAbled networkS
= RiElESide meeting, 5§ ElEBoFIZiE>TD&E K. RTG areafic T TO R,

= BIMSBLEBASNT-. Generic Identity Service (GRIDS)ZE A3 5= DE KM
EEOREILEEEEWCEDRELZHEL-AR

n RAURELTIE, LISPT, EntitylZxtL Tldentifier(&locator) D E HEEEALT=HY,
Identifier (Idf)DSA4T7F3A LEEIEZ DN EREILHSHE. Identity (who)&ELNDHER
ZHUBETZDIdentity&ldentifier(where) Bl T4 724 LB EBE#{T5Z LT, IdfF
ERHEILDONDTFAN—EZBRELDODEEETL, IDA—ADY—ERZ %
TR AERTEISPLISMZE3 TIZHIP (Host Identity Protocol) WG Th A DV
BDTIXEWSBNEHYEEREEMN ELDiscoveryhRZESLLY)

|dentifier
|P address
Locator

Identity is an enabler:
- Lookup access control without being easily defeated

Privacy of flows to eavesdroppers

Immutable but erasable external representation (identifier) TR NN
ideas-ideas-problem-

Simple policies based on Identity statement
Features based on Identity

|dentity
Identifier(s)
Locator(s

IETF 99%f &% (2017/9/1)
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IDEAS
HIEETHDFE-ITEFRL-LVED — GRIDS

GeneRic IDentity Services (GRIDS)

GRIDS Instance

GRIDS :
Instance |dentity

P \%

= S8 | |n GREEN: New - (who)

New Protocol = &
Common Infrastructure
Encrypted
Inter-grids In Grey: Existing
— ldentifier

Encrypted
Control Plane
New parameters

In Blue: New items
in existing protocols
WG

Detailed Grids Requirements: draft-ideas-grids-req-01

DEAS 30F 8
7/13/2017
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IDEAS (proposed charter)

Network solutions based on the concept of Identifier-Locator separation are
Increasingly considered to support mobility and multi-homing across
heterogeneous access networks. Identifier-locator separation protocols
require infrastructure that allows nodes to discover the network topological
location(s) of its peer(s) for packet delivery.

However,additional infrastructure and new protocol extensions are needed
to address new requirements that go well beyond the traditional discovery
service and mapping of identifier-to-location for packet delivery.

In addition,identity-enabled networks introduce the concept of identity-
identifier split. <...>

Examples of the problem space are:

Privacy: <...>The endpoint communications should be able to change their identifier while
retainingtheir identity and associated policies.<...>

Access control :<...>Therefore, it is desirable to have a certain degree of control over who
canlook up the identifier-locator binding information for example.

Common infrastructure and Primitives: The application of common and consistent basic
networking policies that can apply at the level of entity reduces operational complexity
associated with managing services for individual endpoints.<...>

20 IETF 99#R454 (2017/9/1)



IDEAS P&

XpSE TN DZEBEZD TS EDEFHIINLEEZS DL
https://www.ietf.org/mailman/listinfo/ideas
IDf(Identifier) D E F=ZFBAREICLIEWVEFERIL M %L ?
w LISP DERELTLSD ., BIRRETIHESTHLILKRTEDEND
= draft-padma-ideas-req-gridsz&5t A CHEAME(Z R EB AT
IDy(Identity) & (X 3EIZEHTF DSDN controllerFE&?
= draft-padma-ideas-reg-grids IZ[XLL F D& HY
|dentity-Enabled Networks are enabled by a set of core services that are
provided by common control infrastructure

fWGED EE (7
= Dataplane: NVO34°SFC EMiELME?
« Charteri&i# . Identity and Identifier 7=+ T7%i< identifier finteractionz#
ZBHORNELLVDFEE
= Netconf/Restconf (NETCONF/NETCONF)EDELNME ?
« |dentifier & Data model(metadata)lZ L& s

IETF 99%f &% (2017/9/1)
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MPLS WG 75 E 2 H DB

i
» RTGWGHED

DOMPLSD Ej[A]

« &5[ZDC routing & VPN+ £ 2L
DetNet WG

= PALSWG 358

= Encapsulation, Security...
IDEAS (BoF)

= ID based network OFF-HRDIEZE ?
FIZENTBNALI=ESY., IP(v6) & MPLS OIS DHEELNVAIZDNT

ZIENELTVSKILGRSTIMNLK DM RN, S DNetworking(Data
planetgE ) ICHLFZENTHMBLLNLELY, ELVS DS EID R
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