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RAW WG&(E

Reliable and Available Wireless (RAW) / RTG area

» |[ETF107Cl&. 2020/03/24 B
m IETF106 (>>A7R—JL)Tld BoF &L TR

Charter H\i5 ( https://datatracker.ietf.org/wg/raw/about/ )

= High reliability and availability for I[P connectivity over a wireless
medium

= DetNet WG D EHRIZHHELT- WG

« DetNet WG: IP, MPLSIZxfL . Deterministic Networking (packet delay

variation{&;&. High reliabilityZ:& . 5G URLLCHE L D#EEE)F R ET HWG

= Detnet MIEH . BEAE (i.e. ARRFAGEDSERIZT H) WG

« MANET WG: dynamic link exchange protocol (DLEP)
IPPM WG: OAMPBE&E
CCAMP WG: model (YANG)R &
6TISCH WG: 7—FTiRE®D Complex Track (multi-path forwarding)
IETF WG IEMIZIE, IEEES02.15.4, 802.11%: &
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RAW WG £Z+rZTh

IWAEWG I-DEGHTLDRSTMEEL
Problem statement
m draft-pthubert-raw-problem-statement

Architecture/Framework L o D s pmmpaEn
m draft-pthubert-raw-architecture

Terminology

m draft-thubert-raw-technologies

Use case

m draft-farkas-raw-5g
m draft-bernardos-raw-use-cases
ARGE
m draft-papadopoulos-raw-pareo-reqs
« Packet Replication and Elimination B8&E &K
m draft-maeurer-raw-ldacs
« LDACS: L-band Digital Aeronautical Communications System

m draft-theoleyre-raw-oam-support
- OAMERK
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Problem Statement or Architecture draft H5

Rk R S
= uncontrolled interferences (Fi%) D &2& Wirelss vwor\f.
n EHRREOZE(ERE < PCETODHREL ERKME n ERE m

= Path computation time scale &I[XE73Y) Forwarding
time scale N k&HoNLHER

o EERDERATIZPCETAL, Packet EE{:i T,

forwarding A HEIZ1T4>5 Path selectiontgenysk . "
Hond
« Z O Path selection #gE(X PCE % & THEHT 2/
(MMR)BETIREIN DD, EERITGE-EFIZIE Q
Y —XMBEZFSLDD. /Ny ZxtLLyvhIZ
PCE (not in scope) PSE (in scope)

Operation Centralized Source-Routed or Distributed
Communication SIOW' exDenSive FaSt’ local 1ittps://datatracker.ietf.org/meeting/106/materials
Time Scale L ong (hOU rs. da VS) Short ( sub-secon d) slides-106-raw-03-problem-statement-01
Network size Large, many Tracks to compute Small, within one Track

Metrics Averaged, Statistical, Shade of grey  Instant values / boolean state
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RAW Architecture

RAW Architecture k57K Z# (T 5417 Components (6EF)

Wireless Tracks

6TiISCH Architecture Tld simple track / complex track ANt S 553,
%3 H' support multi-path forwardinglZ3RK$h 5N B HEEEIZ8HT-5

F1-. Packet Replication and Eliminationt & & 1-H#EEA KDL NS

Source-Routed vs. Distributed Forwarding Decision

RAW TI(&. Forwarding decisions IZR M 7L V' Replication and
EliminationZdLuE N D& B TIRIEIZT EIBLELHD

ZMD1=6HIZRAW forwarding planelZl&. 2O0—%24F(ZxfL T Track M X
T—rHBEFEDHB L EHOTLNSIEAWE (BFD, DLEP, OAMI#EE) T
DetNet tagging, SRv6, BIER-TED L3R4 E A ERA A EEN

PAREO Functions

TSCH schedule for Packet Renplication .
Timeslot
| T - e e - - -~ - | S -
=> (A) => (C) => (E) === | Channel || 0 | 1 | 2 | 3 | 4 5 | 6 |
// \\// \\// A\ s e T T IS e T e e e e T e e
source (S) AN FAN (R) (root) | © || s->A | s->B | B->C | B->D | C->F | E->R | F->R |
\A\ /7 N\ /7 \\ /7 B B P e o=ttt
—==> (B) => (D) => (F) === | 2 | | | A-=>c | A->D | C->E | D->E D->F | |
————————————————————————— +————-——-t+—————_—t————e e —+
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RAW Use case

draft-bernardos-raw-use-cases

= Aeronautical Communications

= Amusement Parks

= Wireless for Industrial Applications > XD XS A K58
= Pro Audio and Video

= Wireless gaming

= UAYV platooning and control

= Edge Robotics control

draft-farkas-raw-5¢g

5 RDORDAZAZH, FIZ UE- gNB fi]
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RAW Use case

Wireless for Industrial Applications

Wireless for Industrial Apps.:
Use Case Description

/ s
= E)) -
Q\W T" 5 B W 1 Howon fionare - A
* b= WATSELOVPAN REL Backbons Aouter | — R

=
- p— ﬂa |
Tygn 1 Buckbon Suber - ~Type 1 Host
“ * Wiieess L Cootroso

Type 2 Hoet
o Wmiegrened Pant Securty & Merity u Tyon 2 Bachbcne Reow - e 3

woaces,

https://datatracker.ietf.org/meeting/107/materials/slides-107-raw-raw-general-use-cases-00

Specifies:

* Heterogeneous technologies
*  Multiple simultaneous links

* Variable link conditions

+ Different needs/traffic types (Control Loops; monitoring and diagnostics)
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https://datatracker.ietf.org/meeting/107/materials/slides-107-raw-raw-general-use-cases-00

RAW 5G Use case
TYOIODTLEVERMN G, FEERDMulti-connectivity features

https://datatracker.ietf.org/meeting/107/materials/slides-107-raw-59-use-cases-00

5G — Multi-connectivity Features
Applicable to both IP and Ethernet PDU sessions

Dual UEs in the Device Dual Connectivity RAN internal: PDCP duplication

1JPREOF/
FRER

Carrier 2
Carrier 1

— Full redundancy of UE and — Network user plane — Redundant over-the-air
network redundancy transmissions

— 5G is ready for DetNet service protection:
— PREOF: Packet Replication, Elimination, and Ordering Functions, see RFC 8655 DetNet Architecture

1. Farkas, T. Dudda, A Shapin, 5. Sandberg | 2828-83-24 | 5G - Ulira-Reliable Wireless Technology with Low Latency | Page 8
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DRIP WG &l&

Drone Remote ID Protocol (drip) / INT area
= 2020/03/25 20:00-21:30 (UTC) B
w |[ETF105TH A RES—T12 4 EL TR, IETF106TIL. Tm-rid
(Trustworthy Multipurpose RemotelD) BoF B
» https://trac.ietf.org/trac/ietf/meeting/attachment/wiki/105side-slides/
» https://datatracker.ietf.org/meeting/106/proceedings

» MLY “Tm-rid” Z2{#
* https://datatracker.ietf.org/meeting/106/proceedings
» https://mailarchive.ietf.org/arch/browse/tm-rid

"= WCHRE®%R. HEZ LT THRIREETEHF

e https://datatracker.ietf.org/wag/drip/meetings/
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https://trac.ietf.org/trac/ietf/meeting/attachment/wiki/105side-slides/
https://datatracker.ietf.org/meeting/106/proceedings
https://datatracker.ietf.org/meeting/106/proceedings
https://mailarchive.ietf.org/arch/browse/tm-rid
https://datatracker.ietf.org/wg/drip/meetings/

DRIP WGH BT HD

Charter M SR¥E
https://datatracker.ietf.org/doc/charter-ietf-drip/

SoKYE-TLESE,
ASTM International F38 Committee Work Item WK65041_ &
“Standard Specification for UAS Remote ID and Tracking” [Zx7
LT.IETFELTHRIEBET A ENHAHALDEMMT-TOrIILFDRHR
BETO5ED, $¥I1Z Remote ID (RID)EY

UAS: Unmanned Aircraft Systems — DFEYrA—2D &

DRIPTIX. RID ZUL\MZEEEMESEA D EIIZT AN EHREL.
IETF WG &L T. HIP, EPP, RDAP, DNS Z 0 EFHEKRE=TaA
L. CCAsHhiyZ ﬂiﬁld)ﬂn B&EELRS

CAAs (Civil Aviation Authorities; UK) M1, FAA (Federal Aviation
Administration; US), EASA (European Aviation Safety Agency EU)7&&

EEIZIK. BR. 7—FXTI9F . ZLTTAORIINTHAUFERD
%
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https://datatracker.ietf.org/doc/charter-ietf-drip/

DRIP WG ££+r357hk

https.//datatracker.ietf.org/wg/drip/documents/
FE WG IDIFEFELEFEANSDAMUIELUTOZD

m draft-card-drip-arch

 Drone Remote Identification Protocol (DRIP) Architecture
m draft-card-drip-regs

« Drone Remote Identification Protocol (DRIP) Requirements

ZFN1h (ASTM F3411-19R8:&)

m draft-moskowitz-drip-crowd-sourced-rid
 Crowd Sourced Remote ID
» draft-moskowitz-drip-operator-privacy
* Operator Privacy for RemotelD Messages
m draft-moskowitz-drip-secure-nrid-c2
« Secure UAS Network RID and C2 Transport
m draft-wiethuechter-drip-auth
* DRIP Authentication Formats
m draft-wiethuechter-drip-identity-claims
* DRIP Identity Claims

IETF107%Rk &% (2020/05/11)


https://datatracker.ietf.org/wg/drip/documents/

draft-card-drip-arch & regs

Reference Architecuture

= https://datatracker.ietf.org/meeting/interim-2020-drip-01/materials/slides-interim-2020-drip-01-sessa-drip-requirements-architecture

“Reference Architecture”:
really just the cast of characters

0; ( E ) UA is Broadcast RID source &

By “Pilot/Operator”, we denote

several entities that will often be Cseg «=  Other entities may be in play but are
identical or colocated: \ Needed}/‘a not required (by regulations or external
*  UAS Operator (typically \‘; ¥ standards), e.g. SDSPs, but we
owner of lessee) "7\ cannotmake RID depend on SDSPs,
* Pilot In Command \ , e { we can only enhance it w/such
(responsible for safe flight) e ¢ )
* Remote Pilot (at the controls) f/"‘“'\‘. /"-/\ e —_—
*  GCS (the controls) if . ré N f By “registry’, we denote
+ Network RID source /. o \.\- A several funcpons that will
i / N W almost certainly be offered by
it Cpetitr V4 S TR the same service bureaus:
L *» UAS Operator registry
J X «  UAregistry
P4 ' N * UTMUSS
itk " = || * Net-RID Service Provider
il | | | 1]« Net-RID Display Provider

IETF1073Rk &% (2020/05/11)
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draft-card-drip-arch & regs

RID [ZDUL\T ( ASTM F3411-1 9) 2020-drip-01/materials/slides-interim-2020-

drip-01-sessa-drip-requirements-architecture
Broadcast RID

m Direct from UA to observer device (data link, not network)

» Bluetooth 4/5 & Wi-Fi w/Neighbor Awareness Networking (NAN)

» “selected for compatibility with commonly carried hand-held devices” o
« BT4 Advertisement beacon payload limit of 25 bytes (24 usable)

= Broadcast always while in flight

Network RID
m Typically GCS - cellular LTE - Internet > NETSP

m Net-RID Service Provider (NETSP)
« UTM USS to which the UAS is subscribed
* Recelives, stores & answers NETDP queries re: UAS ID, location, etc.

= Net-RID Display Provider (NETDP)

« Aggregates info from multi NETSP
* Provides picture of airspace volume in response to client queries
« May or may not itself be a USS

m Only NETSP €<—-> NETDP is fully specified, uses JSON / RestAPI



https://datatracker.ietf.org/meeting/interim-2020-drip-01/materials/slides-interim-2020-drip-01-sessa-drip-requirements-architecture

draft-card-drip-arch & regs

Broadcast/Network RID E&MZERBRIDED R (5 4T)

Regulations & Means of Compliance:
Industry “Consensus” Standards
I P
Bluetooth/WiFi direct from UA Internet from UAS (UA or GCS)
EASA Pilot/GCS & UA locations N/A

EU likely to influence rest of UA serial # (manufacturer assigned)
world outside N. America

FAA NPRM Limited RID prohibited Pilot/GCS location only
Small UA, Visual Line of Sight UA serial # or 1-time session ID
(V-LOS) within 400’ of pilot
FAA NPRM Standard RID Pilot/GCS & UA locations Pilot/GCS & UA locations
UA serial # or 1-time session ID UA serial # or 1-time session ID
Gap analysis

* NPRM says RID is an enabler of DAA, V2X, etc.;
but ASTM F38.02 says RID is just RID.
* NPRM calls for error correction;
but ASTM F3411-19 does not specify any.
* NPRM calls for cybersecurity to protect integrity & authenticity;
but ASTM F3411-19 specifies only the framing of authentication data.
» Everyone says protect operator privacy;
but pilot/GCS location is broadcast in the clear &
no one specifies how to protect Pll in registries. ..

https://datatracker.ietf.org/meeting/interim-2020-drip-01/materials/slides-interim-2020-drip-01-sessa-drip-requirements-architecture
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&

IETF 107 #i&E &L T LT OFHWGCERE N
Reliable and Available Wireless (RAW) / RTG area
Drone Remote ID Protocol (DRIP) / INT area

(o1l
/11

A8 -FRRRGE

» #E(Z.B5G, 6G, Local 5GRITIZEAHAERHMELNSTE
T.S5%&DERICHA%

» RAWIL., 5G QoS&EREL-REICEfFLIZL

= DRIPIE., EE (MR EEEL-1224EbZHEHE, 250V
BN, ENTEHEEY EA>TEHLWDTIE... EHRELT=
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