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H#8 : [Hackathon Photos] https://drive.google.com/drive/folders/14Ct_NQ7v]z7d1WIoER4Vrkmdx7sBTV59
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88 : [IETF 014 Plenary] https://datatracker.ietf.org/meeting/104/materials/slides-104-ietf-sessa-ietf-chair-slides-01
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- IETFOWeb~R—= T [Hakcathon Registration] =175
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« Saturday, March 23

— 08:30: Room open for setup
by project champions

— 09:00: Room open for all
— 09:30: Hackathon kickoff
— 09:45: Form Teams

— 12:30: Lunch provided

— 15:30: Afternoon break .
— 19:00: Dinner provided Cloud Infrastructure

SUPPORTED BY:

— 22:00: Room closes

e
> ‘ Wby e bt ok B0

H#8 ;. [IETF 104 Hackathon] https://trac.ietf.org/trac/ietf/meeting/wiki/104hackathon
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« Sunday, March 24
— 08:30: Room opens
— 12:30: Lunch provided
— 13:30: Hacking stops
— 14:00: Project presentations
— 15:45: Closing remarks
— 16:00: Hackathon ends
— 17:00: Tear down complete §

H#8 ;. [IETF 104 Hackathon] https://trac.ietf.org/trac/ietf/meeting/wiki/104hackathon
HDEEDWE : [Hackathon Photos] https://drive.google.com/drive/folders/14Ct_NQ7v]z7d1WIoOER4Vrkmdx7sBTV59
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o [oTHEERDEERIRT 7 — AD T VEFDEIAZIRET
« Class 1 devices (~10KiB RAM, ~100KiB ROM) ANDEA%= BiE

o
Provisioning Manifest Manifest

/ Firmware / / Firmware /

Authority
(TPA)

Server
Trust
Anchors

Public Key
of the Author Firmware Device
E Consumer Management Status

Firmware

Tracker

Bootloader

Device

Network Operator Device Operator

Hi88 . [A Firmware Update Architecture for Internet of Things Devices] https://tools.ietf.org/html/draft-ietf-suit-architecture
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e draft-ietf-suit-architecture
— SUITO7Z —FF0Fv—%FEHE (ARMRE)

e draft-ietf-suit-information-model
- YTz X bDIBEEHRETILZESE (ARM. Fraunhoferii &)

e draft-moran-suit-manifest
— CBOR/COSEZFEAHAUE~NY=ZJITANIA—Yv r&TFEZ (ARM. Fraunhofer/:&)

Public Key
of the Author

§

Device

Manifest Create

Sign
Firmware URI
Message Digest -

*Point
/ Firmware /

©2019 SECOM CO., LTD. 10
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ACKATHOR

88 : [Hackathon Report] https://datatracker.ietf.org/meeting/104/materials/slides-104-suit-hackathon-report-01
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FETERK / \ IN—H—T5uA
/ Manifest /
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manifest generators!
= 2 independent implementations (ARM, Renesas)

Microchip SAMR21
~ Cortex-MO+
32kB RAM, 256kB ROM

manifest parsers!

= 3 independent implementations (Inria/FUB, ARM, Renesas)
= 2 of which running on small micro-controllers

Renesas
Starter Kit
RX231
64kB RAM

interoperability!
= manifest generator (ARM) <=> parsers from Inria/FUB & Renesas

end-to-end workflow demo!
= (experimental) open source implementation based on RIOT

88 : [Hackathon Report] https://datatracker.ietf.org/meeting/104/materials/slides-104-suit-hackathon-report-01
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s Y_IITAMDIEHOTNY> T4 DA ZHEDR
— Component ID/2 &

« BRRExampleMERY T T X DT —XICDVWTIRE
— J7—ADTT7EFOFIEZE R T DT —X

Firmware Server

Gateway Manifest /

- SUIT_Command_Sequence

Local 5 Local
Device Device

©2019 SECOM CO., LTD.
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e SG17MB5DUTY > RFT— MAS MADIIE
— ITU-T X.secup-iot Me&ET=N/z/zsd. SUIT WGICHESRZKGA
— Status TrackerDfGE| (CZVDEENH D C L1 EZHERR

Status Firmware Firmware
Author
Tracker Consumer Server

|
receiving the J) image

request to update
firmware image

checking status

checking the need () [

for firmware update
initiating requesting
firmware update firmware image

»
-

verifying and
() installing

the firmware

{88 : [Liaison statement from ITU-T SG17] https://datatracker.ietf.org/meeting/104/materials/slides-104-suit-itu-t-sg17-liaison-statement-review-00.pdf
©2019 SECOM CO., LTD.
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« Architecture & Information Model MDI-DAY
WG Last CalllCEh> Z &I DULNTHERR

« draft-ietf-suit-architecture
— BNRE(CWGLC

e draft-ietf-suit-information-model
— I5+ NUZILIMEEZIZ Iz L TWGLC
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o BHTDOIA—YY T, BEZEfM{LLDD. RIFHZEIL
— EIOEMD. ([IRET BUURN IR ETEE

- Structure version

- Authentication Wrapper A Sequence number

- COSE_Mac_Tagged / - Dependencies

COSE_Sign_Tagged /--- - Common
] - Check Vender ID / Class ID

- Manifest . Install

- Common data | - Dependency Resolution

- Behavior definitions —— E{Image Fetch / Instllation

* RUN

- System Verification

- Image Loading
HE8 ;. [draft-moran-suit-manifest-041 https://datatracker.ietf.org/meeting/104/materials/slides-104-suit-draft-moran-suit-manifest-04-00.pdf
©2019 SECOM CO., LTD. 18




« Download / Install, Verify compatibility, Secure boot
« Information (106 bytes)

- Structure version :1
- Sequence Number : 2
- Component ID : [h'466c617368’, h'013400']
« Translates to address 0x013400 in Flash.
« 11 bytes
- Size : 34768
- Digest : SHA-256 (32 bytes)
- URI . http://example.com/file.bin (27 bytes)
- Device Class : 1492af14-2569-5e48-bf42-9b2d51f2ab45 (16 bytes)
- Vendor ID : fabb4a53-d5ad-5fdf-be9d-e663e4d41ffe (16 bytes)

« Encoded Size : 177 bytes

HE8 ;. [draft-moran-suit-manifest-041 https://datatracker.ietf.org/meeting/104/materials/slides-104-suit-draft-moran-suit-manifest-04-00.pdf
©2019 SECOM CO., LTD. 19




EBEshdRLE e~

WGEDBEQD TEEP WG SECOM

- EERE : TA (Trusted Application) (CB89 DIUKFEMROERIRSE
— [UA (Untrusted Application) - TARIl . [TA - TAR] OMKFEZ

— TAM (Trusted Application Manager)(C&k3dY T N T 7 DEFH CTIIMKFEFZRZ
ZEIDENDD

+ Chairk DSUITEBIREZFIZBIEWEDRR
— KEFBIMRORBICIY =TI T X ~EFIF
- fOWGHY =T T X ~OEFZILIR

o FEMN'STEINDISERORE
— UVADEFHICIEC T, MIETD/N—=3 > DTAZEIE UEH I dF s DRI
- BHOUADSSE. HIVARTHREN-a>OTAZRE ST 355
~ TAL = TA2 — TA3 &L\ RIEFMDSH SEFRMRDORR
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HWGEDB#E® RATS WG 52OV

=2%H : EAT (Entity Attestation Token) (CEENBClaimDER
- VI RIDZ 72 R—32 MMIE T BClaim

- 1(C, ZEOUITEZ 1 —ILPRA MEEDER

o SUITONZIJ T XA MhEmICHSD

— UEID (Universal Entity ID) (CSUITDUUIDREZ (CIRD EEDER
— Vendor ID = UUID5 ( DNS_PREFIX, vendor domain name )
— Class ID = UUIDS5 ( Vendor ID, Class-Specific-Information )

©2019 SECOM CO., LTD.
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« C(Class 1 devices

— RFC 7228 [Terminology for Constrained-Node Networks] TEZEZ13
)\ ADHREDFED D ED1D

— HBEDHIRICKD . HTTPYTLSOEA(IEEEIZH. CoAP (Constrained
Application Protocol) over UDP&E WS IERFEDT O M JLIFFERTES

« CBOR

— RFC 7049 [Concise Binary Object Representation] TE&HEIND
JISONZR—X(CLIE)I\A/FUDTA—-Xwv D &
— O—R&EXVE—2DHAZXANNELKRBEDICHETETNTLD

« COSE

— RFC 8152 [CBOR Object Signing and Encryption] TEZN3
CBORZFIAUETZHILBLIRED I A —X Y DT &
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