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Bitcoin

» Bitcoingll: 7YY I)LBEDHEFE. Peer-to-Peer Y AT LD &
KR
+ Wei Dai [ &K% b-money (1998)

» Bitcoin ICDWTOHmXDFEK =AYV I7F—DFHHA

"Bitcoin: A Peer-to-Peer Electronic Cash System,"
Satoshi Nakamoto (2008)

» BitcoinEX5|FT MtGox TD k= 7))L (Feb 2018)

- 5 H 2017 £ 10824H - 89 67A5H /1BTC
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Bitcoin® #HA

« "Proof of Work" EME[EN DX NZXALICE D ZDODEEZ R IC#ER

Li7c:

- WEFTDHI2BEMEBEEEBAD=XLDERMEICEL D, BitcointREICXT T B8
HICHIFTBDI3EEREFERZXYNT—T LD/ — KBTI ENEETTES LD
Ay

— BEBEEBASINT A ENHICLE>THORETH D=0, R
DEEHZEE YOOI ERET D EWVWSEENGEEZEERL /-

\\\

RICEHWTEE

c INZ, B—DAVINNVABMICEFHSIND WS NICBIT2BES
DODEEZ, SBEERICEWTD, 5./ —KNICBIT21EDESE &,
ZD/—RKRDETEERDEICEZENICHHT B E T I2BERGIEEN
CEEMZ I

Ethereum White Paper H'5 - https://github.com/ethereum/wiki/wiki/\WWhite-Paper
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https://github.com/ethereum/wiki/wiki/White-Paper

Proof of Work
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bitcoind

« Bitcoin® % —/\I& bitcoind &ML 2 70O 5 AT, Peer-to-Peer
XYRNT—0 /) —KTH3
c T7AILNDTIL/ —REUTEESEIT S &, Bitcoin P2PX W ~
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- Bitcoin XY KT —INDSNE. 55 WIBTC(BitcoinEE B{E)
DOFTE&EE. NHBEESERTZ/ED. XIhTTETESEE UTE
W5, CcNZBitcon 7 RLAEES

. BitcoinZ dw ¥ F T —I&. Bitcoin?” KL AEDBTCOZEN %
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- BTCIE 2D mithEHA TIN5

wIOF T —D—BE=HDTOY Y (Genesis Block)
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ThaEN/iBTC
— Bitcoin7AY I F T —2DEEDT

v I MEMRNIZEEIC. FD

JOw Y DOREKRBLEEADEES LTE5Z 5N 3BTC

© Shigeya Suzuki

26



The Genesis Block

B2 W N e

o U

/

S

{

ok
¥ Build the genesis block. Note that the output of its generaticn

* transaction cannot be spent since it did not originally exist in the

+ database.

¥

% CBlock(hash=000000000019d6, ver=1l, hashPrevBlock=000000000000€0, hashMerkleRoot=4aSele, nTime=1231006505,
nBits=1d@offff, nNonce=2083236893, vtx=1)

* CTransaction(hash=4abele, ver=1l, vin.size=1, vout.size=1, nLockTime=@)

* CTxIn(COutPoint (0000GAG, -1), coinbasc
P4ffff001d@104455468652054696d65732030332f4a61€e2132303039204368616€63656¢c6c61722067622062726S6e6b206f662073€65636
16e64206261696¢c6f7574206661722062616e6b73)

* CTx0ut(nValuec=50.00000000, scriptPubKey=0x5F1DF16B2B704CBA578D0B)

% vMerkleTree: 4a5ele

*/

tatic (Block CreateGenesisBlock({uint3Z2_t nTime, uvint32_t nNaonce, uint32_t nBits, int32_t nVersian, const CAmounté&
genesisReward)

const char¥ pszTimestamp = “The Times 03/Jan/2009 Chancellor on brink o7 second bailout for banks";

const CScript genesisOutputScript = CScript() << ParsecHex
("04678afdb@fe5548271967F1ab7130b7105¢cd62a828e0@3909a67962edealf61ldebb49f6bc3f4cef38caf35504e51ecl12des5¢384df7ba
9b8d578a4c/702bbbf11d5f") << QP_CHECKSIG;

return CreateGenesisBlock(pszTimestamp, genesisOutputScript, nTime, nNonce, nBits, nVersion, genesisReward);

./src/chainparams.cpp

© Shigeya Suzuki 27



“Wallets”
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» Bitcoin®xwv NTJ—2VZHWS /—Ke&£TtHhJ7Ov oI Fz—2 =R

FLUTWB(ZIL/—=R)THEDIFTIERL

- Wallet (84%0) EMEIENZ YA 707 TV or— 3>, BITO L

SHEEEEXLH > TS
« NIRRT DRI DERR — Bitcoin RLAICGEHAEFTZAS5NS
« R UIERTDEE

« R ZHWBET, BTICZZE->EDXFITE->=D TE 3

c HBIE. FICTTA/IN—ERDIZH. Z¥ER . HAEHE

TEDHNS
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KERMZ VT O 3N
Unspent Transaction Output (UTXO)

s KEAMS VY73 HD (UTXO) 1E. O NSV 3> TANE
UTEESNLEIENEVWNS T I3 >0DETHD, Ihh 5K
WICEAWS ZENTEB(M VT I3 TCANEULTIEETE D)

— K —EBDBIANN B B (OP_RETURN)

c HBAEFLRTOETOUTXODEETIE. RITEADBitcoinBEEDEETEETH S

. HBEET. HBEENFETBBICOAE L. ZOENFET ZAMET
FIWATERUTXODAE TH 3

By N 7Ov I Fz—2Id. BEDENTFDOBTCOEETEZELEHKUL T
WEW, 2TORN T I VICKBEEIERZS > T, JRENES
ns
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Transaction

Data Structure

Transaction
Version
Input Counter Inputs...
Output Counter Outputs...

Lock time

Inputs

Transaction hash

Output Index

Unlocking Script Size

Unlocking Script

Sequence #

© Shigeya Suzuki

Outputs

Amount

Locking Script Size

Locking Script
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A7V T MDRIT

« EIDBitcoinZERE T, UXTOZ FZAOv oy ahdZ&E—D2OF
DINWVEH UDBEIEEN — ZHREET B f=sic, Z7>OvE T X
gZ7hEOQYF VTRV TR ZHESUTIBERETLUTULE

 WHED/N\—Y 3>k, AvF VIR0, 7Oy FxY
JAYTKDIEIC, DEESNERETEITINS

« WHETULERIC. RF v T EICEIhZERY TRUE & WS{ED
AR>S TWcE =T, UXTODXZHNWHAARETH D EHIES
Nd, ATV IDNINUUNDIRREED & ZF(E. ZFAWLWHEEE 430
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unlocking script < locking script
<+ (scriptSig) ™ (scriptPubKey)

_______________ ,

. . Public Key | EQUAL

| Signature | Public Key DUP HASH160 CHECKSIG
9 J y Hash VERIFY

© Shigeya Suzuki



A7V7 b~ DERRME

- Pay-to-Public-Key-Hash (BID X Z 1 KD H D)

- Multi-Signature (N{EDIETE

TW3)

» Data Output (OP_RETURN [Cc K57 —% 18

. 1Y B Mt.Gox

© Shigeya Suzuki
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Transaction
Version
Input Counter Inputs...
Output Counter Outputs...

Lock time

Inputs

Transaction hash

Output Index

Unlocking Script Size

Unlocking Script

Sequence #

© Shigeya Suzuki

Outputs

Amount

Locking Script Size

Locking Script
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Transaction Counter

Transactions...
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« Bitcoin
- U777 LA
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« Ethereum

» Hyperledger Project
— Fabric

K
W
35
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I Ethereum



Ethereum

» Blockchain Application Platform
 Turing Complete Scripting
— With Concept of Gas

» Important Difference from Bitcoin Blockchain:
— It records not only transaction logs, but also states
— It can keep states (key-value pair) data for scripts

© Shigeya Suzuki
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Hyperledger Project

* Projects
— Blockchain Implementations: Fabric, Iroha, Sawtooth Lake
— Tools: Explorer, Cello

© Shigeya Suzuki
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Hyperledger Fabric

. Feature [HYPER]

— Modular and Pluggable
— Realistic operation of private blockchain in its mind:

« Can select not only Proof of Work, but also able to use Practical
Byzantine fault tolerance (PBFT) [PBFT]

pi b

« Goes on to Live as SaaS on 19th of March 2017 [HLS]

© Shigeya Suzuki
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Lightning Network

- The computation time to mine a block is about 10min.

* |t is also said to be “safe” to observe six blocks for the
transaction to be secured.

 This cause full transaction require up to 60min.

- Lightning [LIGHT] is a service which act as side-chain
(chains next to main blockchains) to provide faster and
frequent transactions among participating parties

© Shigeya Suzuki 50



Proof of Stake

 Proof of Work is using huge amount of computation power to
compete. In a point of view, this is a waste of energy, and
also not so fair

- Replacement of Proof of Work — Proof of Stake is under
discussion, and Ethereum is planning to switch to Proof of
Stake[POS]

51
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Extreme Consensus

* Whether or not to make reasonable changes to Bitcoin...
[TWOT]

- Who has actual power to do that?
- |s Bitcoin Core developer has power?

* Does the organization who has large computing power has
huge influence?

© Shigeya Suzuki
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IEEE Spectrum 108 5435
"Blockchain World"

Jon IEEE | |EEE.org | IEEE Xpive Digital Librury | IEEE Standerds | | Move Sites

IEEE

SPECTRUM Engineering Specification Guides

Cetailed, unbiased explanations of a wide
36 range of nduslral products and senices.

Poetoed by IR Cawnpoe

Followon: £ E in + ® » Plan your next projecd!

Topics Raports Multimeadia Magazine Rasources

Cuorrpuling | Nelworcs | Salic

SPECIAL REPORT: BELOCKCHAIN WORLD

hefare peaple realized the technology behind Biteoin—the blockehain—could do much more
than record monetary transactions. That realization has lately blossomed into a dazzling and
often bewildering array of startup companices, initiatives, corporate alliances, and rescarch
projcets. Billions of dollars will hinge on what they come up with. So vou should understand
how blockchains work—and what could happen if they don't.

! i 1 ' H ' ', When Bitcoin was unleashed on the world, it filled a specific need. But it wasn't long
et
i
|
|
|

https://spectrum.ieee.org/static/special-report-blockchain-world

© Shigeya Suzuki
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Market Price

7,000

6,000

5,000

4,000

UsD

3,000
2,000

1,000

NS

Market Price (USD)

source: blockchain.info
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https://blockchain.info/en/charts/market-price?timespan=all

© Shigeya Suzuki

5983/1BTC
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Blockchain Size
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https://blockchain.info/ja/charts/blocks-size?timespan=all

© Shigeya Suzuki

138GB

Jul '17

59



Hash Rate
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Transaction Fees

» Quest for the fastest cheapest transaction

at median transaction size: 226 bytes

Source: https://bitcoinfees.21.co

© Shigeya Suzuki

2017/4/24
180 satoshis/byte * 226 bytes

— 40680 satoshis/transaction
— 0.45USD (1BTC =~ 1248USD)

2017/7/7
360 satoshis/byte * 226 bytes

— 81360 satoshis/transaction
— 2USD (1BTC =~ 2544USD)

2017/10/24
150 satoshis/byte * 226 bytes

— 33900 satoshis/transaction
— 2USD (1BTC =~ 5855USD)
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— ASICboost hack BJ&E
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- I ¥4 : Transaction Malleability Attack D XI TR (T 7R S
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Bitcoin Nodes (2017-10-23)

coin.dance

Bitcoin Core: SegWit
btc1: SegWit2x
(Bitcoin CashixZ D7 5 T ICIFEW)

Bitcoin Core, 73.4%

e — |IDbitcoin, 0.03%
= TRB, 0.11%

S = Bitcoln XT, 0.24%
vy~ bted, 0.26%

1 booin, 0.32%
Y= Bltooin Knots, 0.52%
Bltcoln Classic, 0.9%
Bitcore, 1.37%
Bitcoln UASF, 2.87%

— btcl, 4.82%

“~ Bitcoin Unlimited, 6.51%

— Bltooln ABC, 8.565%

Bitcoin Core Bitcoin ABC i Bitcoln Unlimited @ btcl Bitcoin LASF i Bitcore
& Bitcoin Classic Bitcoin Knots & bcoin & btcd & Bitcoin XT & TRB
Ibbitcoin

https://coin.dance/nodes/share
Sg © Shigeya Suzuki 70
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BGP Hijacking

httns:/ fotec nhijacc.2thz.ch
Maria Apostolaki Aviv Zohar Laurent Vanbever
FTH Zimch The Hebrew Umversity ETH Ziinch

aprmana@ethz.ch

Abstract—As the most successful eryptocurreney to date,
Bitcoin constitutes a target of choiee for attackers. While many
attack vectars have alrendy been uncovered, one important vector
has been lelt aul though: altacking the currency via the Internel
routing infrastructure itself. Indeed, by manipulating routing
advertisements (BGP hijacks) or by naturally intercepting traffic,
Autonomeous Systems (ASes) can intercept and manipulate a large
fraction of Ritenin traffic.

This paper presemts the first taxonomy of routing attacks and
their impact on Biteoin, cansidering hoth small-scale attacks,
targeting individual nodes, and large-scale attacks, targeting the
network as a whole. While challenging, we show that fwo key

properlies make rouling atlacks practical: @) the elliciency of

routing manipulation; and 7i) the significant centralization of
Bitcoin in terms of mining and routing. Specifically, we find that
any network attacker can hijack few (<100) BGP prefixes to
isodare ~-50% of the mining power—even when considering that
mining pools are heavily multi-homed. We also show that on-path
pelwork altackers cam considerably slow down block propagation
by interfering with few keyv Bitcoin messages.

We demonstrate the feasibility of each attack against the
deployed Bitcoin soltware. We also quantily their elfecliveness on
the current Bitcoin topology using data collected from a Bitcoin
supernode combined with BGP routing data.

I'he potential damage to Bitcoin is worrying. By isolaling parts
of the network or delaving block propagation, attackers can cause
a significant amount of mining power to be wasted, leading to
revenue losses and cnabling a wide range of cxploits such as
double spending. To prevent such effects in practice, we provide
bath short and long-term eountermeasures, some of which can
be deployed immedeately.

avivz @ s hupac.al

Ivanbever@ethe.ch

One important anack veetor has been overlooked thongh:
atlzcking Bicon via the Interne! inlrasiroctore asing rouding
afacks. As Bileoin connections are routed over the Internet
in clear text and without integrity checks—any third-party
on the forwarding path can cavesdrop. drop, modify, inject,
or delay Bitcoin messages such as blocks or ransactions.
Detecting such attackers 18 challenging as it reguires infer
rng the exact torwarding paths tzken by the Bitcomn ualhc
using measurements {e.g., traceroute) or routing data (BGP
announcements), both of which can be forged [41]). Even
ignoning detectability, midgating network attacks is alse hard
as it 1s essentinlly a human-driven process consisting of
hiterme, rovting around or disconnecthing the attacker. As an
illustration, it took Yeutube cleose to 3 hours to locate and
resolve rogue DGP anncuncements largeting its infrastructure
in 2008 [6]. More recent examples of routing attacks such as
[S1] qresp. [S2]) ook 9 (resp. 2) hours 1o resolve in Nevember
(ressp. June) 2015,

One of the reasons why routing awtacks have been over-
looked in Bitcoin is that they are often considered 1o chal-
lenging to be practical. Indecd. perturhing a vast peer-to-peer
metwork which uses random Jooding 15 bard as an attacker
would have to intercept many connections to have any impact.
Yet. two key characteristics of the Intemet’s infrastructure
mzake routing attacks against Bitcoin possible: (7) the efficiency
of routing manipulaton (BGP hijacks); and (if) the centraliza-
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Hijacking Bitcoin:
Routing Attacks on Cryptocurrencies

» The author’s opinion:
— Attack#1: Routing attacks can partition Bitcoin into pieces
— Attack#2: Routing attacks can delay block delivery by 20 minutes
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Source: https://btc-hijack.ethz.ch/
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Stability of Blockchain

* "One presenting one of our articles released last February
where we review and correct Satoshi’s calculations of the
probability of double-spending in the Bitcoin founding paper.
For the first time, we proved a fact, often stated but never
proved before in the literature, that this probability decreases
exponentially to zero in terms of the humber of confirmations.”

» "Our second proposal is a novel study of blockchains stability
where we discuss the convergence between private and public
interests by highlighting possible cases of instability never

really studied so far."

- Cyril Grunspan (ESILV, France)
Ricardo Perez-Marco (CNRS, U. Paris VII, France)

https://medium.com/@CGrunspan/open-letter-to-stanford-universitys-president-and-to-the-bitcoin-community-7ea56239ed5e
gg © Shigeya Suzuki 76
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BASE Alliance Activity Overview

Test bed

Community

© Shigeya Suzuki

87



I BSafe.Network



BSafe.Network

- BSafe.Network[BSAFE][BSAFEW] is a testing platform for Blockchain
among academia for experimenting new codes, etc

— Currently, Bitcoin Blockchain (with Segregated Witness patch)

« 18 Universities at this moment:

— Boston University(USA), Cambridge Centre for Alternative Finance at the
Judge Business School(UK), EPFL(Switzerland), ETHZurich(Switzerland),
Imperial College London(UK), Imperial College London(UK),

Indian Statistical Institute(India), Keio University(Japan),

Massachusetts Institute of Technology(USA), Newcastle University(UK),
Ritsumeikan University(Japan), SIM University(Singapore), Toho
University(Japan),

Univ. of Cape Coast(Ghana), Universitat Autonoma de Barcelona(Spain),
University of British Columbia(Canada), University of Cambridge(UK),
University of lllinois Urbana-Champaign(USA), University of Nicosia(Cyprus),
The University of Tokyo(Japan)

© Shigeya Suzuki
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Blockchain as an Audit-able
Communication Channel

 Author
— Shigeya Suzuki, Jun Murai

« Abstract

— Applications requiring strict access control, such as medical record query, often
require auditing of the query. The current typical design relies on server side
logging. However, logging on server-side do not provide strict means of auditing,
since the server can be tampered with attackers, and also anybody who has
permission to write can modify the log. We propose a scheme using blockchain
technology, as a request-response channel for a client-server system, to record
both client request and server reply in an audi-table manner. We have
iImplemented a proof-of-concept system on top of a publicly available blockchain
testbed. By using a blockchain as a client-server request-response channel, the
request-response sequence can be verified by anybody who has access to the
blockchain, providing a way to implement audit log for strictly controlled

resources. http://ieeexplore.ieee.org/document/8029983/ 91



Client

|
' - Function selector

| - Data as execution parameter
| - An identity or a credential

|

Request

Reply

_______________________

- Results
- An identity (Optional)

logging | ~--------- |

__________

Server
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