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6man WG

B IPv6 Maintenance WG
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B 7177 : Bob Hinden, Ole Troan
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6man Agenda
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Agenda

« Introduction, Agenda Bashing, Document Status, Chairs, 10 min.
e 2
1.SRV6DN\Y S EE

V
« IPv6 Segment Routing Header (SRH), draft-ietf-6man-segment-routing-header , Darren Dukes, 40 min.

Working Group Drafts

« IPv6 Router Advertisement IPv6-Only Flag, draft-ietf-6man-ipv6only-flag_, Brian Carpenter, 15 min.

 Privacy Extensions for Stateless Address Autoconfiguration in IPv6, draft-ietf-Gman-m te—Coni 20 min

Active Individual Drafts 2.(FrE=)IPv6-only flag
in RA

New Individual Drafts

« The IPv6 Virtual Private Network (VPN) Context Information Option, draft-bonica-6man-vpn-dest-opt , Ron Bonica, 9 min.

« Destination Originates Internet Control Message Protocol (ICMP) Packet Too Big (PTB) Messages, draft-leddy-6man-truncate , Ron Bonica, 9 min.

« The IPv6 Unrecognized Option, draft-bonica-6man-unrecognized-opt , Ron Bonica, 9 min.

« Zero valid lifetimes on point-to-point links, draft-zerorafolks-6man-ra-zero-lifetime , Lorenzo Colitti, 9 min.

« IPv6 Neighbor Discovery Extensions for Prefix Delegation, draft-templin-6man-dhcpv6-ndopt , Fred Templin, 9 min.

« OAM in Segment Routing Networks with IPv6 Data plane, draft-ali-spring-srv6-oam , Zafer Ali, 9 min.

« Router Advertisement Extensions for On-Demand Mobility, draft-feng-dmm-ra-prefixtype , Wu-chi Feng, 1 min.
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IPv6 Segment Routing (SRv6)

B Segment Routing(SR)
- SID (Segment Identifier) &ME(EINBEBIF=Z. /— R¥°U
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« SR-MPLS: SIDZMPLSSANJLICZE A

« SRv6: SIDZIPV6)” RL- X &E L. IPVOHLERAW S (.
Segment ListZz$&EA
v" SRH (Segment Routing Header) &I (EN 3




IPv6 Segment Routing Header (SRH)

B draft-ietf-6man-segment-routing-header
 SRHOMARZREIT DWGKRST ~

SRH

0 1 2 3
0123456789 012345678901234561789°01
S S S S O St S S S S

| Next Header | HAr Ext Len | Routing Type | Segments Left |
s e S e e SN L S S S S SRS
| Last Entry | Flags | Tag |

S ST S O S S S

Segment List[0] (128 bits IPv6 address)

e s S S e S S

SO S S S S G S S S S S S S S S

Segment List[n] (128 bits IPv6 address)

s AT T S S O T T S T S O O S S S S S S S

// //
// Optional Type Length Value objects (variable) //
// //

e S S I S S s et S



IPv6 Segment Routing Header (SRH)

B ERNTITLUTVSD
Running Code

» Linux (Feb 2017 - kernel 4.10)

» Cisco (April 2017)
2 OSes (I0S XR, I0S XE)
3 ASICs

» FD.io VPP (April 2017 - 17.04)
» Bell Canada, Barefoot, P4 (May 2017)

> Huawei
3 Platforms with SRH implemented

> Juniper (Prototypes)

» See draft-filsfils-spring-srv6-interop for interop details




IPv6 Segment Routing Header (SRH)

B SROV—FFUFvI(CE T DRFC8402(7HICRFCIL) =&h&

« CDIPv6 Segment Routing Header (SRH)DRFCitZ G (C
HESHT. SRv6 Network Programming(3ZNa&iad 3

RFC8402 Segment Routing Architecture

/4

draft-ietf-6man-segment-routing-header

draft-filsfils-spring-srvé6-network-programming
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IPv6 Segment Routing Header (SRH)
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IPv6 Router Advertisement IPv6-Only Flag

B draft-ietf-6man-ipvéeonly-flag
« IPV6 OnlyDxRY ND—DOTHD ERRYT TS ZRAISENN

Main Draft Content SR+

l ETF

e New flag for Router Advertisement (RA) that
allows administrator to notify dual stack hosts
on link that this is an IPv6-Only link

012345¢67

+=t=t=—t=Ft=F=+-+-+ . .
IM|O|H|PrE|P|6|R]| Bit 6, named 6, is
S s for IPv6-Only ©

Values:
0 This is not an IPv6-Only link
1 This is an IPv6-Only link

e Draft updates the IANA RA Flags Registry to
add this flag



IPv6 Router Advertisement IPv6-Only Flag
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6man Agenda
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Agenda
« Introduction, Agenda Bashing, Document Status, Chairs, 10 min.

Working Group Drafts

« IPv6 Segment Routing Header (SRH), draft-ietf-6man-segment-routing-header , Darren Dukes, 40 min.

« IPv6 Router Advertisement IPv6-Only Flag, draft-ietf-6man-ipv6only-flag_, Brian Carpenter, 15 min.

 Privacy Extensions for Stateless Address Autoconfiguration in IPv6, draft-ietf-6man-rfc4941bis , Fernando Gont, 30 min.

Active Individual Drafts

New Individual Draf ——
ew Individual Drafts 1. zero lifetimelC KD

« The IPv6 Virtual Private Network (VPN) Co J:;ﬂNWO)t}J D %E i

Nn-d

« Destination Originates Internet Control Message P

ecognized-opt , Ron Bonica, 9 min.

« The IPv6 Unrecognized Option, draft-bonica-6man-

g

« Zero valid lifetimes on point-to-point links, draft-zerorafolks-6man-ra-zero-lifetime , Lorenzo Colitti, 9 min.

2. RA vs DHCPV6[EIED
BRRERIZ DM ?

MP) Packet Too Big (PTB) Messages, dra

n-truncate , Ron Bonica, 9 min.

« |IPv6 Neighbor Discovery Extensions for Prefix Delegation, draft-templin-6man-dhcpv6-ndopt , Fred Templin, 9 min.

« OAM in Segment Routing Networks with IPv6 Data plane, draft-ali-spring-srv6-oam , Zafer Ali, 9 min.

« Router Advertisement Extensions for On-Demand Mobility, draft-feng-dmm-ra-prefixtype , Wu-chi Feng, 1 min.
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Zero valid lifetimes on point-to-point links

B draft-zerorafolks-6man-ra-zero-lifetime

B P2PLU>Z(CPE> Tvalid lifetimezttOCd B EZIHFSF L. FlD
> OICTICHFEEENDLDOICT DIRE
o IPVODMIFRRTIE. AIE/RRAICKDINEZ T D I=sbvalid
lifetimeZz 2BFEIUA T (C T B EIFTE/RVRFC4862]5.5.3

Proposal

e Accept zero valid lifetimes if:
o The link-layer guarantees that there is only one node on the link from which the host can
receive Router Advertiesements, and
o The link has another prefix of the same scope with sufficient Valid Lifetime

e The host needs to know that it's on such a link
o Alink with RA guard enabled does not qualify since the host does not know if it's enabled
o Note: when IPv4 goes away, RA guard becomes an absolute must, and this document (and
the DoS scenario in §5.5.3) will become obsolete



Zero valid lifetimes on point-to-point links
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IPv6 Neighbor Discovery Extensions for Prefix Delegation

draft-templin-6man-dhcpv6-ndopt
IPV6DBEEN)” KL REETEZHT—
« RAEDHCPv6Z Mz

Unified Service Mechanisms

* Define a new IPv6 ND option code known as the “DHCPv6 Option”
* Option encapsulates DHCPv6 client/server messages

* When a node comes onto a link, it can send a Router Solicitation (RS) with an embedded
DHCPv6 option

* Routers on the link receive the option and forward it to the DHCPv6 server

* DHCPv6 server processes the option as a DHCPv6 client request, and forwards a DHCPv6
reply to the client via the router(s)

* Routers include the DHCPv6 reply in a DHCPv6 option in their unicast Router
Advertisement (RA)

* Four or more messages condensed into just two

* No need for examining RA “M” & “0O” bits

* Legacy routers that do not recognize the option simply ignore it
* A single unified service for all autoconfiguration



IPv6 Neighbor Discovery Extensions for Prefix Delegation
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veops WG

IPv6 Operations WG
5937 : 20024
F 1 7 : Fred Baker, Ron Bonica, Lee Howard
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vbops Agenda

m/\1>1hk
[ FRIPVeFI IR ]
Thursday 13:30 APNIC X b XE—71
World IPv6 Trends
George Michaelson, APNIC 2. 4over6 (CXFnd DCPEND
Regquirements for IPv6 Routers EREIR
2018-05-26 , <draft-ietf-vbops-ipvortr-regs> — ~———
R irements for IPv mer E R r IPv4 Connectivi -a-Servi

2018-06-25, <draft-ietf-v6ops-transition-ipv4aas>

NAT64/464XLAT Deployment Guidelines in Operator and Enterprise Networks
2018-07-02 , <draft-ietf-v6ops-nat64-deployment>

Multi-Addressing Considerations for IPv6 Prefix Delegation
2018-06-14 , <draft-templin-v6ops-pdhost>

Discovering PREF64 in Router Adver‘tisementsk

2018-07-19, <draft-pref64folks-6man-ra-prefg N :
3. NAT64Aprefixdd>+ XA\
Friday 9:30 DA EDIRE

IP over Ethernet (IPoE) Session Health Checking
2018-07-02 , <draft-patterson-intarea-ipoe-health>

Discovering Provisioning Domain Names and Data
2018-06-04, <draft-ietf-intarea-provisiéfiing-domains>




World IPv6 Trends

B SXXNTLEFT—23>
« APNIC George MichaelsonE
o DxJLEZFAUTIPV6 CRENRERI—TVEEZET
o HERDIPVEEAANTICEALT: 18%

The world is on around 18% IPv6 Capability

» Capability as in ‘can use IPv6’ not necessarily preferring it.

* Measured as % of sampled users who can fetch an IPv6 addressed web asset
embedded in a web advertisement.

* 15million or more samples per day, worldwide
* Figures adjusted for relative internet population
* We over-sample the US, under-sample India

e Other measures place it slightly higher at 20% or better
* Consider APNIC a ‘low side’ count and them as ‘high side count’
* |Its pretty well bracketed. It’s a high confidence figure. I

* Lets rank the economies by IPv6 capability above and below 18% ™



World IPv6 Trends
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G20
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-- 59.00% |US | 44.87% | DE [ 37.15% | GR 36.71% UY 32.26% CH 28.03% |BR | 27.95%
27.84% MY 27.47% LU 26.64% - Fl  25.82% -- TT 24.22% EE  23.75%

T T e

Missing: ID, TR

PT 1783% TH 17.01% AU 16.74% EC 16.67% VN 15.17% NO 14.07% HU 1336% TW 13.12%
MO 12.52% PE 12.35% RO 11.41% SI 11.15% KR 11.04% NL 11.00% SE 10.92% CZ 10.71%
MX 10.70% SA 9.83% GT 9.25% ZW 89%0% PR 889% SG 7.85% PL 7.83% LK 7.81%

AT 7.24% -- BT 567% BO 526% DK 505% SK 437% EG 3.18% --
-- BA 3.00% LV 298% GA 249% IL 234% IR 225% AE 2.23% --

BG 166% KE 162% |RU 156% DO 094% CO 066% TG 047% |2ZA | 041% 1Q 036%
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World IPv6 Trends
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Requirements for IPv6 Customer Edge Routers to
Support IPv4 Connectivity as-a-Service
B draft-ietf-v6ops-transition-ipv4aas

B IPv4 as a Service(IPv4aaS)& LT, IPv4 over IPVotEEZ T
HIDCPEICDWCHOEREIREZFEDHIZRS T

o HBIDHEE(T TOAAS MRE)ICDWLWTHOEKEIE
o BITOFMIICDVLTOERIDEREIR
v 464XLAT, DS-Lite, MAP-E, MAP-T, Lw406

NT T Communications
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Requirements for IPv6 Customer Edge Routers to
Support IPv4 Connectivity as-a-Service

B DHCPV6 CTCPEICIPV4 over IPVOHLEEZR T T 1 9 DRIC.
A64XLATZ TR O — Rik1 > MAEIDZH TSN TLVRLY

« RS> BMTIANAICESK
Option Codes Permitted in the S46 Priority Option

Registration Procedure(s)
IETF Review
Reference

[REC8026] .
Available Formats L@Ij{

=
csv

Option Code [Z] S46 Mechanism [I] Reference [I]

64 DS-Lite [REC6334]
88 DHCPv4 over DHCPv6 [REC7341]
94 MAP-E [REC7598]
95 MAP-T [REC7598]

96 Lightweight 4over6 [REC7598]
1Globjcll IRCIThll’asrtr}er I
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Requirements for IPv6 Customer Edge Routers to
Support IPv4 Connectivity as-a-Service
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Discovering PREF64 in Router Advertisements

B draft-pref64folks-6man-ra-pref64
B NAT64D 77 KL A(PREF64)DF 1 X )\ EUTRAZEDS A
EDIEE
- DNS64/NAT64TI(E. NAT64FHD 7 KL X (PREF64)H',
DNS64 TiIRE=NS

. f5: Google Public DNS64

v DNS64 is a DNS service that returns AAAA records with
these synthetic IPv6 addresses for IPv4-only destinations
(with A but not AAAA records in the DNS). This lets IPv6-
only clients use NAT64 gateways without any other
configuration. Google Public DNS64 provides DNS64 as a
global service using the reserved NAT64 prefix 64:ffO9b::/96.

B 464XLATY>. NAT648C F CDIPV4 L AUFTZILTDTZ I
ATld. DNS647%ZFHUVRULZEHDNSITHKTF U7V AZ CTPREF64

ZBDWENDD
y %RAT“ @Eﬁ L/ CJ: 5 métions Global ICT Partner I
\7 nnnnnnnnnn . Reliable . Seamless.
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Discovering PREF64 in Router Advertisements

PREF64

« “Well-Known Prefix” [RFC6052] 64:ff9b::/96

« “Local-Use IPv4/IPv6 Translation Prefix” [RFC8215]
64:ff9b:1::/48

—PREF64(IIRIB(CK D TERDOIEEMEN DD

PREF64 (30— 1) LIRIRIR(NAT64HE T ) T UHOMEDNIRUWD T,

LANAADEETEIIMEFE CETDEUTCRAICKDTHER B EEHKN

5D EVNDDNMERDEE

e DNS64 (k7 LR &C. DNS64 &EDNSSECOHHERTE
EFRRTED

SBEDRIG

o IFEHY

« DNS64%5 1 A)\U T BHEZ RSO TLNVBRFC7050(C,
BRENHDDDTIE. EVWDIEHEICHE
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