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HTTPtre (HTTP-Core)

- HTTP/1.1 (RFC 7230 ~ 7235) DBEHREEE,

- RFC 723x MInternet-DrafthAHTTPBis &l
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SEIXHTTPtre”,

- RFC2616 => RFC 723x IZIEX7HEZZELf-, HTT/2XQUICZ:
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(HTTPbis WGOD ZRIEZDEF)
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HTTPtre (HTTP-Core)
‘HTTPD LR TA IR EHTTP.A DI AT R %5 B

RFC 7230 - Hypertext Transfer Protocol (HTTP/1.1
RFC 7231 - Hypertext Transfer Protocol (HTTP/1.1
RFC 7232 - Hypertext Transfer Protocol (HTTP/1.1
RFC 7233 - Hypertext Transfer Protocol (HTTP/1.1
RFC 7234 - Hypertext Transfer Protocol (HTTP/1.1
RFC 7235 - Hypertext Transfer Protocol (HTTP/1.1

: Message Syntax and Routing
: Semantics and Content

: Conditional Requests

: Range Requests

: Caching

. Authentication

N N N N N N

v

draft-ietf-httpbis-semantics-02 - HTTP Semantics
draft-ietf-httpbis-cache-02 - HTTP Caching
draft-ietf-httpbis-messaging-02 - HTTP/1.1 Messaging




L httpwg / http-core ©Watch 27 KStar 26 YFork 3

<> Code © Issues 79 (') Pull requests 4 1"l Projects 0 1 Insights
is:issue is:open Labels Milestones m
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® Be explicit about string case sensitivity
#133 opened 13 days ago by mnot

® Upgrading Weak ETags | caching 31
#132 opened 14 days ago by mnot

® Request Cache-Control directives 'caching
#129 opened 28 days ago by mnot

® Quoted cache-control directives ¢aching (s
#128 opened 28 days ago by mnot

® Changing HTTP version on a connection ' hl-messaging.
#127 opened on 30 Jul by mnot

https://github.com/httpwg/http-core/issues



CDN Loop Prevention

WEEMNCDNIZEEHAOETE VI TR EETHIET, KZEICTHTTPYIZ VR M
CDNTforward& (T2 EFEZNH D,
( Forwarding-Loop Attacks in Content Delivery Networks )

IW—T%#[H<T=HIZCDN-Loop~ANY A EEEL, TNERDETIL—TERHMT 5B,

CDN-Loop: FooCDN, barcdn; host="foo123.bar.cdn"

CDN-Loop: baz-cdn; abc="123"; def="456", anotherCDN
option pS/To0IS 1ett.ora/ntmizdrait-can-toop-prevention-00 )



https://tools.ietf.org/html/draft-cdn-loop-prevention-00

Alt-Svc SNI and DNS ALTSVC (1/2)

alt-sve&ld. WebH—E XZRIDORIOTARIIL - —/NTIRIETEBRIEEZI5A4T R
(ZEBE9 S A,

=&z &, example.comlfexample.netD Y —/\THIZIE TEEHEE T HI

Alt-Svc: h2="example.net:443";

CDLARRYAANYA % 2TE>1=7 50 HIZexample.netlZDHEF(ZFT7K, CDEED
SNIETTD kAL DEEBAE (example.com)Z73 5



Alt-Svc SNI and DNS ALTSVC (2/2)

Alt-SvclZSNID 74— LR ZFIEMNT %,

Alt-Svc: h2="example.net:443";sni=example.net

TLS SNIlZexample.comZ{E5H%, HTTP/2a U a LR IC
[CERTIFICATE_REQUEST | 7L —LZ%:£{§ Lexample.netDEEBAEZERT 5

Z99BHZET., example.net~DFEHRER THHIEMNMETED,
DNS ALTSVCTI&. EiEDalt-svelgHizaDNSLO—F TRIETES KOG 5,
=>TLS ESNIEDLLEDHR/ITELE



HTTP-initiated Network Tunnelling

- QUIC(UDP)T®. Proxyb> )4 D&k

HTTP/2 over TLS via HTTP/I.1 forward proxy Hypothetical: HTTP over QUIC via secure HTTP/QUIC forward proxy
HTTP/2 HTTP/1.1 HTTP/2 HTTP/QUIC HTTP/QUIC HTTP/QUIC
Client Proxy Server Client* Proxy* Server
example.com example.com

UDP
QUIC transport security
QUIC stream
2?2 example.com
ﬁ CcP /
QUIC stream
GET /foo
P HTTP
@R E R RN RSN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
TLS
TCP UDP
P P




wpack (Web Packaging)

- WebHA,E—DDIT7AILIZEEOBEETEEET A HEA
- FI75A42THOWebBEEX, USBAE)IZLDAZITELLE DHR
- TDRADR—=DF R DY —/I\DLIRETES
- 2D S
- Bundled HTTP Exchange: ##@OHTTPUIITRAF L AR R %
—2|Z9 3
- Signed HTTP EXchange: ER&%*LBEMATEEICT S
- INDEHRAITEST, KEDURLEIFRIDEZAMNLZFDURLIMAGD L
ARVRELTRETESLOZHS
- AVTUOYDEANFE—N\DFEHMNAURLT—DIZE>TUL =AY &
A REETED



wpack (Web Packaging) shide meeting

- IETF 102 T4 Shide MeetinghEfEsh
- FELGHTTPbisO AT=BEFEMNEDLT . ATFEES
- RNBE
- A—RGT—ADHER
- CDN
- Service Worker:mEH#
- EHALGE
- XA T4LDRE
- W3C/WhatWGEEELTEIO TLKILENH S



SRV and HTTP side meeting

HTTPTOSRVOFIAIZ DT D&
Use cases for SRV:

- 1. Load balancing

- 2. Service on alternate port

HTTPTIZXAIt-Svcax{Eof=U L, AlD LA ZE{[FE-TLVS
- KYBRWAREIE?ERADOLI—F or TxtLa—F?
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QUICLIE

QUICEIZ. GooglettAEFEL=-ZOra/L
UDPLETEMEL. TCPO IO EFEEL. TLSD IO ICEEFSIESNT-BIEZTR
#9235, ETOrIILELT, HTTPEREELTLAAREE (FSHiELy

(- N
HTTP/2 ! HTTP over QUIC !
9 ( QuUIC )
TLS TLS 1.3 ]
S < TCP-like congestion
control, loss recove
TCP \ ry)‘
UDP
< Z J
e ™)
IP

o

51/ IETF98 QUIC Tutorial 14p
https://datatracker.ietf.org/meeting/98/materials/slides-98-edu-sessf-quic-tutorial



draft-ietf-quic-gpack-02

( s P
HTT‘ draft-ietf-quic-http-14 ) HTTP over QUIC |
1 fi QUIC )
draft-ietf-quic-tis-14 [
TLS 1.3 )
TL
> draft-ietf-quic-recovery-14 TCP-like congestion
control, loss recovery 4
TC draft-ietf-quic-transport-14
UDP
\ 2z ’
§ A
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\

draft-ietf-quic-manageability-02 /
draft-ietf-quic-applicability-02




NV

- 7th Implementation Draft

H: handshake
D: Stream Data
C: Connection Close

]
lMinq Mozquic . Quicly ngtcp2 mvfst picoQUIC winquic 5 ATS Pandora AppleQUIC ngx_quic !gquic q
Minq |HDRZ ~ HD _HD
Mozquic
Quicly| HD VHDRZ | VHDR |
quant |
P01 tioc I VHoC VHDCRZ vHoC
mvfst
picoQUIC VHDCRZ VHDCRZ 'VHDCRZS VHDCR
winquic VHDCRZ VHDCRZ | vHDCRZS REIev4Y | VHDCRZ| VHDCR
5
Pandora |
AppleQUIC
ngx_quic
!gquic



https://github.com/quicwg/base-drafts/wiki/7th-Implementation-Draft/_edit
https://github.com/quicwg/base-drafts/wiki/_new

QUIC WG
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- PIFY ., KENERE
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#1717 opened 15 hours ago by Inicco
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QUIC WG

- KELZTEH
- NI EESDIEEIE
- 0 stream OB RE: TLS/\U RO A9 EHNDESR

- Connection IDs: MigrationB M 1D M &2 {5 B &
- Stateless Reset: YIErD JIL—T =8

- HTTP Priority: Y > E AR )—L

- Spin Bit: 1bit F#5

- QPACK



Stream 0 (1/2)

- QUICILTLS1.3M/\> x4 9% Stream 0 TfTHo TV =
- Stream OMIEE 24K IRLNELRY | Stream 0D B E%LE &K
IBEDEHITIEH>TUVE
- QUICETLSRAYIMEFREELTEY . LAV I T ZTLM &L
SQEmaEEbHY
- |IETF 101X QUIC over DTLSHEDIRELH =M. RO TT
A F—LIZE>TERINDEIZLEHT-



Stream 0 (2/2)

TLS messages:
TLS records:
QUIC frames:
QUIC packets:
UDP datagrams:

BAR

TLS messages:
QUIC frames:
QUIC packets:
UDP datagrams:

# 7T

SH EE | Certificate | Fin NST
plaintext HS 1RTT
streamO streamO streamO
HS HS 1RTT
datagram datagram
SH EE Certificate Fin NST
CRYPTO_HS | CRYPTO_HS | CRYPTO_HS | CRYPTO_HS
Initial HS HS 1RTT
datagram datagram




HTTP Priority on QUIC

Agg Fess |Ve P Fun | N g Active = open or recently closed

Inactive = closed >1 RTT ago

|

N

ooeo-




Other topic

- QUIC Version 44 and IETF QUIC
- Chrome MGoogle QUICH IETF QUICADIITET IR
- Google QUIC v44 TlnvariantsZ »t it
- Chrome CanaryTA 723 tETHRIZAIEE

https://groups.google.com/a/chromium.org/forum/#!msa/proto-quic/b6g9Z18W5gn0/woUEYoBkDQAJ



https://groups.google.com/a/chromium.org/forum/#!msg/proto-quic/b6gZ18W5qn0/woUEYoBkDQAJ

Sk

interim (September 17-18)
- 8th Implementation Draft

milestone
- Sep 2018 Version-Independent Properties of QUIC to IESG
- Nov 2018 Core Protocol document to IESG
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