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Post-Quantum Cryptography (PQC) &I(%

Post-quantum cryptography

From Wikipedia, the free encyclopedia

Post-quantum cryptography refers to cryptographic algorithms (u

computer. This is not true for the most popular public-key
with the currently popular algorithms is that their security

A R—ZD
FZILTYZX LMD 2?2 ™

logarithm problem or the elliptic-curve discrete logarithm p
running Shor's algorithm.["I2] Even though current, publicly
many cryptographers are designing new algorithms to prepa
from academics and industry through the PQCrypto conference series sin
hosted by the European Telecommunications Standards Institute (ETSI) and the In

In contrast to the threat quantum computing poses to current public-key algorithms, m rrent symmetric cryptographic algorithms and hash functions are
considered to be relatively secure against attacks by quantum computers.2[7] While the quantum Grover's algorithm does speed up attacks against symmetric
ciphers, doubling the key size can effectively block these attacks.[8! Thus post-quantum symmetric cryptography does not need to differ significantly from
current symmetric cryptography. See section on symmetric-key approach below.

Post-quantum cryptography is distinct from quantum cryptography, which refers to using quantum phenomena to achieve secrecy and detect eavesdropping.

Contents [hide]

1 Algorithms
1.1 Lattice-based cryptography

— EFIESEMEE
Y, bhdE
Zi\kh
RS> THEIIL T
BDATEDIT? N

ikipedia.org/wiki/Post-quantum_cryptography o
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cfrg CDPQC

s RYHmHONAE VI REERILESN TS TS

CFRG Agenda
IETF 99 Prague, Czech Republic
July 18, 2017 15:50 - 17:50 Congress Hall I,

Chairs: Alexey Melnikov and Kenny Paterson
*%% PRELIMINARY **% : PQC

15:50 CFRG status update from CFRG chairs : . Non-NIST Approved

(5 mins; Kenny Paterson)

15:55 Re-keying Mechanisms for Symmetric Keys
(10 + 10; Stanislav V. Smyshlyaev)
https://datatracker.ietf.org/doc/draft-irtf-cfrg-re-keying/)

16:15 Verifiable Random Functions
(10 + 10; Sharon Goldbergqg)
https://tools.ietf.org/html/draft-goldbe-vrf-01

Collective Edwards-Curve Digital Signature Algorithm
(10 + 10; Bryan Ford)
https://datatracker.ietf.org/doc/draft-ford-cfrg-cosi/

The Transition from Classical to Post-Quantum Cryptography
(5 + 5; Kenny Paterson for Paul Hoffman)
https://tools.ietf.org/html/draft-hoffman-c2pg-01

Hash-Based Signatures

(10 + 5; David McGrew)

https://datatracker.ietf.org/doc/draft-mcgrew-hash-sigs/

See also: http://eprint.iacr.org/2017/349.pdf; http://eprint.iacr.org/2017/349.pdf; https://github.com/cisco/hash-sigs

KangarooTwelve
(10 + 5; Quynh Dang for Beno”t Viguier)
https://tools.ietf.org/html/draft-viguier-kangarootwelve-00

Two proposals: ECC mod 8791 + 5 and DH mod 630(427!+1)+1

(10 + 5; Andrew Allen for Dan Brown)

I
https%epidum.co.jp/ Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 11 \_/



cfrg CdDPQC

The Transition from Classical to
Post-Quantum Cryptography:
draft-hoffman-c2pq

Paul Hoffman, ICANN

https://datatracker.ietf.org/meeting/99/materials/slides-99-cfrg-the-transition-from-classical-
to-post-quantum-cryptography-draft-hoffman-c2pq

@
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cfrg CdDPQC
Draft!= 1T T2 F 1T 51211 THCRE P+ HE

Hash-Based Sighatures
draft-mcgrew-hash-sigs-07

What’s New

Scott Fluhrer, Mich:

» Updated draft with security tweak
IETF 99 Crypto F https://datatracker.ietf.org/doc/draft-mcgrew-hash-sigs

* Proof of security
Further Analysis of a Proposed Hash-Based Signature Standard, Scott Fluhrer,
June, 2017, http://eprint.iacr.org/2017/553.pdf

e Comparison with XMSS
LMS vs XMSS: A comparison of the Stateful Hash-Based Signature Proposed
Standards, Panos Kampanakis, Scott Fluhrer, April 2017,
http://eprint.iacr.org/2017/349.pdf

* Full-featured C implementation
https://github.com/cisco/hash-sigs

. https://datatracker.ietf.org/meeting/99/materials/slides-99-cfrg-hash-based-signatures-draftf @
Iepldum mcgrew-hash-sigs-07 J

https://lepidum.co.jp/ Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 13



saag CADPQC

agenda

1. WG/BoF Reports and administrivia (10 mins)

2. Invited/offered talks
1. Post-Quantum Crypto, Kenny Paterson (30 minutes)

2. Pretty Easy Privacy (pEp), Volker Birk (15 minutes)

3. Certificate Limitation Profile, Dmitry Belyavsky (5
minutes)

3. open-mic (60 mins)

https://datatracker.ietf.org/meeting/99/materials/slides-99-saag-saag-ietf-99

@
lepidum | | | 14 G
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saag CADPQC

Kenny Paterson

Information Security Group

@kennyog

/AW/A&’/AW)’A%/A%YA%YA‘@YA)f&é’){@

HOLLOWAY

| epl dum https://datatracker.ietf.org/meeting/99/materials/slides-99-saag-post-quantum-cryptography/ @
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SEEH : NIST PQC Contest

Ways Forward — PQC

NIST process, 2016 — 2023(ish) for standardising post-quantum public key
algorithms.

e http://csrc.nist.gov/groups/ST/post-quantum-crypto/

e Deadline for submissions is Nov 30,2017

* Evaluation criteria: security, cost, flexibility/simplicity/adoptability.

* Process (5-7 years):

https://datatracker.ietf.org/meeting/99/materials/slides-99-saag-post-quantum-cryptography/

lepidum

https://lepidum.co.jp/

First conference (Feb. 2018)

12-18 month evaluation period — public and NIST staff.
Second conference.

(Optional tweaking.)

12-18 month evaluation period.

Third conference.

Publication of report and portfolio OR decision for further evaluation.

Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 1 7
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ipsecmeT®dDPQC (1/2)

Agenda

» Agenda bashing, Logistics — Chairs (5min)

 Draft status
- Finished & Almost finished WG drafts — Chairs (5min)

« Work / other Items
— Split DNS (10 min)
- Implicit IV (10 min)
Postquantum preshared keys (10min)
Hybrid Quantum Safe Key-Exchange (10 min)

EC + PQC Ideas (5 min)

Minimal G-IKEv2 Implementation (10 min
- Responder Initiated IP Address Update in MOBIKE (10 min)
- Diet-ESP (5 min)

| epl dum https://datatracker.ietf.org/meeting/99/materials/slides-99-ipsecme-chair-slides @

https://lepidum.co.jp/ Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 18



ipsecme TDPQC (2/2)

s Postquantum preshared keys
= PSKZPostquantum> CsEE CRERAREH (?) 2o/
= JUWNICIEDPA4 LIy R?27R77L

= Hybird Quantum Safe Key exchange
o IKECHIFTDEEZHEE LU TPQCZED>B P D ENDIER

= strongSwan T TCOEREEH D

https://github.com/post-
quantum/strongswan/blob/gske/README.QSKE.md

Name Number Key exchange
RLWE 128 1 Diffie-Hellman-like
NewHope 128 2 Diffie-Hellman-like
NTRU EES743EP1 3 KEM

NTRU-Prime 216 4

KEM
O
|
Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 19 \_/
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dcrup COE)E

200758 IZRFC4871 L TEELEINT-DKIMZEA > (Z
LboE2ETH5WGE

DKIM Crypto Update (dcrup)

About  Documents  Meetings  History;

Document Ed25519+SHA256 }D/Shepherd

Active Internet-Drafts

“»

draft-ietf-dcrup-dkim-crypto-05 017-08-06 I-D Exists B
New cryptographic signature methods for DKIM 7 pages WG Document
draft-ietf-dcrup-dkim-ecc-01 2017-06-21 I-D Exists

Defining Elliptic Curve Cryptography Algorithms

for use with DKIM
draft-ietf-dcrup-dkim-usage-03
Cryptographic Algorithm and Key Usage Update to 6 pages
DKIM

ECDSA+NIST Prime256

SHA-1Z & Lt

. https://datatracker.ietf.org/wg/dcrup/documents/ °
lepidum 21
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lampsTOE)E

X509¢S/MIME[]FIZ AT ZE R H I DSHA-3 (SHAKE1288 LT
SHAKE256)ZH9 & ! o TLVOHEFE

SHAKE128/256 and SHAKE256/512 for PKIX and S/MIME
Quynh Dang
Computer Security Division
National Institute of Standards and Technology (NIST)

-Specifying SHAKE128/256 and SHAKE256/512 for PKIX and S/MIME.

Supporting reason: Keccak and SHA-3 functions (including all the FIPS 202 and SP 800-185 functions) are the outcome of an
open competition, unlike the previous hashing standards. They have a clear design rationale and have been receiving a lot of
public cryptanalysis during and after the SHA-3 competition to today. All of that gives great confidence that the SHA-3s are
very secure. The SHA3s also have much larger security margins than SHA-2s. In addition, since the design of the SHA3s is very

different from SHA-2s (and other ARX-based designs), they offer sane diversity for security. Therefore, the SHA-3s are
excellent alternatives to SHAZ2s.

December 2017: WG adoption of a SHAKE128/256 and SHAKE256/512 draft for PKIX.
December 2017: WG adoption of a SHAKE128/256 and SHAKE256/512 draft for S/MIME.
August 2018: WGLC for the SHAKE128/256 and SHAKE256/512 draft for PKIX.

August 2018: WGLC for the SHAKE128/256 and SHAKE256/512 draft for S/MIME.

https://datatracker.ietf.org/meeting/99/materials/slides-99-lamps-sha3-and-shake-for-pkix-and-smime

lepidum

@
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curdleTogEim (1/2)

WG documents status since IETF98

CMS: (default sent to IESG)
e draft-ietf-curdle-cms-ecdh-new-curves-09
e draft-ietf-curdle-cms-eddsa-signatures-06

Kerberos:
e draft-ietf-curdle-des-des-des-die-die-die-03 B

draft-ietf-curdle-gss-keyex .
: WG documents status since IETF98
PKIX:

e draft-ietf-curdle-pkix-05  SSH:

e draft-schaad-curdle-oid-re draft-ietf-curdle-rsa-sha2-09
draft-ietf-curdle-ssh-curves-05
draft-ietf-curdle-ssh-dh-group-exchange-04
draft-ietf-curdle-ssh-ext-info-10
draft-ietf-curdle-ssh-kex-sha2-08 (WGLC)
draft-ietf-curdle-ssh-modp-dh-sha2-07

—=

Other:
e draft-ietf-curdle-rc4-die-die-die-00 (WG adoption)

FERFCTHRESNT-RBESRITOEHICEATHIRAT—IAHXR

(default sent to IESG)

|epidum https://datatracker.ietf.org/meeting/99/materials/slides-99-curdle-chair-slides/

https://lepidum.co.jp/ Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved.
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curdleTOEIR (2/2)

Non-NIST Approved/iig STtk < m7aka)L~

Where are we ? - EQ*/X*...

Ed25519/Ed448 X25519/X448 Chacha20Poly1305 | AES-GCM AES-CCM
SSH Draft-ietf-curdle-ssh-ed255 | draft-ietf-curdle-ssh-curves-05 TBD RFC5647 TBD
19-00 (TBD)
DNSSEC | RFC8080 (curdle) Where are We ? = Slg/D H/U pd ateS
PKIX draft-ietf-curdle-pkix-0¢ New Signature New DH Deprecation / Crypto
draft-schaad-curdle-oic Recommendations
CMS draft-ietf-curdle-cms-e( | SSH draft-ietf-curdle-rsa-sha2-09 draft-ietf-curdle-ssh-modp-dh-sha2-07 | draft-ietf-curdle-ssh-dh-group-exchang
-signatures-06 draft-ietf-curdle-ssh-ext-info-10 e-04
draft-ietf-curdle-ssh-kex-sha2-08
XML .
DNSSEC | NA NA draft-arends-dnsop-dnssec-algorithm-
update-00 (DNSOP)
Kerberos Draft-wouters-sury-dnsop-algorithm-up
date-02 (DNSOP)
JSON Msg05357 (TBD) PKIX NA NA
7 cwms NA NA
XML
Kerberos draft-ietf-curdle-gss-keyex-sha2-02 draft-ietf-curdle-rc4-die-die-die-00
JSON
Iepidum https://datatracker.ietf.org/meeting/99/materials/slides-99-curdle-chair-slides/ -

https://lepidum.co.jp/
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s ERIYIC, EARTILTUZA? ?

ChaCha20+Poly1305
Ed25519
EJdDSA

@
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#5l : beta.ietf.org

You are here: Home > Projects > SSL Server Test > beta.ietf.org > 104.20.1.85

SSL Report: beta.ietf.org (104.20.1.85)

Summary

Configuration
Protocols
TLS 1.3 Yes
TLS 1.2 Yes

ECDHE w/x255194>ChaCha20®m ;g AV

#TLS1.3MNFIASNTLWADIFERLVEL Tw

Cipher Suites

- # TLS 1.3 (server has no preference) =l

TLS_AES_128_GCM_SHA256 (0x1301) ECDH x25519 (eq. 3072 bits RSA) FS 128

TLS_AES_256_GCM_SHA384 (0x1302) ECDH x25519 (eq. 3072 bits RSA) FS 256

TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH x25519 (eq. 3072 bits RSA) FS 256

# TLS 1.2 (suites in server-preferred order) =l

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH x25519 (eq. 3072 bits RSA) FS 128
. OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (@xcc13) ECDH x25519 (eq. 3072 bits RSA) FS 256 p\
Iepldum TLS FCDHE RSA WITH CHACHA20 POLY1305 SHA256 (@xccaf) FCDH x25519 (ea 3072 hits RSA) _FS 258 l
https:)/lepidum.co.jp/ Copyright © 2004-2017 Lepidum Co. Ltd. All rights reserved. 26 \_/
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 E-mail
» kanno@lepidum.co.jp
« SNS

> Twitter (satorukanno)
» Facebook (satoru.kanno)
> Linkedin

| BEBICTEEEL
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