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-7/15(B) Fa—kUZP)L - LETZ 3>
-7/16(B)~208(&) WGtzw>3> &BoF

- ANRW18 7/16(H)~7/17(X)
(Applied Networking Research Workshop 2018)
https://irtf.org/anrw/%018/

- [EPG=—F~« 272 7/15(H)
http://www.iepg.org/2018-07-15-ietf102/index.html

— Global Commission on the Stability of
Cyberspace (GCSC)
https://www.internetsociety.org/events/ietf/ietf-102/gcsc-event/

- Wednesday Speaker Series B 1F
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IETF 102 Chair Slides (Alissa Cooper) &b
https://datatracker.ietf.org/meeting/102/materials/slides-102-ietf-sessa-ietf-102-chair-slides-alissa-cooper-00
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o /R A MDHEEE  Juniper
e JETF102

- Zh0&#%% - Hackathon - HotRFC - IASA
e IETF103 (CDULWTCTOHOEREE(IESG)

TS

- WGE=E(FHERMNSAKIE

(C

-EERICIEZ RRYVIO=Z—F4 >0 FE

o =—F > ISHNE

— early birddE_EIF (L. =72 U 78RR
BFx3. BEEMIEI$875USD, 2ERIEINS

MDLatel— ~E$1000USD,
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o E|F

- Bob Braden(
e 3> - IRAFILE

- Steven G. Huter|K. NSRC« L O~ —,
e [SOC President and CEO

— Andrew Sullivank
- (Kathy BrownEKI(Z{81 D)

UL
JPNIC News & Views vol.1614 - Z5102[EIIETFIRE [E158#] SAKRIRE
https://www.nic.ad.jp/ja/mailmagazine/backnumber/2018/vol1614.html
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- 20184 11H3H-9H

e IETF104 TSJ\
- 20194F3A23H-29H

e IETF105 E> hUA—-IL
- 201947H20H-26H

e IETF106
- 20195 11H16H-22H

e IETF107 J\2OT—)\—
- 202043H21H-27H

e IETF108 YRU—F
- 202047H258-31H
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ANRW & (&

o EMINIRD -0 3vT
- ARE - R — - A2 —RY MEEDIZ 2151 DI
DIA—T
- Rv NJ—=DICAT DU —FDiER= =
— AT ZTHSIETREEYCT O N )LICEBIT(RZE) T B/ Xz
VED ERICT AT ZITICBWTIETFICBWLWTEIFSNTLVS b
Ew OPOREROBENSHEBEED
e ACM, IRTF & ISOC Applied Networking Research
Workshop 2018
- https://irtf.org/anrw/2018/
- 2018%F7H16H(A) 9:30-17:40(M"5KRRFY—tzwv>3>)
- 20165 (c#Ol, SHE(F=[EH,
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. Applied Networking Research Workshop (ANRW "18) - Mozilla Firefox

IrAILE REE FrN) EEEQ FvIv-7@ Y-LD ANTH

Applied Networking Research We X | 4=

« > C @ O& https://irtf.org/anrw/2018/

'ﬂ/-\pplied Networking Research Workshﬁo-b

ANRW Series | ANRW'i8  Attend  Callfor Papers Committees  Posters  Program

The ACM, IRTF & ISOC Applied Networking Research Workshop 2018 (ANRW’18) is an academic
workshop that provides a forum for researchers, vendors, network operators, and the Internet standards
community to present and discuss emerging results in applied networking research. Qur other goal is to
create a path for academics to transition research back into the IETF standards and
protocols and for academics to find inspiration from topics and open problems addressed at the IETF.

We are particularly interested in topics that focus on wide-area networks and network
security, but applied networking topics outside of these focus areas are also welcome.

The ANRW 18 takes place in Montreal, Quebec, Canada, the venue of
the IETF-102 meeting , on Monday, July 16, 2018.

Important Dates

Paper submission deadline (extended)
Paper notification deadline
Camera-ready paper deadline

Travel grants submission deadline
Travel grants notification deadline

ANRW*18 at IETF 102 in Montreal

Supporters and Sponsors

B8

By | Q#RE », @ =

Travel Grants

Applied Networking Research Workshop (ANRW’18)

Jiie

https://irtf.org/anrw/2018/

17



ANRW2018Twv=>

e 9:40 TLS

e 10
e 13
e 15
e 16

Sl

10 Routing

30 Internet Infrastructure
50 Traffic Engineering
30 Anonymous Communications

') ANRW *18 Program - Mozl Firefox

[ 770MB D BR0 BES 7I9-2® 7-MD AVIH

ANRW 18 Program x |+

« c @ Oa ftorg )
Recordings

The recordings from the workshop are available on YouTube in four parts

Wide-area networks

Program

Time

9:30am

9:40am

ANRW’18 Program

https://irtf.org/anrw/2018/program.htmi

Session

Welcome and Opening Remarks

Welcome and Opening Remarks Edslides

TLS
Measuring Adoption of Security Additions to the HTTPS Ecosystem [E[SY  Gaslides
Push Away Your Privacy: Precise User Tracking Based on TLS Client

Certificate Authentication. [[fTj
Matthias Wachs I Uni

c UM)), Quirin Scheitle
, and Georg Carle (Tech al «

Cloud Strife: Mitigating the Security Risks of Domain-Validated Certificates. = Abstract

Kevin Borgolte (UC Santa Barbara), Tobias Fiebig (TU Delft), Shuang Hao (UT I

EdSlides

Session
Chair

18



ANRW2018 TLS (1/2)

e Measuring Adoption of Security Additions to the
HTTPS Ecosystem Invited talk
— CT,HSTS,CAAZFOZREEAL & EREFEAD LR, CAADE K&
7S T13E. "CAA name server inconsistencies"
https://caastudy.github.io

e Push Away Your Privacy: Precise User Tracking
Based on TLS Client Certificate Authentication.
- OS54 7> MNEBREZFE > EifikdD bowvF >0
(TLS1.2). Wi-FilliE#t 9 D ESICTS1 77> MIEERE
MNE#FN(OESND. mAKEB(CI-Z—TORRNSCTHDIIE

SHERTVF2TUDOPTL,
- &35 (chair) : SEOTJONIILTESEITDN. . A
473U

| Je 19



ANRW2018 TLS (2/2)

e Cloud Strife: Mitigating the Security Risks of
Domain-Validated Certificates. %

- IP77 RL ADBHAHUF(ICBGPRIEDEIFIRL) T, /8D
JOEZIRIDNSH — ) R ESNDIEDRE, LEZ{ED
e —/)GIERE - RIEO—RDAYD>O—FK - I RX
4 2 INE - R)\AFH. ACMEDHERREE.
e Studying TLS Usage in Android Apps.

- A T7O0FRR~MZNH, I—FITrSA S - ARTIC
SFBAEZ A A =)L CUERODEOEZEDKRET T,
NS X« AR(CIL— MEEEDA > X M—I)LZZEE
I RIRERE,
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RFC - Request for Conversation
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|

HotRFC #1&=

o 5
- BRIBOIEE>Hackathon B X Aml L. 98 = F/=0\E
ShL—=>3>, LW A5a 708k, YA R=—F1>
dirEDOTOE—>3> ., IETFEAERTEEZFND.
- AT Lt FT—2 3>, BREDOUE— &ML,

— HotRFC@IETF-102
https://www.ietf.org/how/meetings/102/hotrfc/

O

2018478 15H(H) 18:00-19:45
- ZN0&(F100% U £, ShlE—[OIH,

- RO X(CHUTEMEZ U,

— IETF101 in London CH#lE{&E. —I[EIE(Ebar BoF.

N

IC



HotRFCHFZK(1/5)

e Limited Domains and Internet Protocols

- #EZRE I SEA(Domain - DNSTI(3/RU ) DAFE L FIZE

— draft-carpenter-limited-domains-00
https://tools.ietf.org/html/draft-carpenter-limited-
domains-00

e EAT, General Purpose Device Attestation based on
CBOR and COSEx

IC

— Endpoint Device Attestation, T > R/R-f> bdattestation
ZRP(ICAIZZ D)1 F UK.
e GitHub - eat-ietf-wg
https://github.com/eat-ietf-wg/eat

e eat (Mail Archive)
https://mailarchive.ietf.org/arch/browse/eat/

23



HotRFCHFZR(2/5)

e On the Different Kinds of Rodents in the IETF
Ecosystem
— Remote Attestation(RA)D{t#EH

— jetf-rats (Remote ATtestation procedureS) - GitHub
https://github.com/ietf-rats

— rats (Mail Archive)
https://mailarchive.ietf.org/arch/browse/rats/

e An Architecture for a Public Identity Infrastructure
Based on DNS and OpenID Connect

— DNS%&{£ > fzOpenIDD{1#HF+
— draft-bertola-dns-openid-pidi-architecture
- http://id4me.org/

Sl 24



HotRFCHFZR(3/5)

e IETF and Sustainable Development %
— Techno Trash (YIRS )\ XDFEZEY)) MMEZFEIFTL

3. FEHEOIELRFEDIZHICIETFDNote wellCANBAET
(itL\D}IE*o

o EveryRFC

TS

[DNS] [HTTPS] &W\WofeH 0% D> CRFCZET
Ctb\_c %5W€bﬂ_ I:X (https://github.com/everyRFC/everyRFC/)

EveryRFC  pasre
https://everyrfc.org/

B s Q) I ) e

25



HotRFCHFZ(4/5)

e DARE Container - A format for encrypted logs.

— JSON Web Encryption&~JSON Web Signature&{€ > JzigS
kO, BECrIEE, draft-hallambaker-dare-container

e Privacy issues with tunneling alternatives in next
generation systems
- 54 )\ —(CBEUJ= Id-Loch Bt )7 JO—F.
(LISP, ILNP, ILA)

IC 26



HotRFCHFZR(5/5)

e Resource Sharing for Stateless Packet-Switched
Networks
-2 I 7R Ry NI=DICHITD)I Ty bDESEH
ENCHUNT Per Packet Value (PPV) ZigZ,
# LYWLOOMM?

e Autonomous Asynchronous Management
Policy and Protocols (AMP)

- JEREAD=R Y hDO—OFE(CRAI SDTN WG, FH
DY NI—0 - Y-y ND—DIRE,
e Delay/Disruption Tolerant Networking (dtn)
https://datatracker.ietf.org/wg/dtn/

Ic 27
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IETF)\w DY 2 HIE

e IETF) \vﬂ‘/ﬂiﬁ-ﬁ%%ﬂ_ Dizsm Wiz e
EITDBEHICIETFCRESNTWLWDT S’IJ\ 1%
Jy&E U

[CDUWLTC., BEIBEEZIEDRCEZ
TWWB, lHEEGOT A MNREEBITONTH
N, WGICBITAREDIRHLIC DN D LD

BEBMIEDIFICIRD DDH D,
o TixEEN : 318% DHBEUE— K 42
18 - LY FT—3 3>RS R

— IETF 102 Hackathon
https://www.ietf.org/how/runningcode/hackathons/102-hackathon/

— IETF 102 Hackathon Wiki
https://trac.ietf.org/trac/ietf/meeting/wiki/102hackathon

| - letf102-project-presentations
https://github.com/IETF-Hackathon/ietf102-project-presentations

Sl
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Birds of a feather (38(3&ZMH5N)

‘ﬁ —fiRitEEA BEARY FD—0A42TA X322 45—




[ETF102 CHfE=1/=BoF

e Internationalization Review Procedures
(118nrp)

- EBRME B XA > &(ICEAT 2L Ea—-T Ot ADRRE
REWEOHMEE

e The label "RFC" (rfcplusplus)

- RE(FRWVREN TR TN TULBRFCHFE.
Independent - PS,BCP/& &, COREZE DT D

==
ANODE

e DNS Resolver Identification and Use (driu)

S

- % (RDR—T)

31



DNS Resolver Identification and Use
(driu)

HEF : 2018F7H19H(K)15:50-17:50
%P Fairmont, Viger

A8 1008 E

1 77 : Paul Hoffman

32



|

driu - agenda

<> ~O% 2= 3> (Paul Hoffman)

DHCP_LEdDt74 1 7778 DNSEZTE

= DHCPOTF 1 UF o4 HDRE5. ClarificationDERIZEL,
(SMTPO LS DAtddZ O bJ)LDODHCPZ{FE D 1238 EICRAT B
DHC wg CDi&sm
TS5A4RX—KDNSF « AN\ —DI=sbDDHCPV6AT = 3>

— draft-pusateri-dhc-dns-driu

- UV DLEaF—>3>b5—EX?

) X b 5SDoHY— /) \DiEIR

— draft-nottingham-doh-digests

— Bloom filterz{#> TEDDoHY — /(&S Hh %= iEIR
{LIXBENERD UV DIz TF1 5T TSI —0D
L)L

= VPNDEZFREZSEDH TETIVERE URWEEHIRKIED Z DS,
IA=T>RAD

.R:ic 33



Open Source
Implementations Today

Client Recursive Resolver

getdns library & Stubby (fwd)

Unbound/Knot resolver (fwd)
Unbound, Knot Resolver, dnsdist

Android P: system config (dev) BIND on the way

systemd support
getdns/Stubby (next release)

Android ‘Intra” App

dnedist (WIF)
Firefox Nightly config option Various experimental®
Chrome/Bromite

= Varnious expenmental™
* 10+ implementations (zee DoH mailing list and IETF 101 Hackathon)

DS 2 5 Where's my DNS?

Where’s my DNS?
R‘ https://datatracker.ietf.org/meeting/102/materia|s/slides—102—driu—wheres—my—dr§52|.00
IC
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Gliis

IR EZXZ R EHTHIC

e DNS over HTTPS&EDHCP —IETF102(Cdh

173

S2EZA
nFnf —

https://blog.nic.ad.jp/blog/dns-driu/

JPNICRLQC JEe

Jie

|||||||||

MBFEES IO

o . ee-cEmD TIOR3

DNS over HTTPSZDHCP —-IETF102(Z
S5V S -

LIRIL

DMS Resolver Idenbificatzon and Use

BoF|l—&EIT Siem
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o IETFIXERM (CHEHNDRTImDIHEASD
o e 1DIH. /R NREERE(IZ L, T/
LEF9EY,

— 5] : HTTPS - DNS - TLS

o HANSDOESHE (FFRL (TIEIMNH, KB

smamC E AT > B TEILU TWLWBENSR,

o 51T, HFT =W IINEEN & DEENTEF
(C (5] : ANRW)
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