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*Method for detecting low-rate attacks on basis of burst-state duration using quick packet-
matching function, IEEE LANMAN 2017

* Applying per-node priority assignment to heterogeneous bandwidth flows environments, ”

IEEE PACRIM 2013
* A Method of Per-Node Priority Assignment for Live Streaming Flows, IEEE CQR 2013
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DOTS(DDoS Open Threat Signaling)fl £

m Inter/IntraRAA >(CTDDOSDIRMIBIREFD SV FU> I HiliDIERE(LEITOIWG
m SHNFARICOVTIE, FrUTPERVID L. BHEFIUFIARISIDArbor6SHE
FvU7 : Comcast, Charter, Verisign, Orange, NTT Com

~N>4% : Arbor, Cisco, Mcafee, Ericsson, Huawei

BWGDAT—HAICOWTIX, EERSTIMIWG-LCICED DTSR,
Requirement, Use case, Architecture, Data channel, Signal Channel-WG Draft
DOTS Multihoming, Server Discovery — Internet draft

_Attackers _ (1)Provisioning of DDoS protection Signal Channel Data Channel
] capability(if needed) 2895 | e

+ -

| DOTS I | DOTS ]

L e S —

(2) Attack Detection Scope of DOTS | CoAP X | RESTCONF |

“ . - - . @ BREEEREE T e T S ——

S'Z?VT:r Mitigators (3) DOTS Signaling T o | TR
DOTS signaling from a DOTS client to a e e

_DOTS server in different organization | | 1P I TP |
(3) | (5)

--------------------------------

(4)DDoS protection by mitigators FI)r—ay CoAP RESTCONF
'(5) Protection Status Vo EZFA)TA TLS/DTLS TLS

FSRBR—k TCP/UDP TCP
oratus update from the DOTS servertd | gy (REERHTVBEED)  (HEERHTOENEE)
ien he DOTS cent g BHEERIET AF v rIL BhEEEYNTYTTBF v

Victim L

cf. slides-95-dots-6 cf. IETFO8¥R &S < IPVv6RHEWG & DOTS WG
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m 6EIDIEEEDENVET DL EFEA.

m Huaweilc &% Vendor-SpecificRk Avt—I3ZDREFLEITONIE.

Mitigation

( ) Request(PUT,GET,DELETE) N e
' 5 Mitigation
‘ : : oK ‘Group Action
Mitigation DOTS Client DOTS Server
DOTS client Request DOTS server/DOTS client
( ) : < Signal Channel >
Mitigation/AT ; ! 1
Action 7o oK : |

|
(RTBH) | C CoAP PUT ) :
DOTS server | I
IP Reputation Mitigation Request I
| | mitigation-scopes 1
Result of the Interop Test e ) '
I | Vendor-Specific: . ‘ CoAP Response [
Purpose: Check interoperability of the messages on the signal channel 1 ?ltlack—?\.l'ent * [target-ip] :
Interop Testing (client -> server) | arget-ip . ) response
Iltem # | Messages CoAP Method | go-dots -> nce|nec -> go-dots II }OE_;:ZETD [botnet-ip] - :
1 M?t?gat?on Request . PUT I attack-type 1
2 Mft\gatfon Request Withdraw DELETE I peak-traffic {bps pps} 1
3|Mitigation Request Status GET I start-time I
4| Mitigation Request Status Al GET | period !
5| Mitigation Status Notify observe - - ! } I
6| Efficacy Update PUT - : v\l J 4
7 | Session Configuration PUT A
8| Session Configuration Delete DELETE
9| Session Configuration Retrieve GET
10 | Heartbeat COAP ping - -

cf. slides-100-dots-hackathon-and-interoperability-test-report 10



I2NSF(Interface to Network Security Functions)#il2

l%ﬂ/ﬂiﬁﬂ@NSF(Network Security Function) D&l / BERZ1TI I D15k -
TF=HETIEYVINIITIFDIRAE(LZITOIWG

B ShAMICOVTIE, XYY, FrU7, KEODIATES\.

FtvU7 : Korea Telecom, Telephonica, France Telecom, Bloomberg

N4 : Juniper, Nokia, vArmor, Huawei, Curveball, Dell

P h7=v% : Sungkyunkwan University, University of Marucia

BWGDAT—HAICDOUTIE, Problem Statement and Use Casesh'RFC/Et.

FrameworklEWGLCH I >TWBREDD, Z<{DRFTMIKIZHR

| I12NSF User (e.g., Overlay Network Mgmt, Enterprise ‘
| Network Mgmt, another network domain’s mgmt, etc.)

I I2NSF Consumer-Facing Interface | </ l_ﬂgo)¢E%m7‘;g*€§(f1¢(16|F
I

| [2NSF
+ Registration S=—==cc—— +
Network Operator Mgmt Interface ‘ Deve\oper 5

Systen | <> | Wgnt System | NSF® Capabilityz= & k9 BIF

l [2NSF NSF-Facing Interface

L L L L I
1 t 1 t +

——t—t +———t———t et et —— —_— -
| NSF-1 | ... | NSFm | [ NSF-1 | . | NSFem | NSFDEEFEZ{TDIF
et et o + o +
I -~ N = =~
Developer Mgmt System A Developer Mgmt System B NSFO):E 9 )/7 €1TDIF

cf. draft-ietf-i2nsf-framework
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TN IFTH3—EDEMENBIRERCEDN RENE.

m Consumer-Facing InterfaceldRESTCONF & YANG TR

m Registration InterfacelfNETCONF & YANGT Eis

m NSF-Facing InterfaceldFREH(EREINBEDIFZ{ER?)

B SFCHiT& UTIEINSHZ{EF.

[Staff-Facebook-Block, 10.0.0.2, facebook. 09, 18, reject]
Block the access to
Security Controller Facebook from galT'I to Spm

- Network Security Functions [NSF) -Triggered Steering
: Security Controller :"_“ﬁ& Cooam
: |2NSFI User (Staft-Facebook-Block, Stai, Facabook, 0500, 1810, Relect :-’ i
. N # it 7 i

NSF1 NSF2
(Firewall) SFF (Web Filter)

Firewall I.

SDN Controller

Web Filter
SFC
DDoS- Proxy '

attack

| I; Outer IP Tunneling NSH = Facebook
N \ Y / ' www.facebook.com l
Enterprise Network @® Detach

cf. slides-100-i2nsf-i2nsf-hackathon-report 12
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IETF “Culture” s The Pointy End of the Stick:
oo 1 IETF Areas
The IETF is not a traditional SDO
Infor: mal d ess an d atttude s the norm
We ave Ct off of the necks of the unwary!
Welcome to the IETF! Smarta d op o ated partcpa ts [ sttt I
Self ly people, skills -
Afew can be qu te blu t Ganera ‘ Transgort I‘M":;::L’;'J;:? seaurity
The light at the d fth tunnel is not a G Yd oan to be ruda (some excoptions) J' et | outing '|
S ar wecomlng
Mi ke StJoh ns Li ke evi ery othe Io g establ shed organization, the IETF
Pre-Meeting Info has ure. You may need to adapt to the IETF
<+ It th IETF culture will NOT adapt to you
-----

https://www6. |etforg/meetlng/lOO/documents/Newcomers Webinar IETF100. pdf
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