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Mozilla Policy Requirements for DNS over HTTPs Partners

This document describes the minimum set of policy requirements that a party must satisfy to be considered as a potential partner for Mozilla's
Trusted Recursive Resolver (TRR) program. It specifically describes data collection and retention, transparency, and blocking policies and is in addition
to any contractual, technical or operational requirements necessary to operate the resolver service.

Privacy Requirements

Mozilla's TRR is intended to provide better, minimum privacy guarantees to Firefox users than current, ad hoc provisioning of DNS services. As such,
resolvers must strictly limit data collection and sharing from the resolver. More specifically:

1. The resolver may retain user data (including identifiable data, data associated with user IP addresses, and any non-aggregate anonymized
data) but should do so only for the purpose of operating the service and must not retain that data for longer than 24 hours.

« Only aggregate data that does not identify individual users or requests may be retained beyond 24 hours.
2. The resolver must not retain, sell, or transfer to any third party (except as may be required by law) any personal information, IP addresses or
other user identifiers, or user query patterns from the DNS queries sent from the Firefox browser.

3. The resolver must not combine the data that it collects from queries with any other data in any way that can be used to identify individual
end users.

https://wiki.mozilla.org/Security/DOH-resolver-policy



プレゼンター
プレゼンテーションのノート
モジラ信用できるリゾルバを選ぶためのポリシーを策定している
FireFoxはデフォルトオンにしたいという議論が行われている
グーグルは今のところモジラみたいなことをする予定はない

https://wiki.mozilla.org/Security/DOH-resolver-policy
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プレゼンター
プレゼンテーションのノート
DNS Crypt > DNS over TLS > DNS Over HTTPS
なかまDNS Over QUIC, DNS Over DTLS
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プレゼンター
プレゼンテーションのノート
DNSの処理が制御プレーンからデータプレーンへ
独自のネームスペースを設定した時には
ISPのDNSの品質VSアプリケーションの指定したDNSの品質
いろいろぼろぼろリゾルバ使ってると何が壊れているのかがわからない
アプリケーションが強制的にリゾルバをしてコンフィギュレーションできない場合
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PROPOSED STANDARD
Errata Exist

Internet Engineering Task Force (IETF) P. Hoffman
Request for Comments: 8484 ICANN
Category: Standards Track P. McManus
ISSN: 2070-1721 Mozilla

October 2018

DNS Queries over HTTPS (DoH)

Abstract

This document defines a protocol for sending DNS queries and getting
DNS responses over HTTPS. Each DNS query-response pair is mapped
into an HTTP exchange.

https://tools.ietf.org/html/rfc8484



プレゼンター
プレゼンテーションのノート
筆者に注目
本当にこれでいいのか？

https://tools.ietf.org/html/rfc8484
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Versions: 00 01 02 draft-ietf-dprive-eval

Network Working Group A. Mohaisen
Internet-Draft SUNY Buffalo
Intended status: Informational A. Mankin
Expires: April 20, 2016 Verisign Labs

October 18, 2015

Evaluation of Privacy for DNS Private Exchange
draft-am-dprive-eval-02

Abstract

The set of DNS requests that an individual makes can provide a
monitor with a large amount of information about that individual.
DNS Private Exchange (DPRIVE) aims to deprive this actor of this
information. This document describes methods for measuring the
performance of DNS privacy mechanisms, particularly it provides
methods for measuring effectiveness in the face of pervasive
monitoring as defined in RFC7258. The document includes example
evaluations for common use cases.

https://tools.ietf.org/html/draft-am-dprive-eval-02



プレゼンター
プレゼンテーションのノート
すでにエクスパイヤーしているドラフトだけど。
読んでみて。

https://tools.ietf.org/html/draft-am-dprive-eval-02
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