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6man WG (IPv6 maintenance WG)

N

Innova tive R&D by NTT

- BAtEBRRF:20175£7A17H (A) 9:30-12:00

- SIMAS: 1502 1EE

- BEAE

Agenda

Introduction, Agenda Bashing, Document Status, Chairs
Working Group Drafts

IPv6 Specifications to Internet Standard Status, Ole Troan

Update on rfc4291bis, draft-ietf-eman-rfc4291bis , Bob Hinden
IPv6 Node Requirements, draft-ietf-6man-rfc6434-bis , Tim Chown
Active Individual Drafts

Route Information Options in Redirect Messages, draft-templin-6man-rio-redirect , Fred Templin

IPv6 Address Usage Recommendations draft-gont-6man-address-usage-recommendations , Frenando
Gont

New Individual Drafts

Tweaking Default Address Selection, draft-linkova-6man-default-addr-selection-update , Jen Linkova

Proposals to discover Provisioning Domains, draft-bruneau-intarea-provisioning-domains , Pierre Pfister
The AERO Address, draft-templin-6man-aeroaddr , Fred Templin

@ NTT Copyright©2017 NTT corp. All Rights Reserved. 4
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IPv6 STD RFC 5£1T ! :

e |ETF93(2015.7@75/\) W5l LE-T-, IPveEs

ELFRDSTDIEDIEENEZFUIIL D=

e RFC 8200 Internet Protocol, Version 6 (IPv6)
Specification
e RFC 8201 Path MTU Discovery for IP version 6




HEEIHLY: RFCDZEZE 1/2

IETFICE 152N 7OtA(201 15F L)

Experimental

A 4

Best Current Practice

Proposed Standard

Draft S'tandard

Standard

Historic

A 4

Informational

Standard Track

1 2—2Ybh0’ Standard’

(& 66fE(2005.12.191R %)
IP (v4), UDP, TCP&E. . .

RFC
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BEI5LY: RFCDZEE 2/2

[ETFICEIT3EREELDT7OtA(20114F, RFC6410L1BE)

Experimental

Best Current Practice

----------------------------------------------
....
*

Proposed Standard

l
Standard

*
0000
---------------------------------------------

Historic

»  Informational

Standard Track

Draft Standard (& fA[H L7V
Hll Proposed Standard [Z !

RFC
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IETF930F /2 T @) Draft Standard RFC .

Innovative R&D by NTT

* RFC2460 — Internet Protocol, Version 6 (IPv6) Specification
e RFC4291 - IP Version 6 Addressing Architecture

* RFC4443 — Internet Control Message Protocol (ICMPv6) for
the Internet Protocol Version 6 (IPv6) Specification

* RFC3596 — DNS Extensions to Support IP Version 6

e RFC1981 — Path MTU Discovery for IP version 6
 RFC4861 — Neighbor Discovery for IP version 6 (IPv6)
e RFC4862 — IPv6 Stateless Address Autoconfiguration

e RFC4941 - Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

e RFC5072 - 1P Version 6 over PPP

KiERLY, HE.
® NTT Copyright©2017 NTT corp. All Rights Reserved.



STDAEEATH MDRFC .

Innovative R&D by NTT

o LLITFDRFCAS, STDAEIZRIIFTTERZEH.
 RFC 4443 Internet Control Message Protocol (ICMPv6)
for the Internet Protocol Version 6 (IPv6) Specification

* RFC 3596 DNS Extensions to Support IP Version 6

® NTT Copyright©2017 NTT corp. All Rights Reserved.



5T 0D RFC

Innovative R&D by NTT

RFC4291 — IP Version 6 Addressing Architecture
e draft-ietf-6man-rfc4291bis-09

i
=
o JL H L

o |ETFO9OTDEIRNA b prefix & /64 £ T 5
Hy ?

e CIDRZEULVEE, /64IZLIEWEEE(ZA/ /NI
HDYTED, ITEHLE.

MLCR:R#ESE . IETFOORA T, Interim 2> TiRDB, EEHOTVED, TESHDEE
BT EH>TLELY,
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Innovative R&D by NTT

 |Pvb6 Node Requirements
e draft-ietf-6man-rfc6434-bis

o IPV6/—FMEFOREBEEIZCOVWTHELTILNVSX
207 v7T—k(Informational)
*  YANG/NETCONF, mDNSZE®D i EM, i&
« 3GPPREEERS MDIKLY, DHCP v.s. RA DEERIZEET B
S offfl oF

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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* Route Information Options in Redirect Messages
e draft-templin-6man-rio-redirect

e ND(Neighbor Discovery:iif#£ %) [Z, RIO (Route
information option) Z{1A0L, Node IZ More specific
route Z1LA 5.

NEOBEILICET 3 M5 Link
£<, BRI, n

[ETFO9M 7Lt A LWk #

<
O
~~
o~
—
o]
Q
©

loT Devices

2001

https:/ /datatracker.ietf.org/meeting/99/materials/slides-
99-6man-route-information-options-in—-neighbor-

discovery-messages
® NTT y g / Copyright©2017 NTT corp. All Rights Reserved. 13
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. R=RARYIH" LS 2IMER TH
RFC8200&L TR TSN, 21V AM—2DIFE
AEDTT.
« SEOBFMEICOVWTHIILESEHTE.

. PRLYVIP—%F9F ol OLTHRA IR ¢
¥, BEEND,

. FREESRBNICEESH, WASh TV,
- FRAMLHBE, IBMTIETFA.
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vbops WG (IPv6 Operations WG)

A

Innovative R&D by NTT

. BRfE BHBF:20174E7H 188 () 9:30-12:00, 7H20H (K) 13:30-15:00
e BIMAE:150ZFRE (B
. BERNE:

30 Tuesday 18 July 2017

Incremental Deployment of IPv6-only Wi-Fi for IETF Meeting, <draft-jjmb-v6ops-ietf-ipv6-only-
incremental>

Turning IPv4 off in an Enterprise network, Marcus Keane, Microsoft

A Longitudinal View of Dual-stacked Websites: Failures, Latency and Happy Eyeballs, Vaibhav Bajpai,
Technical University of Munich

IPv6 Deployment Status, Lee Howard
Requirements for IPv6 Routers , <draft-ietf-véops-ipvértr-reqs>
Happy Eyeballs Version 2: Better Connectivity Using Concurrency, <draft-ietf-v6ops-rfc6555bis>

1:30 Thursday 20 July 2017

Reporting of Happy Eyeballs v2 Failures, <draft-palet-ietf-vbops-he-reporting>
Considerations For Using Unique Local Addresses, <draft-ietf-vbops-ula-usage-considerations>
Requirements for a Zero-Configuration IPv6 CPE, <draft-baker-v6ops-cpe-autoconfigure>

Using Conditional Router Advertisements for Enterprise Multihoming, <draft-linkova-v6ops-conditional-

ras>

RFC 7984-bis in four parts
Basic Requirements for IPv6 Customer Edge Routers <https://tools.ietf.org/html/draft-ietf-v6ops-rfc7084-bis>

Transition Requirements for IPv6 Customer Edge Routers <https://tools.ietf.org/html/draft-palet-v6ops-rfc7084-bis-transition>

Minimum Requirements for IPv6-only Customer Edge Routers, <https://tools.ietf.org/html/draft-palet-v6ops-rfc7084-bis2>

Basic Requirements for IPv6 Customer Edge Routers with HNCP, <https://tools.ietf.org/html/draft-palet-v6ops-rfc7084-bis4-hncp>

Copyright©2017 NTT corp. All Rights Reserved.
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Innovative R&D by NTT

* Incremental Deployment of IPv6-only Wi-Fi for
IETF Meetings

e draft-jjmb-v6ops-ietf-ipv6-only-incremental
o IETFDRIFZHRYFT—D%IPv6 only [CLT=LN.

RK:
SSID Description Encrypted Frequencies IP Versions
ietf Our default network yes 5Ghz only v4 and v6
ietf-legacy99 For legacy and unencrypted use no 2.4 and 5Ghz v4 and v6
ietf-2.40NLY  An encrypted network for 2.4Ghz users yes 2.4Ghz only v4 and v6
ietf-v6ONLY For users wanting pure IPv6 yes 5Ghz only v6 only
ietf-nat64 IPv6 stack with NAT64 to access IPv4 resources  yes 5Ghz only \[/)6N\év6lzh NATE4 &

[ETF99 XYM 7—218HN—KWIR#E: (https:/ /tickets.meeting.ietf.org/wiki/IETF99network)

RMERBL. &LOELIMEFRATHEREVE. TEHTE v6ops Chair Hnat64 fE>TL\ o7, F.
® NTT Copyright©2017 NTT corp. All Rights Reserved. 17
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* Turning IPv4 off in an Enterprise network, Marcus Keane,

Microsoft

FSDORGEL.
Microsoft D&t R YT —O TIPvAZ RN TS ELTULVSET.

* IPv6/IPVAT 17 L TRODTESD, IPVAR R YL o1= (T34
R—r7RLADEEFELREE).
FRRA

FRRYNT—H
« VPN (vpns are the devil. (&BZE{kELY))
¢ TILTFR— LR
- ISPPRLRE, HRTZRLRADTILFILI49IR
« NI TEHVBSENEHD
. rdnss, wireless controller issues, etc.
“dualstack is hard, véonly has to be the goal long term. “

« B B, BHRIEESLEVLEELSL.

Copyright©2017 NTT corp. All Rights Reserved.
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 Happy Eyeballs Version 2: Better Connectivity
Using Concurrency
e draft-ietf-vbops-rfc6555bis
e DNSDIRZEZFFI-7EUL KDIZL T, Happy Eyeball M
HREZ EIF =0

. I A kRS A
e RECES55) ZF D4, resolved address GDjE;\ =

IPv6 SYN

AAAA IPv6 SYN AAAA

Wasted Time
4 Sl Done
TCP
[
----- - -

A IPv4 SYN
IPv4 SYN

oo )30 \ https:/ /datatracker.ietf.org/meeting/99/materials/slides-
2l ki
ETFOOD7L £ RH LU ik 99-v6ops-sessa-happy-eyeballs-v2/

® NTT Copyright©2017 NTT corp. All Rights Reserved. 19




veops 4 \

Innovative R&D by NTT

 Reporting of Happy Eyeballs v2 Failures
e draft-palet-ietf-vbops-he-reporting

* Happy Eyeball [XIFZTIILEELTLED
*  Happy Eyeball CEECS>TWNBZEEEDHT=LY
Syslog FEMEZS. INEH—/\$EFK(Z anycast Z.
e ERE: TSA4/\Y, IPVETEIT?
o OAVE
* DoS DmRICZEHDTIE?
FRAEEHZTEEAFICRET NS
o EFHLBENGLA, BRALEFNIENFLENENEH
LY.

® NTT Copyright©2017 NTT corp. All Rights Reserved.



vbops 5 <
 Requirements for a Zero-Configuration IPv6 CPE,
* draft-baker-vbops-cpe-autoconfigure
* IPV6 *TFC\)I/ 27

RS, IPvAERIFIZLTZLY.

. https://datatracker.|etf.org/meeting/99/materiaIs/slides-
99-v6ops-sessa-ipv6-just-works-right/

« BRFBIIZWEDD, nextstep TIERHET .

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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Innovative R&D by NTT

* Using Conditional Router Advertisements for
Enterprise Multihoming

draft-linkova-v6ops—-conditional-ras « XU
. PAZRLATO2 IVFR—L . RIO T:I‘;-:-Ij\l-"Gib-((,\f 0
. INFA—=42H & 3! . H— i
RA DINFGA—2HIHITRERIR A,
. ALICEETDH, BEA
DRBZDIRED VT
BRR . WG EEL T adopt 38 %. e B

@ )

2001:db8:1:1::/64 2001:db8:1:1::/64

) ) . Non-zero preferred . ; . . . . Zero preferred lifetime if Uplink_A is up:
Primary upli Backup uplink lifetime for the pril if Uplink_A is up: Primary uplink up uplink for the primary uplink = ey
e m:::li:l: pr:flg: e Preferred lifetime 7d prefix Elzz.efer'red it ofe
:db8:1:: E :db8:2:: Else: ) A
2001:db8:1::/48 i- 2001:db8:2::/48 j S - preferred lifetime O
‘J - £
) Preferred Lifetime: PIO H 2001:db8:2:1::/64 Condition: g 2001:db8:2:1::/64
Condition: 3 s b . seeden 5
;::-:?; i Lo LIS §§ if Uplink_A is up: Gomany %é ff Uplink_A is up:
LS;F",\( o &5 P Preferred lifetime O Uplink “ Preferred lifetime O
Statiis 3 else: Status < else:

Preferred lifetime 7d

—

Preferred lifetime 7d

!

Zero preferred IifeTimz
2001:db8:1::f00/64 pr‘efer'red for *hept:“:?i‘;‘P uplink 2001:db8:1::f00/64 deprecated

2001:db8:2::f00/64 deprecated (3 2001:db8:2::100/64 preferred

Non-zero preferred
lifetime for the backup
uplink prefix

IETF990) 7Lt BEIEVIRE: https:/ /datatracker.ietf.org/meeting /99 /materials/slides-99-
® NTT v6ops-sessa-conditional-router-advertisements/
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e IPv6eDERERZTZITTH,

ZLDREYI M EA>TLV =
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opsec WG (Operational security WG) A

Innova tive R&D by NTT

- GAERRF:20175E7H198 (K) 13:30-15:00

SMAE:50~602 2R
BEAR

Agenda

1.

WG Status Update - Chairs (15m)
WG documents update by the chairs (5 minutes).

WG last call ? on Recommendations on the Filtering of IPv6 Packets Containing IPv6 Extension
Headers, draft-ietf-opsec-ipv6-eh-filtering-03. Fernando Gont to present the summary of the WG
document (5 minutes).

draft-ietf-opsec-v6, Operational Security Considerations for IPvé Networks, next steps by Merike Kaeo
(5 minutes)

Other non WG documents
IPv6 Security: Attacks and Countermeasures in a Nutshell, Johanna Ullrich (10 minutes)

draft-sriram-opsec-urpf-improvements, Enhanced Feasible-Path Unicast Reverse Path Filtering,
Kotikalapudi Sriram (20 minutes)

draft-gont-opsec-icmp-ingress-filtering, Defeating Attacks which employ Forged ICMPv4/ICMPv6 Error
Messages, Fernando Gont (20 minutes)

draft-brockners-proof-of-transit, Proof of Transit, Frank Brockners (10 minutes)

@ NTT Copyright©2017 NTT corp. All Rights Reserved. 25
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opsec T IPv6EE E &

« IPVEREERE VI RAMNIERIZEZ M oT-
WGES 2k
e Recommendations on the Filtering of IPv6 Packets
Containing IPv6 Extension Headers

 Operational Security Considerations for IPv6 Networks
Non-WGKS 2k
* |Pv6 Security: Attacks and Countermeasures in a Nutshell
&
» SGERIERT—HIRBNEFT, mwFEHFEYEL.
- BEH

® NTT Copyright©2017 NTT corp. All Rights Reserved.
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