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6man WG

IPv6 Maintenance WG
E%3Z : 20074
® Chairs: Bob Hinden(Check Point)

Ole Troan (Cisco) .
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Agenda

Agenda
« Introduction, Agerda Bashing Docurment Status, Chairs, 10 min.

Working Group Dratis WG |< 5 j I\(j:’%\@ (j:j-d: L/

Active Individual Drafts

NS D MR UDsER21T

« Republishing the IPVE-MIBs as obsolete draft—fenrer—ipvE—mibs—obsolete, Bill Fenner, 10 min.

Souwrce Address Dependent Routing for IPVE hosts aralwsis, Brian Carperter, 20 min.

[P Hop-by—Hop Header Handling draft—bake r—fman—hbl—beader—handling, Fred Baker, 15 min.

IPvfi Segrrent Routing Header (SRH) draft—previdi—f rmarmsegme nt—routing—header, Stefaro Previdi, 10 min.

Irmplications of Randomized Link Lavers Addresses for [PvE Address Assignment draft—huitems—Smarrandom—addresses, Christian Huitema, 10 min.

IPVE specifications to Internet Standard, Chairs, 20 min.

New Individual Drafts FTAROBA RS T b
R4 power measurerments, Lorereo Callitti,  min. (H%Faﬁtﬂnt“%iefd: l_/) ]

Guidelires for Mew Router Advertisement Cptions draft—sarikava—imar—ra—guidelines, Can Ludtke / Behcet Sarikayva, & min.

CSA SEC Option for Secure Meighbor Discovery Protocol draft—jisns6 mar— coe—sec—option, Sheng Jiang, & min.

Trarsmission and Processing of IPWG Options draft—m nt—Smar—ipy—opt—transmit, Fermando Gont, & min.

OME Mame Autoconfiguration for Internet of Things Devices draft—jeo ng—homenet—device—name—autoconf, Jaehoon Paul Jeong, & min

—
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IPV6IRA bDY — R 7 RL AEKIFIL—F« 2T DHH(1/2)

B Source Address Dependent Routing for IPv6 hosts analysis
B BCP38(uRPF) DI+ )LAFICKD T,
« IR —F > (Scenario 1)
« E)IRD7 KL RIEIR (Scenario 2)
WNEN/RnE. BIENREECTRDRIRE

General scenario 1:
Single routing cloud

Host
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General scenario 2:
Disjoint local routing

GUALI Local
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IPV6IRA hDY =R 7 KL RIKIFIL—F 1 2T D73H(2/2)

e, BMEICTDDOM?

- multi6, mif, homenet, v6ops X EDWGTREICER SN T
L\ DEEE

« HFICRFC7157: IPv6 Multihoming without Network
Address Translation

SEENFRT DEERRK

« RFC6724:Default Address Selection for IPv6 @ Rule5.5
DiE

 Prefix Information Option(PIO)ZwmBEET D

« Tw>xRY NI—DICHEITDIL—FICHEWNWT, V-XT7 KL
AR=ADI—F 4 2T ZHET S

SBEDRIG

« WGRIS I hETBZEICIFEVWER

« FRERRICDOVWTIHERFELSNT. SRIER
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IPV6RS:ERFCOHHAT T —(CDNT(1/3)

B IPv6 specifications to Internet Standard
B IPVEELEDMRFCO AT —%Internet Standard(C !

RFC6410

Internet Standard Internet Standard

ERIREET NS ERDOKR LM

Draft Standard

SHIZIGEFETHASNTLNDED Proposed Standard

Proposed Standard
BB ORI L-EE LA Bk

11
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A6 UIRWE2848 (C
Proposed Standard|(C
(6Bmand®dminutesk D)
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IPV6REERFCOAT T —ICDNT(2/3)

B Draft Standard &78> CTULNBIPVEEERFC

Draft Standard documents /¢

: |l ETF
e RFC2460 — Internet Protocol, Version 6 (IPv6)

Specification
e RFC4291 — IP Version 6 Addressing Architecture

e RFC4443 — Internet Control Message Protocol (ICMPV6)
for the Internet Protocol Version 6 (IPv6) Specification

e RFC3596 — DNS Extensions to Support IP Version 6
e RFC1981 — Path MTU Discovery for IP version 6

e RFC4861 — Neighbor Discovery for IP version 6 (IPv6)
e RFC4862 — |IPv6 Stateless Address Autoconfiguration

e RFC4941 — Privacy Extensions for Stateless Address
Autoconfiguration in IPv6

e RFC5072 — IP Version 6 over PPP I

6MAN IETF93 5 AR AL 2
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IPV6REERFCOHAT T —ICDULVT(3/3)

B UHU. Internet Standard &7 3E(E (IS0
« ErrataMEELRVNC &
o [EDNTULVRUVEMI(ERDNRWNC E, « IRE

m RFC2460 RFC2460 updated-by: M L
° 930)Update RFC (RFC | Summary Action L

5595 | RHO deprecation Remove RHO text

° 2 j G) E rra ta Ly va‘l‘appng fragmants Add ban nu&nappm flagmants. text

5871 | lANA considerations for RH Aaid |ANA mmidemhona

B RFC2460 b IS (,: E,&g]_ L/ C. 16437 | IPv6 flow label | Unclear. Remove appendix A Remove or

| replace section 6. Add refereme toB437

— (6564 | Uniform EH format Add section 4 to 2460
Internet Standard (L"g_é o ﬁﬂﬁﬁ UDP zero :Adddﬂck&wnaxcaptlun text and r&fem:m:a
_ — 6945 | Atomic fragments Add section 4 text to 2460
¢ U pd a te RFC :5 %ﬁ ( C ? Tﬂiﬁ ) TI-‘HI'BI‘I’IISEII:IFI of EH& .-L-.i-nﬁear
\/ I T112 | Cwersized header chain ' Add requirement that chain is contained
B Sl within ﬂmlimgmanl

| atomfrg | @iescmn g sk e | Remave MTU < 1280 = FH paragraph

Eﬁ,qﬁ% }i Hyi L/ 7_.: E,& ET ( : L/ \ hih ‘ draft-baker-Gman-hon-headerandling. | Only nodes specifically configured to

| FUEEE& H-EH lE[Il]lh'l:lll‘l:-'l- ITI..ISf pl‘_ﬂ_ﬁ:ﬁﬁ lh_EI‘I‘I

iz 5 B CTEMARRZRE(C, | T
X RFC24600D%&(C. RFC4291(addressing architecture)(CF&EDIF D,
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veops WG

IPv6 Operations WG
E%17 : 20024
Chairs: Fred Baker(Cisco)

Lee Howard(Time Warner Cable) #

|

vbops WG(Z, IPv6ZEHRICEMA T D(CHIcD TORIDF
A, fFIOERALEORECHUT D EICERZETIEWG

FTUWRY NDO—2/BEFEDIPv4A=RY KO —2(CIPV6ZEAT D
J=sbDHA RS A >, IPv4/IPv6 HFxRY NDO—2ODiERS]
A RSA>HEVERITDCEBENELTULD,
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sunset4 WG

Sunsetting IPv4 WG
E%37 : 20124 _
B Chairs: Marc Blanchet (Viagenie)

Wesley George (Time Warner Cable)l

B IPVoNDTERBITICET T, 7TV —>3> - R~ -
Y NO—ONIPVANDARIFEUIICHEE T D & BT,

B MOWGICHUTE., O MIDILDOEECE U TIPVAZE{EINDLR
WEDBEMNTZITD,
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sunset4 WG Agenda

B SECRFCIEESNZE RS T MMIEL
MLDRE (FAMR0N
B SOFERPEOHODIERT TS

sunsetd drafts:

Gap Anabysis for IPwd Sunset
2015-04-22 | <drft-ietf-sunsetd-gapanalysis>

Analysis of MATE Port Allocation Methods for Shared IPvd Addresses
20M13-05-18, <draft—ietf-sunsetd-natbd—port—allocation>

- IPv4Z1E&HDERMDGap Analysis
« NAT64(CHITDNR— REIZHFEICDUNT
B ZDOfhdActiverddraft
o IPVAZFEFZIRW)L—H(CH1FD32bit IDICDUT
« DHCPv6AT > 3> Fz(FRAZRAVZIPVAFIEOIIHEI (C DT

B EFHNERTRVWC EE, BRDINDMEIEN—ZPEE L TL\D 8.
NTERMEIFDEIBDZ=H(C. veopsEBRB=Z—F+ 2T,
AT Tcommunications G190311CT Partner I



vbops WG Agenda

Charter and work flow discussion

Presentation and Discussion (1) V60pS WGOD Cha rter%%ﬁ(:jb\f

—

Presentations on IPvi deployments and issues

f:;??ﬁ%?%“ﬁi’iﬁ{%éﬁ? Feererce ] (2) AppletIPv6IZDLT
[ ment at W s -
“Y’a‘r]mi!'sl‘r Mikolopoulos, OTE ] (3) *IJ:/_VO)ISPO)IPV6$(‘:I-}I_ELIk>R(L_jL\_C

(IPv4 as a service Project®—1g)

Mew discussions

Host address availability recommendations
Lorenzo Colitt, VWint Cerf, Stuart Cheshire, 2015-07-08, {dmft—colitti—vGops—host—add r—availabiliwg
IP/ICMP Translation Algorithm {rfcfi1 45bis) . y .
2015-07-04, <draft—bao—vBops—rich 1 45bis> (ARA B RLRAICEED KL A%
| — I (—

Some Design Choices for IPvE Metworks =2 =R
2015-04-01 | <drafieti-vhops—design—che ices> :l WGLCZR (T C. &wRIZRIEH

SIT-DC: Stateless IP/ICAMP Translation for IPvE Data Centre Environments .
2M5-08-28 , {draft-iett~vBops—sit—dc>

SIT-DC: Dual Translation Mode WGLC%):E
2M5-08-28 , {draft-iettvBops—sit—dc—2x=lat>

Sending Solicited RAs Unicast

2015-07-08 <drafwc—ueops—so|icited—ra—unicast>] REINNSWGEG RS T MC
IPv6-Only for Wired ThinClients

2015-08-28, <draft—wncke—vhops—ipvi—onlv-thin—clients>

XDOTOBRIFAR RS T B, EFTTHSINE -

—
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(1) veops WGD CharterEf(C DT

B v6ops® Charter e ETENE T,

<0Old>
véops-charter.txt

The global deployment of IPvé is underway, creating an IPvd/IPvé
Internet consisting of IPvid-only, IPvé-only and IPv4/IPv6 networks
and nodes. This deployment must be properly handled to avoid the
division of the Internet into separate IPv4 and IPvé networks while
ensuring addressing and connectivity for all IPv4 and IPv6 nodes.

The IPvb Operaticns Working Group (vbops) develops guidelines for
the operation of a shared IPv4/IPw6 Internet and provides operational
guidance on how to deploy IPv6 into existing IPv4-only networks,

as well as into new network installations.

The main focus of the wéops WG is to loock at the immediate deployment
issues; more advanced stages of deployment and transition are a
lower prierity.

1. IPv4/IPv6 LWL\ D RIHERRIZD T, £B5

=<

2. IPv6A>Y—HBUL\E. IPV6/IPV4T 177
REEZDCEEIROA—-—TAEN,

L)

3. IPVv6A> U —\DIZA
ERSE

<New>(Proposed)
veops-proposed-charter-v4.txt

Charter for Working Group

The global deployment of IPv6 is underway, creating an Internet
consisting of IPvi-only, IPv6-only and IPv4/IPvé networks and nodes.
This deployment must be properly handled to avoid the division of

the Internet into separate IPv4 and IPvt networks, ensuring addressing
and connectivity for all IPv4 and IPv6é nodes.

The IPvh Operations Working Group (véops) dewvelops guidelines for
the operation of IPvé networks, and provides operational guidance
on how to deploy and operate IPvé in new and existing networks.

The main focus of the IPvé Operations Working Group is to look at
the depleyment and operational issues in IPve networks.

N SIFERIR DNV B (C

JLRAS W DDERRER R
IPV4ArZlTD REWOIE R O—

TOHA RS54 > (&, sunsetddDrils & B8
[ sunsetdZ{RERIARE(C I B /v60ps CTIRIN T B | _C‘(Z;TCL<

sunsetd=E LU CSEEARZ == ST D RIA



(2) Apple&IPv6ICDUNT(1/5)

B IARTDIOSH77TUT—>3 >3, IPV6xR1T 4 THh— K&
NAT64rw N —2OTEMWE UIRITNIE RS0

All 10S apps MUST
support IPv6 natively
and work on NAT64 networks

App submission requirement later this year




(2) Apple&IPv6ICDUNT(2/5)

m EH

« Verizontt. AT&T#t. T-Mobilett/® EDF+ U7 TIPVEXTIG
MEATZ B

CGNiE U ([CIPV4i1E{EZ I B EIDEBIPVO ClREIEZ I D117
S+ I3

i0OS 9&£0S X 10.11 (El Capitan)h'5. 99%H'IPVv6IE{E (C/R
23T UL \HappyEyeballZz %5 (BhR)



(2) Apple&EIPv6ICDUNT(3/5)

B IRENAT647%Z18IR L IzDH
IPv6 Adoption Strategy

w 8 %4 "L'HT_ — IPv6 Client +| NAT64
( 1589 Client 4l lientAT +M Tr_ [ !
Rv4 Clent &an only IPv6 Client can also
tllgto IPv4 Serngts talk to IPv6 Servers

« 464 XLAT : IPVADHDIT S A 77> MMIIPvAH —)NE UMNBEN TSR0
- NAT64/DNS64 : IPv6DHDI =1 77> <MIIPVvE/IPvAS — )\l A SIBETED
B RizOER
- [DNSSEC®validation®sa TDNS64% FAULVRULV464AXLATD AR L]

[IPVAUSTS)LADMIGIEED T BDDH] [464XLAT CEOIS1 7> MME
IPv6Z1F > CLWBCEMMRESNTLNBD TENDSIRWVNDTIL]

. UhL. Applettds D, BFRE (CIPV6 TO T T UBRA(R T ED(C
RBOT. ST 3BENDE |



(2) Apple&EIPv6ICDUNT(4/5)

B NATe4IBIEDOT X MN53E NAT64 + DNS64 Internet Sharing
« OS X 10.11 (ElI Capitan)
« ARV MNEHROHB
v' Create NAT64 Network?z
FTWwOIIBEFTTOK

B AppBRENIPVeXTILT BT

« Use the networking frameworks (for example,
“NSURLSession”)

« Avoid use of IPv4-specific APIs
« Avoid hard-coded IP addresses

http://www.internetsociety.org/deploy360/blog/2015/06/apple- I
will-require-ipv6-support-for-all-igs-9-apps/



(2) Apple&IPv6ICDUNT(5/5)

B HappyEyeballsdOE&)(CDUL\T
« V60ps WGODMLI(Z7/10(C5%F5
« {0OS9&0S X 10.11 (El Capitan)

1. DNSUVJLINCATTIU EAAAADI TUZHUET
- EUDNSL O— RAF v w1 [CEONVES. UJTZNIDA V7 ETEEL TRESNE T (AAAADYE)
2-1. EURIIDIEENAAAAE D 2156, IPVODSYNEESL(OXDET
2-2. EURHIDISENAR S 254, AAAAERREL T, 25msDy 1< —%RELET
- BELAIAR—HAINES. IPVADSYNEIXDET
- BL25MsUAICAAAAEZ TR S 125, 7 RLGER(CEHE T
3. IP7 RLZDUZ MBBHEE(DNSF v w1 SDEEH . IPv4EIPVe%EFiEL TR 2188).
ZNBDOY— ,DREHIC. PRLURBRZIILTUZILEERLUES. COFILTUXAR. BEDORTTED
F—IEFANTELEDD W RLAZEBLELUEIN. 256msDdED%EIFEFI ., L. BEDRTTED
EN25msUNTE S /2384, RFC3484%(E> TR MATF RLAEBIRUET
4, YAV —hranes, URXMDIEBDF7Z RLUXICSYNZEIXDEI, £/EEFIC, BEDTCPORTTIED
P ETRZER—REUEFAR—ZRIBLET, AMIBICEX (. 1FEHDSYNOBXEEEBEULSSL\D
BFE(C2BEBED Y RLUADSYNZIXDET
5. 1/BEDT KL ADSYN-ACKIEE N EER ICH> 125, MDTCPEEDRAZEF v ILLET

o BIRIZDTHMITZE %éﬂ%jﬁ‘é’@@&i%b“ TIRDAppleRin
IPv6 hS D« W OZRERN (CIEISE S RiAH
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(3) FU v DISPOIPVE ITAARIC DULNT(1/3)

M IPv4 as a ServiceJO>1T 0 hO—IR&UT,
T2 v DISP(OTE)DIPVE AT REER NI

IPv4 Exhaustion & |Pv6-only

Short term commitments

IPvE-only Service
DIs all
Access Services OIS all :
intermal || 1Pvd exhaustion

SE!'uit's l

IPve-only DC

llllllllllllllllllllllllll
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(3) FU v DISPOIPVE IEARTIC DULNT(2/3)

B IPVOXT LR Commercial IPv6 (BRAS-BNG)
* 90%MCPEM
+ Mo real issues w/ BRAS

5_ 1 7) I/Zg v Uﬂhf\fﬁ + BNGs deployment was delayed (bug fixes, testing)
+ BNG deployment is still ongoing
« 90% of CPEs are IPvE (DS) capable
+ IPv6 enabled via TRO6S in batches
+ Many CPE bugs encounterad
+ Every new CPE or BNG bug was a step backwards

bps (- Ind +0ut )
0G

506G
106G
A5G

«20G

Aug 1 Spl Oet 1 Mow 1 Dec 1 | Feb1 Mar 1 Apr 1 May 1 Jun 1 Jul 1

B mative L teredo [ protod1

~10% of total traffic is Ipv6

Mostly Google-related (youtube)

Traffic from Akamai's local clusters also significant

Apr and May traffic decreases due to software bugs in border routers



(3) F U v DISPOIPVEITAATLIC DULNT(3/3)

B IPv4)7 RLX(FFEAEME
B IPv4 over IPVEMDIEIR

- HYIEIMAPZIEIR
v WAETRET LWL EEHV R
v’ Statelessi@ZH#ETH D
v FBEITANCREIENMEEAEIN D
v' BR: (virtual) Cisco ASR1k and ASR9k
v CPE: latest OpenWRT image

. E=F2MY(CLightweight 4 over 67Z31&iR
v FEICINZ. JOJ4>a3a=>I0n> > TR
v RAYFLIOLRESULTULDZ ERvkey factor

AT TCommunictions 28311 Partner I
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(4YRZ BT RLRTHEET KL R ZFIFIY B 2 & DHEE(CDUNT(1/4)

B draft-colitti-v6ops-host-addr-availability
« Google : Lorenzo Colitti, Vint Cerf
« Apple : Stuart Cheshire

o IPV6EIPVADKEIREVWIIRA N TEEZD T RL X ZFHFC
DITETH. ZDOA W SRS TULRL
o BEOVRLRAZFOZEDAUY K
Benefits of multiple addresses

e Privacy addresses
e \irtual machines / Multiple processors inside the host
o e.g., CPU vs. baseband
e Tethering
e |Pv4-over-IPv6 transition mechanisms (e.g., 464XLAT)
e Future applications
o |dentifier-locator addressing
o Per-application IP addresses, ...

e New technologies made possible by multiple addresses: :;;}am Global ICT Partner
o 4B4XLAT
o B4-share



(A)RA BT RLUR(CHEET” RL R ZHHT D EDOHE(CDUNT(2/4)

m 7> FNAT66
- NATHZ DRIE. NAT keepaliveDf:iRE

Possible host reaction: NAT66

e Hosts can work around limits using NAT66, just like they do in IPv4

e NAT has well-known drawbacks:

o Application complexity due to NAT traversal
o Brittleness and support costs due to state maintenance, SPOF, and NAT traversal
o Battery life impact due to NAT keepalives

m QUIC uses 15 seconds!

e In IPv4 we have no choice due to address scarcity, but no such pressure in
IPv6

e |AB advice: deployment of NAT66 is not desirable

EdrilleE SrlliEts i bl

@V T Tcommmications 10021 1CT Partaer I
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(H7RZ R RLZCEHT RLZAEHAT 3T EDHEICDNT(3/4)

B EDSS5WT RLURANMRE(TIRDDN ?
How many addresses?

e Today:
o Privacy addresses: 7
o |Pv4-over-IPv6 transition mechanisms: 1
o Virtual machines: 5
o  Multiple processors inside the host: 1 or 2

o Tethering: 8 devices, >= 1 per device

e A host using some but not all of these functions might need ~20 addresses

e How many will future applications need?

EdrilleE SrlliEts i bl
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(4R BT RLRICHEST KL RZRIFY 3T & DHEEC DT (4/4)

B RHLEKR, @mmacESThIL TS
« REZHY/R— KhIBIRRENZN

« UNU. RST MIFXCHIEZBHE(CEIIRIT B CENTET
UYRUN
vV XY RNI—=20 - TLIT4VvORDEERDOH. R REBDERDH

B WGRS T MEIRBDIRENEL)
« SEREFIHINERSTITH

L NTT Communications (5o Siumn. veamies

e : Global ICT Fartm& I
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BEURA 77 R IELEDE) O]
IPv4 as a Service O 17 ~

f...———h__
U NIT T Communications F'ﬂ!’.."t.c..'f*ffﬂ‘f

——

32



