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Architecture
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F% E ﬁ q&& App  Userdata. Definitely none of the path’s business.
. ZE.
E22 N Transport’  Stuff the path can't see, but ensures the network doesn't burn down
er-la KUhlernd,EE (9:1_ U v th() SPUD Stuff the applications/endpoints are willing to share with the path Hora
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Chair's slides & Agenda Bashing (Chair)
ABoFDOHMIICDWT

Introduction (Brian TrammellK)
SPUDDEERR L VELAEICOWVWTHESL,

SPUD Requirements (Ted HardieX)
SPUD®D/\A1 LRIVERFHICDWT,

SPUD Prototype (Joe Hildebrandx)
HELASPUDZA K JILICDWTIEN . HHAREN,

DTLS as Subtransport protocol (Christian Huitemafk)
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«  SPUD BoFffED#R#E%. IABT® Stack Evolution in a Middlebox
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« SPUDOTR#HIDI—AT—AE LT, UDP firewall traversalz 2=,

I 0 58 (WebRTC DataChannel % %1(2) 1 —R7—2: UDP Firewall Traversal

Initial Use Case:

History (in other words) UDP firewall traversal

* This prOblem was effectively referred to us by the » Today UDP is often blocked ("99% of UDP is garbage”) but volume of
RTCWEB workmg group. (good) UDRP traffic grows, e.g. RTCWEB uses UDP for data and media.

) * Hard to establish session/flow state at firewalls: block rules are stateless
* What draft-ietf-rtcweb-data channel says: ‘The * Need an explicit contract to establish state along the path (as today's
encapsulation of SCTP over DTLS over ICE/UDP implicit contract does with TCP)
provides a NAT traversal solution together with
confidentiality, source authentication, and
integrity protected transfers.”

Approach
* Use of identifiers (“tubes”) beyond the five-tuple to link packets together
* Explicit signaling/negotiation of tube start/end
« Indicate start/stop to middlebox
+ Confirm connection establishment by receiver

* What | read: "The stack is broken, please help!”
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Application to path semantics Path to application semantics
: The pri i t is for advi imilar to ICMP, but d
We need to be able to tell the path which UDP {0 2 grouping (tube) instead of to the destination address.
packets are part of the same group (tube).
We need to be able to tell the path about flow This may include information from the path on resource

starts and stops for that grouping, so that
boxes along the way can maintain state for it
without heartbeats.

constraints, on available MTU, noting address family
conversion, and flagging congestion.

All should be advisory, with a “trust but verify”

We may experiment with more, but these are approach.

essential. Ordinal priority among multiple
groups on the same 5-tuple is one example
extension.
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« SPUDOZ7ORNYA THVESTZDT., FDEBN. (GitHubTARH)

Ty kA T E(FIB) TCPOY—4 VR EDXTLE

Current Packet Layout Example TCP over SPUD mapping

Initiator Path Responder
Offsets | Octet 0 1 2 3 SYN
octet| Bit | 0[ 1| 2[ 3] 4] s] 6] 7| 8] 9[r0]11[12]13 1415 |16 [17 [18 |19 20 [21]22 [23 |24 [25 |26 [27 |28 29 [30 |31 OPEN . >
o o magic = 0xd80000d8 < SYN/ACK
N ' ACK
N M tube id ACK
aie ' OPEN >
12 96| cmd g : resv CBOT'map D TR —— - e e e o = -
cle DATA
FIN >
CLOSE
Magic: Constant = FIN
Command: Data, Open, Close, Ack -
Application Declaration: CBOR contains information for the path bound to the tube ID 1 \ QLOSE
Path Declaration: CBOR contains information from the path bound to the tube ID State

CBOR (REC 7049): { 0: [application data], “something else": “for the path!" }
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cisco DevNet

Browse ~ Sandbox Community Events Support

IETF Hackathon at IETF 92, March 21-22, Dallas, TX Find out exactly why

The firrst ever IETF Hackathon was held March 21-22, the weekend before IETF 92 in Dallas, Texas. It took place just before IETF 92, and was free for both |unch remained
newcomers and grey beards to get involved. untouched in the two
day hackathon!

All you needed was a knowledge of networking technologies, and you were guaranteed to learn something new and have fun!

As a supporter and active member of IETF standards development, Cisco was pleased to be supporting this initiative through the Cisco DevNet program.

Read the DevNet blog post
Many thanks to all involved, bringing the emphasis on ‘running code’ back into the IETF

Which technologies were included?

The hackathon featured six technology areas, representing a mix of existing [ETF working groups, proposals with BoFs (Birds of a Feather sessions)

44

occurring later in the week, and a combination of new and established open source projects. I g°t to learn a lot and
meet talented folks. | do
« BIER (Bit Index Explicit Replication) not know why such an
« NETVC and Daala (Internet Video Code) event never happened
« 12RS/OpenDaylight + NETCONF/YANG till 2015, it should have
« Services Function Chaining (SFC) in OpenDaylight (ODL) been a part of IETF
« SPUD (Substrate Protocol Underneath Datagrams) I since day one. ,,

« STUN/DISCUSS (Dierentiated prlorities and Status Code-points Using Stun Signaling)

What projects were created, using which technologies? Sunil Vallamkonda, F5

« BIER powered HOMENET multicast routing

« NETVC/Daala: new contributor added, video analyzer created

« OpenDaylight ietf-syslog model: used to congure Linux rsyslog daemon

« OpenDaylight developer VM: created, used, and rened to provide complete
development environment for 12RS, SFC, ietfsyslog project, and others projects
involving OpenDaylight

« SFC traceroute: draft implemented, revealing error in the specication fixed by a new
version of draft

« NETCONF integration for SFC

« YANG model inventory; tool that produces RFC/internet draft template from YANG
model

« SPUDIib open source project contributors increased 200%

« SPUD prototype: draft implemented, used as input in BoF later in week

« STUN/DISCUSS: demo created 9

(44

My personal thanks for
helping out in the IETF
Hackathon and

plugging me to right

group to contribute. |

should say | had a good

time hacking as a first

time IETFer 2 rer

Hariharan Ananthakrishnan

"People were so engrossed in their projects that lunch sat untouched for half an hour. Fresh cookies provided as an afternoon snack did not distract” said



7Lt >3 DTLS as Subtransport protocol
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Gaps: DTLS as efficient sub-transport

« Zero RTT setup
« Zero RTT setup will be supported in TLS/1.3
» Low overhead
« 13 bytes of header, out of 1500 bytes UDP packet, maybe too much
« Could use compression per draft-modadugu-dtls-short-00
« DOS resilience — without TCP 3 ways handshake
« Resource at server: use DTLS cookies mechanism
» DOS amplification: require padding of initial packet
» Context-ID
« Additional 8 byte identifier would allow MP-TCP like functionality
« Discuss — do we need to multiplex many connections per 5-tuple?

DTLS & middlebox

Gaps: DTLS and being middle-box friendly

« Protocol detection
« Have middle box understand what protocol is being used
+ Some minimal support in DTLS — pattern matching clear text headers
« But generally goes against the whole point of encryption

« Start-Stop indication

« Suggested to help resource control at middle box

« Start is obvious — first packet does it

« Plausible Stop heuristic, monitor “Alert” content type in clear text header
« Accepting indications from the network

« For example, “congestion detected” or “PMTU supported”

« Goes against the grain of DTLS — not encrypted, not secure

« Heuristics are possible, but not obvious

« End-to-end evaluation of MTU, congestion seems more plausible

e —~
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