SIr
CISCO

IETF [ZE[+H5M2M/loT D Ej[A]

Shoichi Sakane
Cisco Systems

21-Dec-2012

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. ~ Cisco Confidential



ABDFHN

= [ETFIZEITFAM2M/IoTE :EDE =
M2M7 1) — 3245
RT—RT R MSNDEREIR
= [ETFIZEITS
M2M/loT B E F fiT DIZZEL Bl [A]

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




AHOXRTIUT

M2M/1oT7 —F T F i
Fog Computing, Cisco

Data Center Cloud
Application Hosting,
Management,

loT Analytics

Network Management Applications

Core Networking

IP/MPLS, QoS,
Multicast, Security

w g P =
-

Multi-Service Edge
3G, 4G, LTE, WiMAX, WiFi
Ethernet

Embedded Systems

and Sensors
Low power & bandwidth,
Machines Wired or Wireless

HERE !!
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Asset Tracking
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1

ISO/RTO
Participant

Internet /

) ¢ Electric
Substation - N W, Storage
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\’ : >
ubsta X N \

Substation =
Device
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Information Network S R Customer Thesmusial
8 Actor e & ¥T f EMS

D Domain Gateway Actor \ a = == \ == == /
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NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, NIST, Jan 2010

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 7




ANX—RrT)yr D&

73%1135_)‘7_"‘47'

SUARATLNDEREIF

)91 3‘Z1T10)$EET§‘?JL0)Z\% IE

RAY—hJY)ykiE 1=~/7\TL\0)%$R$IE

=1) >7€‘3‘Z1¢I
= 1) o8 T
= 1) o5 i

&R TF
IR TE

-3

" BERIEEAT AT

LEWZRLRER
LW Ay t—U B xS
LIgWZ a7 4;
)T OB EGTE

4

Presen tation_ID © 2010 Cisco an

The role of standards in the Smart Grid: an IETF view, Fred Baker

d/or its affiliates. All rights reserved. Cisco Confidential

8



IPE T DEIERFVIIEE

IPE T DBIER SV (BER)

Web, E-Mail, Voice, Video, Management, ...
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= Zigbee, Z-Wave, Xmesh, SmartMesh, MeshScape, ...
>HEfttnLn7ara)L
> UM ELRBFETIDDARAEYY
>FAENGET—XFTOFv

= GW®DELIL
PERFE-BAATFUOAAXMDEBEKX
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= Zigbee, Z-Wave, Xmesh, SmartMesh, MeshScape, ...
>HEfttnLn7ara)L
> UM ELRBFETIDDARAEYY
>FAENGET—XFTOFv

= GW®DELIL
PERFE-BAATFUOAAXMDEBEKX
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»— B L= Z RSl AT Al 68
>ARERICERGET X TIOFvITGYERMNEEH
>V RBRO LR LA EEE
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L Wireless Control That Simply Works

N I—
Millennial Net -— - -
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1 ET F
. IETF www.ietf.org

A3 —2yNEATE AR DR AL T 1T DR
RELEMIIRFCELTRITIN., S TEERIZSERTES,
SHPOEDORKRELTTIIGKRBIELTERATS MY 5,
8T)7.124WG

-t ETH—TY
ETOEROXENLHINTLS,
HCTHLERIZERICSMTEXEEZHKITTED,

| BMEEREDH AR E RSN RLEE |

“We reject kings, presidents and voting. We believe in
rough consensus and running code’,
Dave Clark (1992)
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o —BIZE TAIPEMfTD XG40 NDEE

= BEEHEDELIVBE#IIDFE ~ Challenge Areas J
LEEN
IE A X (5mm~ LWL o1zt
e EE,]?-:: omm ) . B9 5EERED
{ECPUT%EE (8 or 16-bit, €~ 0Ov%4 8~16MHz) e
DIFNATET) (~128 KB)
AN R A B

oD EEFOMBEIETFTIX “Smart Object” LA TULVS FE kTl DIEAE
s BEFBDOBELWLVARYNI—IODETE

ZHD/—R (~HF/—F) LLNREIIFRFA7 T
& =818 (~250Kbps) gégg 2A=1=00
=S/\ybaLRH
HifTENEEAVTFUATELVNREE

SNBOBER DRI —SEIETFTI ;—;ﬁg*&*"’i
LLN” (Low power and Lossy Network)
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eeeeeeeeeee _ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia 15



LLNIZRS9 HIETFD &[]

LLNEFiaR R Lightweight Impl. [

Smart Object Lifecycle Architecture

for Constrained Envinronments
IETF85, Mar 2012

AR

|

lwig WG
IETF80, Mar 2011

Smart Objects Workshop\
IETF80, Mar 2011

/

Networks and Devices

Management of Constrained
IETF85, Nov 2012

4 Low power and\

Lossy Networks
roll WG
\_ |ETF71, Mar 2008 )

-

N
Cross Layers Issues BoF
IETF82, Nov 2011

J

/
IPv6 over LOWPAN

Constrained\
Envinronments

\ |[ETF76, Nov 2009

core WG

6lowpan WG
IETF61, Nov 2004

w Power WiFi
LC

Z-Wave
Zigbee IP

X

HOWPAN LLNF I+ RAT Y
— ] T R 1 4 R 2] ____~__—~——///////////// r—avakall
HLLV I/ ST iy DIREAE
HBEERBDIFREL : SmartGrid Bar-BoF,  loT Bar-BoF,
BEE Autumn 2009 Spring 2010
. . | I R N
| | ! I I L T
IEEE802.15.4-2003, EISAACT, 2007  Zigbee/HomePlug, OpenSG/UCAlug, Zigbee & WiF
Autumn 2003 ’ Autumn 2008  Summer 2009 Cogabog(lﬁnd
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What is 6lowpan WG?

= |Pv6 over Low power Wireless Personal _ Challenge Areas |
Area Networks
Co-chairs: LWL oIz
Carsten Borman (Bremen Univ.) Y ABEERD
Geoff Mulligan (Consultant) B#E{L
= Mission

802.15.4-based vy T —0IZ%xt9 5, IPv6

Adaptation Layer® % T &IPv6{L #x D i 5k
= RFCs and Significant Documents

RFC 4919: Problem Statement, and Goals

RFC 4944: Transmission of IPv6 Packets

RFC 6282: Compression Format

RFC 6568: Design and Application Spaces

RFC 6775: 6lowpan Neighbor Discovery

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 18



What are 6lowpan protocols ?

= 802.15.4R—RDL2Y 7 ETCPIPHTD X vy T418B6H 5,
L%, 802.15.4-2006 3%t & F=>71-,
IH7E (L. IEEE P1901.245 IEEE 802.15.4kZEAD ALKt

IEEE802.15.4

)
= \What’s new ? >127B frame size. »40B Header (Min.)
: »Data Rate: 20~250Kbps  »1280B MTU.
IPv6 Header compression >Maximize battery life. ~ »ND in multicast.

A3 D 2R TREGT1—ILEEHIBR
~w4& —F1x—>Chained header by a dispatch field.
o hAvE hSENB1E$R e.g. EUI-61
FYRT—UDEEMNLFRAMNDED e.g. prefix, version
Fragmentation and Reassembly
ND Optimization
multicast packet O Nl
L2HDIFEHRDIE
border router® 7KL X
header comporessM1=& D&%k
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6lowpan ND Message Exchange

%5 1) ) ‘e
9 6LN ~BLR \/&‘BR
self-assigned LLA o ES_SL_LA_O— —_———

default route, < RA: PIO+SLLAO+6CO+ABRO

prefix,
contexts,

NS: ARO+SLLAO

DAR (ARO+SLLAO)

DAC (ARO+SLLAO)

< NA: ARO Response <

Lifetime Expired
NS: ARO+SLLAO S

v v v

3DMIPv6 ND option&., 22 DICMPV6 typeZ E &

6LRM 5. 6lowpan context (6CO), Authoritative Border Router (ABRO)Z &%,
B6LRAV5 . Address Registration (ARO)Z{E L 7-=6LBR~ D & &k -DAD D EHE,
DA Request/ConfirmationZz{£ AL 7-=. 6LBRTMHDAD®D E},
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What is roll WG?

= Routing Over Low power and Lossy networks

Co-chairs:
JP Vasseur (Cisco)
Michael Richardson (Consultant)

| Challenge Areas J

= Mission
LLN&Smart ObjectsiAl I+ D #R R HI{ENIZBE 9 HEREE D iR

“‘Low power and Lossy networks (LLNs) are typically composed of many
embedded devices with limited power, memory, and processing resources
interconnected by a variety of links, such as IEEE 802.15.4, Low Power WiFi.” it BEE St R R 1 4

Jara)LDIE#AL

= RFCs and Significant Documents
RFC 5548, 5673, 5826, 5867: Requirement for Urban, IA, HA, BA
RFC 6206: Trickle Algorithm
RFC 6550: RPL Core Spec
RFC 6551: Routing Metrics
RFC 6552: Objective Function Zero
RFC 6553: IPv6 Hop-by-Hop Option for RPL
RFC 6554: IPv6 Routing Header Option for RPL
P2P-RPL in IESG queue
RPL Multicast

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21




- 0000000000000
Routing over low Power Lossy networks: ripple [ripl]

What is RPL ? ot i)
" gﬁfd:LLNrE.lH-?joulj'—t/ayo)g;k%i(:EQE_l_ AN =

Urban, Industrial, Home Automation, Building Automation.
- MP2P, P2MP and P2P DODAG: Destination Oriented Directed Acyclic Graph

—
= MEICRIC) Y LIZEBO V) — #1EE0EE
S>ELQLDT7ITVr—3 0 DERIZIGL-RBELE/N\NRTEETED,
* DODAGZ1EE I 2EHD AN ) v ZtEE Al B,
AR1)w%: node state, energy, hop-count, throughput, link reliability
= LLNE] T/ SR IEEHEAE
W BRREIZIG CTHIEIER O EHFERZEZIESE 5,

Trickle Timer
AERYMDIEWN DN YR EERETESE—FHH D,
Non-Storing Mode

2DM/I\RABIEEHNE

Global Repair: @KZHIEET 51 e.g. DODAGD AN )TN EHo=I5E%
Local Repair: Gl HIICEHEMER T DHME eg. VoV DRENEILLIZIBESE
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Path Construction by RPL

MP2P P2MP

O Root
O Router
O Host
9 Traffic
= Path

= [CMPV6 type (155): RPL Control Messages

DIS: DODAG Information Solicitation
DIS / DIO for MP2P DIO: DODAG Information Object
DAO / DAO-ACK for P2MP DAQO: Destination Advertisement Object

DRO: Discovery Reply Object
DIO+RDO / DRO+RDO / DRO-ACK for P2P RDO: Route Discovery Option

= 2 |[Pv6 Extensions

RPL SRH in Routing Header: transmission b/w RPL routers.
RPL Option for HbH Options Header: exchaning RPL information b/w RPL routers.

= [CMPV6 Destination Unreachable

Code (7) Error in Source Routing Header
Presentatioh_| © 2010 Cisco and/or its affiliat:

All right Cisco Confidential 23



roll WG meeting in IETF85
= Applicability Statement template.

= RPL applicability in industrial networks

* [ndustrial Deterministic Routing Extension for Low-Power
and Lossy Networks

TDMA(L2)DF 5 BRIE AR v ELTIRSIRE,

A->B
% A->C
10ms é 30ms
C B->D
C->D tgns)

10 20 30 40 50

Cisco Confidential
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roll WG meeting in IETF85

= Multicast Protocol for Low power and Lossy Networks
e.g. mDNS

= Loop Free DODAG Local Repair
non-storing mode®Loop self hearing.
DODAG Repair Query/Response D EN{RZE

= RPL Routing Pathology In a Network With a Mix of Nodes
Operating in Storing and Non-Storing Modes

DAOI(Zstoring mode bitZiBi0&
new modeENDIEE

Storing Mode Non-Storing Mode
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What is “core” WG ?

» Constrained RESTful Environment _ Challenge Areas J

Co-chairs:
Carsten Borman (Bremen Univ)
Andrew McGregor (Allied Telesis)

= Mission
M2MMEIFT D7) r—3>7aka)LDERE

= RFCs and Significant Documents

RFC 6690: CoRE Link Format LLNEIHRET
CoAP Specifications F—ay7akall
Core DIRZE{L
Block
Observe

HTTP Mapping and Proxy
Group communication framework

Presen tation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26



What is CoAP ?

= Specialized for M2M applications Protocol stack image
RESTful protocol ofa LLN device
Simple small header < 10B Application
Stateless single message exchange
Asynchronous message exchange CoAP REST
Obse.rvatlon mode (a.k.a. publication/subscriber) CoAP Transactions
Caching
UDP binding with reliability, and multicast UDP

Retransmission
Block-wise transfer

= Strictly specification of a HT TP proxy
Internet media type support.
HTTP compatible response code.

m

receiver is requested to make a response to get a resource, no change.

ACK response to CON POST to create a resource.
NON receiver is not requested any action PUT to update a resource.
RST reset the receiver’s state, typically used in the

asynchronous mode. DELETE to delete a resource.

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 27



CoAP message exchange
= Confirmable message
Confirmable Request and Piggy-backed Response

CoAP cf. HTTP
O \'@g O &,
[ [——
TCP 3-way handshake>
CoAP CON GET temperature S::::::::::::::;
> HTTP GET /’rempem‘rurﬁ
CoAP ACK 200 OK 25.3 HTTP 200 OK 25.3
< <
TCP 2-way termination
2::::::::::::::?.

= Non-confirmable message

g -

jCoAP NON PUT temperature
<
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CoAP message exchange
= Asynchronous message
Confirmable Request and Seprate Response

Client Server MID: Ayt—C DRIEETRY
O o Token: b5 H 93 %&TRY
[——
GET Temperature . |- Header: GET T=CON Code=1 MID=0x7d38
> Token: 0x53
D Uri-Path: "temperature”
ACK
< — Header: T=ACK Code=0 MID=0x7d38
- O,
22 BC Header: 2.05 Content T=CON Code=69 MID=0x2d7b
£ : h Token: 0x53 @
Payload: "22.5C"
ACK <?>
> Header: T=ACK Code=0 MID=0x2d7b
v - - @
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- 0000000___]
core WG meeting in IETF85

ETSI plugtest @ Sophia-Antipolis (27-30 Nov, 2012)
CORE, LINK, OBSERYV, BLOCK)
Proxy Caching, Security DTLS, Full set of options,
IPSO Applicaton Framework

coap-12
optionZE& Drenumbering!!
option length® {85k, jump mechanism
ETSI plugtestD#E R % =+ Tcoap-13%{HT 5,

WGLC in progress: coap-13, block-10, observe-07

The content parameter option
. EXIIE, EZEBRETNRFT—IEFHEBLTOVENWEBETERLL,
ZLT  RF—=IZFEN—avhidh b,
- content-type LA9} 2 scheme versionEZ# &5 ELNH B,
154K : content-format optionlZacceptableZicontent-typeZ F|Z LA 1T L XA 5450,
122 : content parameter option®#H 5 &, HR—RLTLNS/NN—23 FEIFIETRLY,
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core WG meeting in IETF85

= Group Communication
= HTTP-CoAP proxy

two open sources: squid base, evCoAP base

= Sleepy Devices
Sleeping End Point (SEP) D E %
CoAP Resource Directory(RD)~DEREIE
SEPARMMEMN,

= DTLS based MSEC for LLNs (in tls WG)

DTLSB{RIZGCKSERH>TMIKEYRITEKZEZER B,
rekey|ZEREED B D,



What is Iwig WG ?

= Lightweight Implementation Guidance _ Challenge Areas J

Co-chairs:
Zhen Cao (China Mobile)
Robert Cragie (consultant)

= Mission
$H A A LSRR TDTCP/IIPAAYOEREF (TR
DYERK

= Significant IDs

Lightweight Implementation Guidance

| DataSize (e.g. RAM) | Code Size (e.g. Flash)

Class 1 ~ 10KB ~ 100KB LLNR] T35 DE
Class 2 ~ 50KB ~ 250KB BHAE

JI27LURETIL
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BECEBIRDEED

6LoWPAN HC/ND CoAP: M2MiE{E [ SE L LI-EiETOrIIL
v IPV6/TCP/UDPA YA O [E#E v A YR DENETLTE %
VIIPveEEIER ORI L D REIL VINAF ) Avte—T1E

VIPV6/ AT YD EIEBRERL vIERIHA. 70y ERi¥, PUB/SUB

v EEHMTIEETRFCIlEENT= VHTTPRYE S DESH

RPL: LLNICRELZEFEHToraL
VEBBREFEH T/ —FTHLEIET8E
VENERIRREAN)YIIZERTEE

v BED RGN EEEN T EE

VI EIEBERRIZRFCIEESNT-
v'P2P-RPL&ERPL-MulticastidWGLCH#2 T
v Applicability & EZ
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Others in IETF85

= SOLACE (Smart Object Lifecycle Architecture for Constrained Environments)

Focusing to setup processes ("instilling its meaning in life") and
bootstrapping security of smart objects.

e.g. where do devices get keys ?
what do devices do in its lifecycle ?

= COMAN (Management of Constrained Networks and Devices)
Management for LLN. Manet management is in manet WG.
Gap analysis first, then starting a charter discussion.
1) Terminology.
2) Class of networks in focus.
3) Analysis the management feature.
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= Alliance established in September, 2008

E/ DIPTSR HEEFE IPSO

—259 members (Nov 2012)

Chairman: Geoff Mulligan (Proto6) Landis, BOSCH /¢
I'Oll

President: Pete St. Perre (Oracle) 57175 frutortopands
Vice-President: Patrick Wetterwald (Cisco) I T
TAB Chair: Jari Akko (Ericsson) CiscCo AlMEL sensinode Proto6
infusion” i

= Mission ————— p—
v'Smart Object(E/) ~DIPD i FA D HEHE E & FU]ITSU £E% Google
VR R BEEH 1R — m%m SAP
VIETFF DR EEL MBI DFE Y R— & nson A
ARE AR D E i senson Coniros

= Formal Liaison = On-Going Activities
ETSI o Interoperability Testing
IPv6 Forum Tt o Tutorials, Webinars

. . Alliance

Zigbee Alliance

http://ipso-alliance.org/resource-library
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IPSO Plugfest at IETF84

Nivis (http://www.nivis.com/products/product.php?plD=11)
6lowpan,ipv6,rpl,coap A2y &1FvT 1k,
freescale RFEYa1—)lIZadd-onLTLV5,
BARDEERG EREETH, 10AICTLRY)—ZXFE,

Proto6 + colorado micro
10 EIZEDT /31 A&beaglebone TEZ YT —UDTE
core + |IPv6 + 6lowpan + L2Ay 1
10AET /31 X% Colorado MicroE E > Tl =,

NOKIA
Tl cc2540RX—X M bluetooth heart beat sensor
coap + udp + ipv6 + 6lowpan + bluetooth
AP(Zbluetooth USBFU % LEELTT—2% %215,
APIZTbluetooth to ethernetZ#:L TAV KV DDCAERET S,
coap/httplEAV R DDCIZTH %,

Sensinode (hitp://www.sensinode.com/)
coapB:EX 2y UEA% link formatZ{# > 7-registration&management GUIZ Rt TL =,
plugfestiZ& 5T /31 Rl&, ZCIZregistrationL TLNT, GUINSHIEITE S,

NXP /jennic (hitp://www.jennic.com/products/protocol_stacks/jennet-ip)
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IPSO Demo:
Bits-N-Bites in IETF85

= L+G: FOCUS RXR-SD

= Nivis+Freescale
TWR-METRO-KIT-NA

= Sensinode
= Proto6

gt #
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ABDFEED
= M2M/loTRYr T —J I3 BEEHR SR THBHEILZXITTET -,
= T —232NEFRRIEIZEY.
VIKEHEE DY 21— a  REEIN TS,
VENLEMEERTAIERNHS,
= ZD=HIZTCP/IPH MDA RS - EisSN TLVS,
IETFICHULVT,
= LLNIZ&EEL-TCP/IPH it DIZZEL A HEA TS,
6lowpan-hc, 6lowpan-nd: IPv6 N4 [E#E ENDD £ 1k
RPL: LLNT®] (F#2 BRIl 1E) B U 7 N4y MR £ $ 1l
CoAP: M2M[A] IT1& S # 1l
« EEALEBLISMZE. M2MIoTOREEGHEER L Xt 30D
EEAITHNTLNS,
REHAFT XD VER, Workshop, Interop,
SOLACE, COMAN, etc.

Presentation_ID © 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 38






