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« MILE: Managed Incident Lightweight Exchange
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e SACM: Security Automation and Continuous Monitoring
« TURRAUFDEEREBENRIL X IS



AT UMBEBRRIBRIZHEITS
BEETIAE

IRAURT EENEEIIEZR D ?
- UERFEFEDPYLEY
c T4V TURLARURIZIHLEIRIEROD AT
o Bl HAN—REBEOMEELHESE

o —ARRIIEOYEY (E=FRBDPOYEYED)
o THAN—BDFHRICAEHT 5 —ARH0LIEFEHRDIHE
o Bl:E&, HAN—KBEZITHAREEDHH1EE

RAUR2 HITESP>TRAS?

A3 HEMNERIZEIEZD?

d |
zlo



(BARFE 2015/8)

2002 ~2006

2009~

2011~

2015/1

2015/5

2015/6

2015/7

IETF ITU-T OASIS ETSI FIRST
INCH WG
NIAC
IODEF T
(RFC5070) Q4/17 CVSS-SIG
CYBEX CVSS v1
(ITU-T X.1500) CVSS v2
X.cve X.1520
MILE WG Xcwe  X.1524
IODEF-SCI Xoval  X.1526
(RFC7203) ,
REC5070-bic Xiodef  X.1541
tJ:E v
AT NELR STIX AT UNER
wEEEDOYEY TAXII — RO Y LY
\ CTI
STIX
TAXI ;
CYBoX TC CYBER CVSS v3
) ) Security Week 59?2
CCHNEKWNEKRED !

Ta®
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Lightweight Exchange
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* https://www.ietf.org/proceedings/93/minutes/minutes—93-mile
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* IODEF (RFC5070) M #EEEHLRZEELEL LD
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« RFC5070: IODEF M FE & (2007/12)

« RFC5901: IODEF M 71v % %t %k Hiak (2010/07)

« RFC6685: IODEF ) XML M & RTZER D IANA [ZXHFEF(2012/07)
« RFC7203: IODEF MEERIEHLE (2014/04)

« IODEFIZRH T AEEDFABIZDODIVCTORMRELEHELLD



MILEQIREDARY

* The Incident Object Description Exchange Format v2
« RFC5070-bis&M (L5 IODEF MEkET

 MILE Implementation Report and its related activities
« BEAMNELHLTLNS, IODEFOREIZEHT B —A

 Flow—based event exchange Format
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RFC5070-bis

* WGLC 2[RI THERAEMNED
e Service [Z Description Z &2t TE 5 KD (port80 —> port80, http)
» Counter MBI A IEHITESH LD (packet —> packet, mbit, **+)
 ObservableZ 149 DTIlL%:< Bulk TEEaR A HEIZ
o HUTILIZHIRENTULNDRTARZAR—XDHIRR (EH#E—)

« B SNT=T—V
« YT ILDLTTE

° Re I ate d D N S <iodef:DateDomainWasChecked>2013-01-04T09:10:24+00:00</iodef:DateDomainWasChecked>
<jodef:RelatedDNS RecordType="MX">evildave.com MX prefernce = 10, mail exchanger = maill.evildave.com</iodef:RelatedDNS>
{jodef:RelatedDNS RecordType="A">maill.evildave.com internet address = 176.157.32.17</iodef:RelatedDNS>
<jodef:RelatedDNS RecordType="SPF">zuesevil.com. IN TXT ¥"v=spfl a mx —all¥”</iodef:RelatedDNS>
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MILE Implementation Report

e Missing Piece [Z[XEE5
* ISAC 2Kk A& HI
« APWG: 4y 2T A MEHRDO L ER—MY—)LHIODEFZEHR—k
« ACDC: RykrRyrREY—ILIZE LT IODEF ZFHHR—k
« REN-ISAC: 1> T MEHRIZ IODEF XD XEN R TSN B HA
e Other Implementation
o AirCERT, CyberFed IZH (15 E%E

« RFC5070-bis M1%IZ WGLC EAREEENH D
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e NSURR—MIDWTDER

« SMTP
- STOMP
« XMPP

e JA—YNZDULNTOD

e FLEX, IODEF ---
* NetFlow ---
« XML / JSON
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. Dat:
' From:

v T

' Message-1D:

' Subject: abuse report about <source> - <date>
. MIME-Version:

' X-XARF:SECURE

. Content-Type:"multipar/signed;

protocol="application/pgp-signature™; micalc=pgp-...

o Auto-submitted: auto-generated
‘' Content-Type: mesage/rfc822; name="xarf.eml"
. | Content-Transfer-Encoding: Thit

- Content-Disposition: attachment; filename="xarl.cml”
. embedded mail header

' X-XARF: PLAIN

| Auto-Submitted: auto-generated
.. | Subject abuse report about <source> - <date>
.|+ Content-Type: multipart/mixed

1 [1st MIME pant
-, Content-Type: lexuplain

' Ldﬂmsﬂlﬂ—ﬂ <human readable text >

" [2nd MIME pan

-+ | Content-Type: text/plain

C 1| charset=utf-8

C 1 | name="report.ixt”

|| <YAML notation of a JSON object>

(mmmm

" Content-Disposition: inline

1| | <amy content>

. | PGPMIME signatune

" | Content-Type: application/pgp-signature
| | <signature>




TDMDEEE (EXRFLARE)

 IODEF Usage Guidance

* RFC5070-bis [Z&EX GO TARBILT HRIAH, EUDITT7I—HFEHR (15|J:Darknqt
DE=AR')24 )75 EEHLRFC5070-bis %ﬁof//mu-nazf;kf% ELVO RN F
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e Resource—Oriented Lightweight Incident Exchange (RORIE)

« RESTful / HTTP %ﬁb&bzxﬂ-ﬁ—hf%é:tb\%, IETF94, 95 MM F—&
HAT—XEEARREENS

» IODEF extensions for Reporting Cyber—Physical System Incidents (CPS)
« ZTOBKRELERIILHN



SACM / Security Automation
and Continuous Monitoring
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* https://www.ietf.org/proceedings/93/minutes/minutes—93—-sacm
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« TURRAVPDIREE (=2 ) Z&RBIL. LRDM) ERREL TEHE
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« T—XTUVF V. [BMETIL. EHEEELF AN, AEMEFRZTEEHT RFC
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Controller

Customer Provider
/ Posture Assessment / Posture Assessment
Information Consumer i Information Provider
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Session 1: (2015/07/20)
« SACM Requirements

« SACM Terminology

e SACM Architecture

e SACM Information Model
« OVAL Assessment

* NEA Assessment

« ECP Mapping

Session 2: (2015/07/24)

* Requirements

* Architecture

* Information Model
 Terminology

e Way Forward
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e NSURR—IEESITHM?
e RID (RFC6545: Real-time Inter—network Defense)

* Does not scale

* TAXII

* |ess Interoperability, does not scale

« XMPP/Grid

e Scale 95
« Vendor MY R—r+A[HE



SACM D EZ+ZT+DERA]

« EEBAIL github THFIREINTLVET

* https://github.com/sacmwg

o Bfj[m]
» Requirements : Open Issue $&4D
* Terminology : 18 GREED K/MNIE#HS: AEENDEREZLECTI HH HRE)
 Architecture : 14 (provider/consumerfa] @ interoperability&data model)
o —BMREEIRL TEE (capability, function, role)
« §1&(X I2NSF D terminology EDEESMHIZDNVTHHEZEL T AE
e Information Model: 22 (Endpoint ID designfA & E L TE)



SACM DD EIE

c LDZEELDFERELY
* NEA Assessment
e Network Endpoint Assessment (RFC5209)
e Access Control DIREEMEHR, SACM 53 BERT—THNINSLNEIELAH S

e ECP Mapping
» Endpoint Compliance Protocol (Trusted Computing Group)
 Trusted Network Connect (TNC) THNIEEEXRIFFEL TSN ?

e OVAL Assessment
* Open Vulnerability Assessment Language (ITU-T X.1526)
* VERY complex I& R EDFAAE LA ERE
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e SACM
 Open Issue [JEFHIZREISLTLYS
« fhDWG / #hdD Standard EFEREWVEFEAN, RFCIZTHFENDXEN1E
SHIEA NI ZEFBLTLAEE



