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« On-premise DDoS mitigation platforms
« Service provider DDoS mitigation platforms
« Other network elements and services
B EEWG
« M3AAWG, SACM, MILE, SUPA, I2NSF et.al.
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How Can You Ask for Help Today?

Technology pioneered by Robert Hooke in 1667, only slightly improved!
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Agenda

Agenda

1. Note well, logistics, charter introduction (chairs, 5 min)
2. Use Case Discussion (20 minutes) n
- draft-mglt-dots-use-cases-00 (Daniel Migault, 10 min) (1)
- draft-xia-dots-extended-use-cases-00 (Frank Xialiang 10 min)
draft-fu-ipfix-network-security-01

3. Requirements Discussion —
ﬂ@)

- draft-mortensen-threat-signaling-requirements-00 (Andrew Mortensen, 10 mi
- Chris Morrow and Roland Dobbins (10 min)

4. Discussion (10 min)
- Way ahead for use case discussion
- Way ahead for requirements discussion (3) EDKDCE LD DN DE
- Who is implementing?
- Virtual Interim Meeting in September 2015 |
5. Summaries of Other Drafts (5 min)
- draft-teague-open-threat-signaling-01 (Nik Teague) | Bt
- draft-reddy-dots-transport-00 (Tiru Reddy) tner I
draft-reddy-dots-info-model-00 —_




(1) Usecase draft 1(1/3)

B DDoS Open Threat Signaling use cases
« draft-mglt-dots-use-cases-00
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(1) Usecase draft 1(2/3)
On-Premise Asymetric (DOTS
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(1) Usecase draft 1(3/3)
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(1) Usecase draft 2(1/2)

B The Extended DDoS Open Threat Signaling Use Cases
« draft-xia-dots-extended-use-cases-00
B —DOHMUsecase Draftx ST CUsecaseZ &M

Use Case 1
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Figure 1. Data Nining and SDH Based Centralized Anti-DDoS Use Case



(1) Usecase draft 2(2/2)

B Inter-domain®-1 AXA—=>

Use Case 3 (not yet in draft)

Inter-domain Anti-DDoS Coordination

Carriers and MSSPs unite to coordinate global mitigation resource to carry out
near source mitigation.

®
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_,,f ," VA8 % G’ CCC (Cloud
e : v L¥) Coordination Center
. - .=5 ’ i T including Big Data)
i Ssewus T ¥ @ Members

‘_ : w . —-—2 ] ,&‘.\*\‘1 Mitigation System
1 ‘ \_\ \\

& % g Scrubbing Center
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‘ ,ﬁ Victim member

One of the alliance members mitigates traffic within the bandwidth, application-layer attacks
using a local DDoS mitigation system and detects large-traffic attacks.

When not being able to defend large-traffic attacks, the victim member sends cloud signal to
the CCC (Cloud Coordination Center) request global near source mitigation.

The CCC notifies the corresponding alliance members to initiate near-source mitigation.
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(2) Requirement draft

B DDoS Open Threat Signaling Requirements

« draft-mortensen-threat-signaling-requirements-00
B FEEDTERE
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Attack Telemetry RESTfuI interface

i - traffic rates . over HTTPS

- detected attack | (AEA_
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- attack duration
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B UsecaseZ 7 b Milestones

e —DCEXEHB « Feb 2016 - Requirements/use case

— e information document to IESG
« T4 =FEH

» May 2016 - Transport document as

' . d standard to IESG
B RequirementR=T ~ proposed standard to

e —DCELEHD » Jun 2016 - Data model document as
. Ig_“,r 9_%%%['] proposed standard to IESG
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